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Recently, surface-enhanced Raman scattering (SERS) joined other optical methods in making novel

anticounterfeiting materials due to the fact that abundant molecular fingerprints in Raman spectra can

be less susceptible to fraud. Using these molecular features, it is critical to make novel nanostructures
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with increased SERS enhancement and stability. Herein, we synthesized star-shaped gold nanoparticles
as SERS substrates and applied various Raman probes with these gold nanostars to make SERS tags. The
encoded molecular information was successfully decoded using principal component analysis (PCA).

These colloidal tags can be further stabilized when embedded in a polymer matrix. We made a
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Introduction

The development of anticounterfeiting technology has received
increasing attention due to ongoing global economic activities,
as well as the protection of intellectual properties. In fighting
counterfeiting activities, anticounterfeiting labels have been
widely used to authenticate the genuineness of commercial
goods, financial documents, and advanced pharmaceutical
products. Various techniques and materials have been used
in anticounterfeiting, such as watermarks," microscale
patterns,>® fluorescent quantum dots,” and upconversion
nanomaterials.>® However, many of these well-developed anti-
counterfeiting techniques could be targeted by counterfeiters,
thus being faked. It is thus essential to introduce new techniques
into the field of anticounterfeiting, which will be less known to
counterfeiters. In this regard, security labels based on a surface-
enhanced Raman scattering (SERS) technique could be a very
promising candidate due to their molecular fingerprint features,
high sensitivity, and sufficient complexity. As we know, Raman

“ Department of Chemistry and Center for Fluorinated Functional Materials,
University of South Dakota, Vermillion, South Dakota, 57069, USA.
E-mail: CY.Jiang@usd.edu
b Department of Chemistry, Concordia College, Moorhead, Minnesota, 56562, USA
¢ Qiushi Academy for Advanced Studies, Zhejiang University, Hangzhou, Zhejiang,
310027, P. R. China
1 Electronic supplementary information (ESI) available: SEM graphs of AuNSs,
gold nanoparticles, Raman spectra of R6G with AuNSs or Au NPs, zoom-in PCA
score plot, Raman spectra of SERS tags with 4-MBA and MG, PEO films, AuNS-
PEO film, and written tags, and tables of coding tags. See DOI: 10.1039/
d1ma00348h

5116 | Mater. Adv., 2021, 2, 5116-5123

prototype ballpoint pen that can do simple writing with these secret SERS inks.

spectroscopy is a noninvasive analytical method that can provide
molecular spectra that contain narrow spectral bands associated
with chemical structures.””® In the SERS study, Raman signals
are dramatically increased with an enhancement factor of 10° or
higher when Raman probes are placed at the vicinity of rough
noble metals or other plasmonic materials.”'® These enhanced
signals allow the low-dose presence of molecular labels as well as
the capability of using multiple SERS probes. Such probe-
encoded Raman and SERS tags have actually been developed
and applied in bioanalysis and bioimaging."'™® It is worth
noting that SERS labels are novel, complicated, and have a high
storage capacity, all of which are critical for the development of
new generation anticounterfeiting labels.

Recently, there has been continuous interest in developing
encoded SERS labels for anticounterfeiting applications.'”°
For example, Ling and co-workers fabricated plasmonic
patterns of silver nanorods and studied their applications in
anticounterfeiting with multiple Raman probes."” In addition,
there were also examples of combining SERS labels with bar
codes, quick response (QR) codes, or physically unclonable
features.”’ ! In these studies, SERS-active substrates are a
key component for the successful application of their materials
in anticounterfeiting. While lithography methods were still
widely used in making SERS-active plasmonic substrates,
chemical syntheses of plasmonic nanomaterials have several
advantages such as high tunability, easy processability, and low
cost. For example, recently, Ye and co-workers reported the
synthesis of gap-enhanced Raman tags and demonstrated their
remarkable applications in anticounterfeiting.*® There is
clearly an increasing demand in developing facile synthetic

© 2021 The Author(s). Published by the Royal Society of Chemistry
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approaches to make novel SERS substrates for anticounterfeit-
ing applications.

On the other hand, gold nanostars (AuNSs) have been
synthesized through either seedless®*** or seed-mediated*
methods. These nanostars have been widely utilized in
sensing,®® catalysis,*® therapy,’” and SERS.*®*° Recently, we
reported the synthesis of gold nanostars with sharp branches*
and studied their SERS performance.** We found that AuNSs
have a higher SERS enhancement as compared to normal gold
nanoparticles.** These AuNSs with the modification of a proper
capping agent can be suspended in aqueous media and behave
as colloidal SERS substrates.*"** Recently, there were also
reports on the use of encoded AuNSs for various applications
such as cell discrimination.’®'® However, some of the
preparation methods are rather complicated. Furthermore,
using colloidal AuNS substrates in the field of anticounterfeiting
applications has not been completely investigated.

In this paper, we present a new approach to design anti-
counterfeiting labels by using the SERS spectra of molecules on
AuNSs to encrypt secret information. Colloidal AuNS solutions
were mixed with multiple Raman probe molecules to form SERS
tags. Their SERS spectra with unique features were then analysed,
which are associated with the adsorption of Raman probes on the
surface of nanostars. We also demonstrated a simple way to build
a spectral database using a combination of binary coding and
principal component analysis (PCA). These SERS tags can have
long-term stablity after being embedded in the polymer matrix.
Furthermore, a prototype ink containing the branched gold
nanostars was formulated and the ink can be used to make
anti-counterfeiting markings using a normal ballpoint pen.

Experimental

Chemicals and materials

Gold chloride solution (HAuCl,-3H,0, 30 wt%) and melamine
were purchased from Sigma Aldrich. Trisodium citrate, ascorbic
acid, and methylene blue (MB) were purchased from Alfa Aesar.
Hydroquinone (HQ), rhodamine 6G (R6G), crystal violet (CV), 4-
aminothiolphenol (4-ATP), 4-mercaptopyridine (4-MPy), poly
(ethylene oxide) (PEO, M,, ~ 600 000), and polyvinylpyrrolidone
(PVP, M,, ~ 55000) were purchased from Acros Organics.
4-Mercaptobenzoic acid (4-MBA) was purchased from TCI
America. Malachite green (MG) was purchased from Thermo
Fisher Scientific. Anhydrous ethanol was purchased from
Pharmco-AAPER. All the chemicals were of analytical grade
and used without further purification.

Synthesis of colloidal labels

Colloidal AuNS solutions were synthesized using a known seed-
mediated method that was recently developed in our
laboratory.>® To make an anti-counterfeiting label, probe
solutions were first prepared by dissolving one or more listed
chemicals, including 4-MBA, R6G, MB, CV, melamine, 4-ATP,
4-MPy, ethanol, and MG. A typical concentration of each chemical
in the probe stock solution was 100 uM. Then, 100 pL of probe

© 2021 The Author(s). Published by the Royal Society of Chemistry
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solution was added to 900 pL of AuNS solution to produce a
uniform solution as the colloidal anti-counterfeiting label.

Production of AuNS-PEO thin-film labels

To make thin-film anti-counterfeiting labels, we first dissolved
PEO powders into the colloidal labels with a PEO concentration
of 10 wt.%. The AuNS-PEO thin films were prepared by spin
coating 10 drops of the AuNS-PEO mixture on aluminum foils
(3000 rpm). The coated aluminum foils were then dried in an
oven (100 °C) to produce solid AuNS-PEO thin films.

Production of writable AuNS-PVP inks

To produce writable labels, 25 mL of AuNS solutions were
rinsed with a centrifugation-redispersion cycle (8000 rpm for
10 minutes) and then concentrated into 1 mL. Then 50 pL of
the concentrated AuNS solution was mixed with 50 pL of probe
solution and incubated for two hours. 0.4 mL of 2 wt%
PVP solution was then further concentrated into 40 pL
(anti-counterfeiting inks). Ballpoint pen cartridges were
ultrasonically cleaned with water and ethanol. Finally, anti-
counterfeiting inks were injected into the cartridges and the
ballpoint pens were ready for writing.

Characterizations

The UV-vis spectra of colloidal AuNS solutions in glass vials
(diameter 15 mm) were measured using a GENESYS 30 Visible
spectrophotometer. The AuNS morphologies were characterized
using a field emission scanning electron microscope (FE-SEM)
(Zeiss) and a transmission electron microscope (Tecnai Spirit G2
Twin, FIE Company) with a LaB, filament operated at 120 kV.
Electron micrographs were obtained by projection using a Gatan
Orius SC200 CCD or Gatan Rio1l6 CMOS Digital Camera. Raman
spectra of both colloidal solutions and thin-film samples were
acquired using an i-Raman EX portable Raman spectrometer
(B&W Tek). The 1064 nm laser with a power of 373 mW was used
in the Raman measurements.

Principal component analysis

The principal component analysis (PCA) was conducted using
Origin Software with the PCA for the spectroscopy function when
the SERS spectra were processed. Multiple SERS spectra (typi-
cally 5) were acquired from each sample and then normalized
before the PCA process. The Origin Software used a mathema-
tical process to differentiate all these spectra and quantify the
difference in the spectra by plotting the graphs of multiple
principal components (PCs). In the PCA plots, the deviations
of each batch were calculated based on a 95% confidence level
and shown as ellipses in the score plot. These ellipses provide
clear conclusions on the differences in the samples.

Results and discussion
SERS spectra on plasmonic gold nanostars

While the formation of sharp branches on AuNSs has been
discussed in detail in our previous reports,®* here, we would
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like to mention that the strong extinction of AuNSs can be
realized when observing a fast color change from light red
to brownish blue during the chemical synthesis. The as-
synthesized AuNS solutions are significantly different as
compared to their gold seeds, in both optical images and
UV-visible spectra (Fig. 1a). The AuNS solution has a strong
extinction peak at 606 nm, which is red shifted from the peak of
gold seeds at 520 nm, mainly due to the increase of the
nanoparticle size.

These AuNSs exhibited excellent SERS activity when Raman
probe molecules were introduced into the colloidal solutions.
Shown in Fig. 1b is the SERS spectrum of MG in the AuNS
solution, in which characteristic MG Raman peaks can be easily
observed. It is worth noting that this SERS spectrum was
directly recorded using a colloidal solution in a glass vial,
which will ensure great signal stability and data reproducibility.
The Raman peak of MG at 1396 cm™ ' associated with the
N-phenyl stretching mode®® was then used to calculate the
analytical enhancement factor (EF) for our AuNS colloidal
solution. Using the equation:

Isgrs )

EF =
Coto

CSERSISERS

where I is the peak intensity, C is the concentration of probe
molecules in the solution, and t is the exposure time; we found
that the EF was about 7700 for the colloidal AuNS solution.
This SERS activity is strongly associated with the branch struc-
tures of these gold nanostars. As shown in SEM micrographs, the
morphology of AuNSs is identified as star-like, with a spherical
core and multiple branches, which is consistent with the TEM
results (Fig. 1c, inset). The average size of the spherical core is
about 55 nm and the length of branches is about 5 nm, which
varied from particle to particle (Fig. 1c). The overall tip-to-tip size
of AuNSs is in the range of 63 + 11 nm, as shown in the inset size
histogram. The low magnification image (Fig. S1, ESI{) also
indicated the narrow size distribution of these AuNSs, which
could benefit their SERS applications due to high reproducibility
and well-controlled dispersion stability.

Recently, there have been several reports on using PCA as a
mathematic method in distinguishing the tiny difference in
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SERS spectra when a trace number of probe molecules was
introduced.>****® In this work, the Raman spectra of AuNSs
with R6G at a concentration of 0.5 nM only showed increases of
1073 and 1590 cm™ ' peaks compared to the spectra of bare
AuNSs and there was no obvious R6G Raman peak (Fig. S2a,
ESIt). These two peaks were assigned to the aromatic ring
vibrational mode of 4-MBA, a stabilizing agent used in the
AuNS synthesis.*” The intensity increase was temporally
assigned to the disturbance of a trace amount of R6G, as we
have discussed previously.*" From the PCA plot, we clearly
observed the difference caused by R6G addition, as shown by
the good separation of the two ellipses drawn at a confidence
level of 95% (see Fig. S3b, ESIT). On the contrary, the PCA can
hardly differentiate the spectral difference when quasi-spherical
gold nanoparticles (Au NPs) were used (Fig. S2 and S3b, ESIt),
which is consistent with that reported recently.’ In this work,
the PCA processing will be used to identify Raman probes added
to the colloidal AuNS solutions, as well as to develop anti-
counterfeiting SERS labels.

SERS coding with various Raman probes

Knowing that various Raman probes can produce characteristic
SERS spectra, here, we designed a unique approach to make
anti-counterfeiting labels, where the spectroscopic information
was encoded by mixing Raman probes with AuNSs and then
decoded using PCA. The spectroscopic information was generated
by measuring the SERS spectra on AuNSs with various chemicals.
Here, nine chemicals were selected in this trial work, including
4-MBA, R6G, MB, CV, melamine, 4-ATP, 4-MPy, ethanol, and MG
(Fig. 2a). Some of the selected chemicals contain a thiol group
which could strongly bind to gold, and some chemicals were dyes
with a relatively large Raman cross section. We also included
ethanol in our list, which can likely cause a small change in the
solvent environment. The SERS spectra of various AuNS stock
solutions are shown in Fig. 2b, in which the individual chemicals
were added. It is quite clear that some characteristic Raman peaks
can be found in certain spectra. For example, the Raman spectra
of AuNSs with R6G has a unique peak at 1365 cm ™!, which can be
associated with the aromatic C-C stretching of R6G molecules.*®
Overall, we also found that there are some common Raman

5
0

40 60 80 100
Size

15 24.0k
3 3
3, 8
= A > 16.0k
g 5
g s
= £
0.5 8.0k
00F —— Au seeds 3 X
| \ . . 0.0 i
400 600 800 1000 500 1000
Wavelength (nm)
Fig. 1

200m 30.00pm 4tmm se2
400kv 20000KX Ewashed-17 51

124u12018

72000

1500
Raman shift (cm™)

B ssorinion

(a) UV—-vis extinction spectra of gold seeds and AuNSs as synthesized. The insets are the pictures of a gold seed solution (left vial) and a AUNS

solution (right vial) with a light source in the front (left) and at the back (right). (b) The Raman spectrum of 100 mM MG solution (10 s exposure time) and
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and inset of the bottom right, the size distribution of AuNSs.
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(a) The molecular structure of the main chemicals used for anti-counterfeiting. (b) SERS spectra of individual chemicals as components to

construct SERS-active chemical mixtures. (c) SERS spectra of the constructed eight anti-counterfeit labels. The spectrum of the AuNS solution was
shown for comparison. All the spectra were measured under 1064 nm excitation and 5 seconds exposure time. (d) The PCA score plot of the SERS
spectra of eight SERS tags and AuNSs, where each tag had 5 data points grouped together. The ellipses showed 95% confidence level for the data points

in the group.

signals in these spectra, such as a peak at 1073 cm ™" that can be
attributed to the residual 4-MBA used in the AuNS synthesis.
It should be noted that the intensity of this peak varies in these
spectra which could be due to some interference from other
chemicals.

It is anticipated that multiple chemicals mixed in the AuNS
solution can result in complicated SERS spectra as a readout
which can only be recognized with a known spectral database.
Here, the combination of these nine SERS-active chemicals will
be tried to produce unique spectra that will carry binary codes
with a maximum of nine digits. To design the binary code, the
presence of a chemical stands for “1” while the absence of
the chemical stands for “0”. With this, the total number of
combinations, P, can be calculated as follows:

P=m" (1)

where n is the number of chemicals, and m is the number of
concentration levels for individual chemicals. With the nine
chemicals used in this work, there are a total of 512 possible
combinations. Eight numbers were randomly selected in this
work and SERS tags were prepared with a composition as
shown in Table S1 (ESIT). Only chemicals labeled as “1” will
be added in the mixture. The colloidal anti-counterfeiting
solutions were produced using the chemical mixtures and
labeled as SERS tag followed by their random numbers.

SERS spectra of SERS tags were recorded using simple direct
measurements when these tags were placed in glass vials.
As shown in Fig. 2c, it is not surprising that these SERS spectra
contain complete and detailed Raman features due to the
possible presence of nine Raman probes. Each SERS tag has
its own unique SERS spectra with various peak positions,
widths, and intensities. With multiple Raman probes in the
tag, the exact peak assignments could be tricky and challenging.

© 2021 The Author(s). Published by the Royal Society of Chemistry

For example, both tag 184 and tag 044 contain CV and 4-ATP,
and the peak of CV at 1480 cm ™" was overlapped with a peak at
1490 cm ™' from 4-ATP. Here, we would emphasize that the SERS
spectrum of a SERS tag is NOT a simple addition of Raman
spectra of individual chemicals. This is due to the possibility that
various chemicals might have a competition when being
adsorbed onto the AuNS surface. In this regard, a better under-
standing of the co-adsorption of multiple chemical ligands onto
the AuNS surface would be necessary if someone wants to re-
generate the “‘combined” spectra. It is therefore an additional
challenge if the counterfeiter wants to duplicate these SERS tags.
Fortunately, the public can simply use the combined SERS
fingerprints in the authentication process.

The unique spectral information of these SERS tags can be
presented in a PCA score plot. As shown in Fig. 2d, five data
points of duplicate measurements on individual tags can be
well clustered together. There are enough distances between
any neighboring data sets. The well-separated 95% ellipses
indicated the adequate capability of distinguishing any of these
eight SERS tags. We designed an “unknown’ tag and included
its data in the PCA score plot (Fig. S4, ESIf). It is found that
the location of the “unknown” tag in the PCA score plot is
overlapped with the SERS tag 344, which is consistent with the
record on the lab notebook. This example confirmed that one
can identify the encrypted information by measuring the
Raman spectra of the SERS tag and then compare it with a
well-established database. Furthermore, this result also proved
the excellent reproducibility of SERS-coded nanostars, which is
an important issue in anticounterfeiting applications.

Additional experiments were conducted to confirm the
reproducible performance of these SERS tags via preparing
various sets of SERS tags and using various batches of the
synthesized AuNSs. A typical result of this reproducibility study

Mater. Adv,, 2021, 2, 5116-5123 | 5119
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Fig. 3 PCA score plot of four tag sets with various tag IDs. All the tag sets
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were associated with one batch of AuNSs while tag sets Il and IV (closed
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tag 330 was given in the inset for a clearer view.

is shown in Fig. 3, in which four sets of SERS tags were
examined. The corresponding SERS tag IDs are listed in Table
S2 (ESIt). Sets I and II were prepared with one batch of AuNSs
while sets III and IV were made with different AuNS batches.
All sets include a common SERS tag of tag 330 for comparison.
As shown in Fig. 3, the four ellipses associated with tag 330
overlap very well to each other. This overlap demonstrates the
excellent reproducibility of these SERS tags in various batches.
Similarly, the reproducibility from different batches of AuNSs
can also be observed with tag 159 and tag 225. On the other
hand, SERS tags with various combinations of chemical probes
are well separated which, again, confirmed the powerful coding
capacity using the approach of SERS labelling.

Optimization of the SERS coding

The capacity of SERS tags for storing the encrypted information is an
important figure of merit (FOM) for an anticounterfeiting product.

View Article Online
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According to eqn (1), one approach to enlarge the information
capacity is using additional types of Raman probe molecules (1)
in the SERS tags. Another way is to increase the number of
states for chemicals (m). This can probably be achieved by
varying the chemical concentrations in the SERS tags in a
discrete manner as far as their spectral differences, mainly in
peak intensities, can be well distinguished in the PCA score
plots. We first carefully applied four levels of probe concentra-
tions on tag 279 with the MG concentrations of 100, 50, 25, and
0 uM, which are labeled tag 279-A, tag 279-B, tag 279-C, and tag
279-D (see Table S3 for detailed chemical combinations, ESIT).
It is quite clear that Raman intensities varied for these SERS
tags. In Fig. 4a, we can observe that the peak of MG, located at
1614 cm™', increases with the increase of the MG concen-
tration. Using the PCA score plot, we found that the ellipses
of these four data clusters were separated (Fig. 4b). This result
indicates that there is enough recognition of the encrypted
information in these tags and, therefore, it is a practical
approach to expand the tag capacity by varying the chemical
concentration. This is quite exciting as we will be able to make
4° = 262,144 combinations using only nine chemicals if all
these chemicals can be used with four different levels of
concentrations.

Now the question would be, how small an increment step
can we use in the SERS tags? This question is rather challenging
since the ability to distinguish various sets of SERS tags not only
depends on the difference in SERS spectra, but also relies on the
data process. Using the commercial mathematic software, Origin
Pro, we have been able to separate some tags even when there is
hardly an observable difference in their SERS spectra (Fig. S5,
ESIt). Fig. 4c shows the PCA score plot of some SERS tags that
contain both 4-MBA and MG, where the varying amounts of MG
are as low as 1 nmol. The SERS tags with low concentrations of
4-MBA can be well distinguished with various concentrations of
MG at micromolar regions. We also found that SERS tags
with higher concentrations of 4-MBA can have different
performances. Additional optimizations on the direction of
changing the Raman probe concentration will be reported
elsewhere. Nevertheless, we have demonstrated that changing
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Fig. 4 (a) SERS spectra of AUNS and tag 279 with different concentrations of MG. (b) The PCA score plot of the SERS spectra, where each sample was

measured five times. (c) The PCA score plot of a series of tags with different concentrations of 4-MBA and MG. In each color set, the amounts of MG are

0, 1, 2, and 3 nmol in 1 mL of solution (lighter to darker color).
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the concentration of Raman probes can dramatically increase
the information capacity of SERS tags, thus making forgery of
these SERS tags more difficult.

Application of SERS tags as thin films and writable inks

Stability and reproducibility are two major issues in the field of
SERS study. For the application of SERS tags in anticounterfeiting,
we also need to address these two issues. Compared to the SERS
spectra from a solid state, the colloidal SERS has its intrinsic
uniformity and reproducibility, as far as the problem of long-term
colloidal stability can be solved. Here, we mixed the SERS tags in a
PEO solution and prepared polymer thin films containing SERS
tags using a spin-coating method (Fig. 5a). These polymeric
nanocomposite thin films showed a pale pink color due to the
existence of a low concentration of gold nanostars. The SERS
spectra of these PEO composite thin films were recorded (Fig. S6,
ESIt) and the PCA score plot (Fig. 5b) showed that the PEO film
with SERS tags can be easily separated from the pure PEO film.
Furthermore, the SERS data in the PCA score plot can be well
overlapped for the sample measured at different times
(immediately, 13 days, and 538 days). This result indicates that
these SERS tags are very stable in the polymer matrix.
With increased long-term stability, these SERS tag embedded
polymer films are readily applied as plastic packing for good
authentication and they might be further cooperated with other
existing anti-counterfeiting techniques.

Another way to use the SERS tags is to disperse them into
polymer solutions (sols) which can then be applied as an ink for
either printing or writing. There have been several reports on
using gold nanoparticle calligraphy to produce SERS
substrates.**° In our approach, we dispersed SERS tags into
PVP solutions and made “special” inks for the possible
anticounterfeiting applications. In this work, SERS inks with
numbers 295, 96, and 118 were prepared (refer to Table S4 for
the chemical combinations, ESIT). Fig. 6a shows the schematic
of the SERS ink and the image of three ballpoint pens filled
with these SERS inks in cartridges, respectively. The color of the
SERS ink is decent pink due to the high concentration of
AuNSs. The appearances of the letters and numbers are rather
similar as shown in Fig. 6a. However, the SERS spectra of
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Fig. 5 (a) Animage of the AuUNS-PEO thin film on alumina foil. The inset is
a schematic illustration of polymer labels, where the AuNSs (stars) and
molecules (dots) are embedded in the polymer matrix. (b) The PCA score
plot for the spectra of PEO and AuNS-PEO samples measured on different
days.
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Fig. 6 (a) Animage of a paper written using three different SERS inks and
the ballpoint pens containing the inks. Inset: A schematic of SERS ink
contains AuNSs and chemicals that could be written on paper. (b) The PCA
score plot of the Raman spectra of the written patterns, where a 1064 nm
laser, a 1 second exposure time, and a laser intensity of 20% were used.

writing samples were quite different (Fig. S7, ESIt). From the
PCA score plot (Fig. 6b), we can see that these three writing
samples can be easily identified, given a known database of
these SERS tags. The ellipse of data cluster for ink 96 is larger
than the other two, which means that there are additional
needs to improve the ink formulation. Our results showed that
the PVP polymer in the ink does not leave any negative impact
on identifying the SERS tags, a spectroscopic decoding process.
As far as we know, this is the first report on using AuNSs in
SERS ink for security applications. With further optimization,
this kind of SERS ink can be used to produce encrypted security
writing and printing, which will be an essential part in the mass
production of security printing labels.

Overall, SERS-based molecular coding uses a unique crypto-
graphy method for anticounterfeiting applications. As we know,
a typical cryptography method uses certain algorithms to
generate public keys and private keys. In our approach, the
private key was used to encrypt the information, and the
encrypted information could be decoded by the public key
without knowing the encryption method of the private key.
Here, a chemical process, the adsorption of Raman probe
molecules onto gold nanostars, was used as the “chemical
algorithm” to generate keys. A private key is the combination
of chemicals to produce a label from the label database. The
public key is the relationship between Raman data positions
and certain goods. In practical operation, a company could use
the private key to encrypt certain type of goods by attaching a
printed label, and the resellers or customers could measure the
Raman spectra and use the public key to determine whether it
is genuine or counterfeit. Compared to the other solid SERS
substrates, the colloidal AuNS in this work demonstrated
satisfactory SERS performance due to their branched nano-
structures. With the enhanced Raman signals, SERS spectra of
these encoded AuNSs can be well distinguished with a rather
short acquisition time (typically a few seconds or less). The fast
readout of these encoded SERS labels is very important for the
purpose of anticounterfeiting applications. Furthermore,
considering the complexity of surface adsorption, as well as
the large pool of possible chemicals as Raman probes and
nanomaterial morphology-dependent SERS characteristics, it is
almost impossible for counterfeiters to forge the security labels.
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Using the potential of the encoded AuNSs for anticounterfeiting
applications, SERS readout devices, cloud storage, spectra
recognition, as well as approaches of Artificial Intelligence
(machine learning) need to be developed and integrated.

Conclusions

In conclusion, we have demonstrated new colloidal SERS tags
based on star-shaped gold nanoparticles that have potential in
anti-counterfeiting. Various chemicals have been selected to
mix with AuNSs, which produced unique SERS spectra. Using PCA
analyses, we can measure the SERS spectra and recognize
“unknown” tags. The capacity of the stored molecular information
can be further increased by varying the concentration of chemical
labels. In addition, we found that the polymeric packing could
stabilize the SERS tag and extend the shelf lifetime. These
AuNS-based SERS tags can be formulated into writable inks so that
secret writings can be accomplished using a simple ballpoint pen.
Further investigation on the impact of surface adsorption on the
SERS spectra will provide a better understanding in promoting
these anticounterfeiting labels.
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