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Multi-level encryption of information in morphing
hydrogels with patterned fluorescence†
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Fluorescent hydrogels have attracted tremendous attention recently in the field of information security

due to the booming development of information technology. Along this line, it is highly desired to

improve the security level of concealed information by the advancements of materials and encryption

technologies. Here we report multi-level encryption of information in a bilayer hydrogel with shape-

morphing ability and patterned fluorescence. This hydrogel is composed of a fluorescence layer

containing chromophore units in the poly(acrylic acid) network and an active layer with UV-absorption

agents in the poly(N-isopropylacrylamide-co-acrylic acid) network. The former layer exhibits tunable

fluorescence tailored by UV light irradiation to induce unimer-to-dimer transformation of the

chromophores, facilitating the write-in of information through photolithography. The latter layer is

responsive to temperature, enabling morphing of the bilayer hydrogel. Therefore, the bilayer hydrogel

encoded with patterned fluorescent patterns can deform into three-dimensional configurations at room

temperature to conceal the information, which is readable only after successive procedures of shape

recovery at an appropriate temperature and under UV light irradiation from the right direction. The

combination of morphing materials and patterned fluorescence as a new avenue to improve the

encryption level of information should merit the design of other smart materials with integrated

functions for specific applications.

Introduction

With the rapid development of information technology, infor-
mation security has become a significant concern in daily life,
especially in the fields of economy and military. So far, many
strategies have been employed for data encryption, such as
holographic imaging,1,2 photonic crystals,3,4 watermarks,5,6

and patterned fluorescence/phosphorescence.7–13 Among these
methods, fluorescence imaging has aroused tremendous atten-
tion as it becomes readable only under ultraviolet light irradia-
tion with an appropriate wavelength, rather than in
daylight.14,15 Owing to their close similarity to soft biotissues
and promising applications in aqueous and biological
environments,16–19 hydrogels are recognized as ideal materials
to carry fluorescent information.8,20–22 For example, Ji et al.
prepared a set of fluorescent supramolecular hydrogels

containing different chromophores.23 The obtained hydrogels
were assembled into different code arrays to deliver fluorescent
information. However, the information encrypted in the planar
sheet could be easily detected in the presence of ultraviolet (UV)
light. It is highly desired to improve information security by
multi-level encryption of the information.

Many hydrogels are responsive to external stimuli,24–26

which are widely used to devise morphing structures27–30 and
in soft actuators31–35 and soft robots.36–39 Such shape-changing
ability of hydrogels has been harnessed to enhance information
security in recent years, which can upgrade the encryption level
of information in terms of morphing structures.13,40 The
encrypted message is not accessed directly in a simple way,
but revealed after the shape recovery as a necessary decryption
process. For example, dual-encryption of information was
achieved in a hydrogel by shape changing and site-specific
quenching of the fluorescence by wet-stamping and diffusion
of metallic ions. Both the shape change and patterned fluores-
cence are based on the local chemical changes in the hydrogel.
The molecular diffusion and physical interaction might lead to
poor stability of the fluorescent information and irreversible
deformation of the gel.41 However, most of the single-layer
morphing hydrogels are somewhat transparent and partial
information can be detected under UV light, which leads to
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information leakage. We envision to improve the performance
and encryption level of information in a bilayer hydrogel by
orthogonally creating a stable patterned fluorescence and gra-
dient structure for reversible shape change.

In this paper, we demonstrate multi-level encryption of
information in a bilayer hydrogel capable of shape morphing
to conceal the fluorescent information at room temperature,
which become readable at elevated temperatures and under UV
light. The bilayer gel consists of a thermo-responsive hydrogel
as the active layer and another passive hydrogel layer contain-
ing chemically grafted chromophores, 40-(N-vinyl benzyl-4-
pyridinyl)-2,2 0,6 0,200-terpyridine perchlorate (VPTP).40,42 The
fluorescence of the passive layer can be facilely tuned by UV
light irradiation to induce unimer-to-dimer transformation of
the chromophores,43,44 which facilitates the write-in of fluor-
escent information by photolithography. To further avoid the
information leakage at room temperature, UV-absorbing agents
are incorporated into the outer active layer to prevent the
penetration of UV light to the inner passive layer to light on
the fluorescent information. Therefore, the encrypted informa-
tion in the deformed hydrogel is well protected at room
temperature even under UV light. To decrypt the concealed
information, the deformed bilayer hydrogel needs to be placed
in hot water to trigger the shape recovery to flat, and then under
UV light irradiation from the side of the passive layer to reveal
the fluorescent information. This work provides a new design
for improved information security and enhanced stability of the
information in hydrogels, which should broaden the applica-
tion of gel materials in information storage and display.

Experimental section
Materials

Acrylic acid (AAc), N-isopropylacrylamide (NIPAAm), N,N’-
methylenebis(acrylamide) (MBAA, the chemical crosslinker),
and potassium persulfate (KPS, the initiator) were received
from Aladdin Chemistry Co., Ltd. The fluorescent monomer,
40-(N-vinyl benzyl-4-pyridinyl)-2,2 0,60,200-terpyridine perchlorate
(VPTP), was synthesized according to the protocol reported in
the literature.40,42 Bumetrizole (UV-326, the UV-absorbing
agent) was purchased from Shanghai D&B Chemical Technol-
ogy Co., Ltd. Dimethyl sulfoxide (DMSO) was bought from
Sinopharm Chemical Reagent Co., Ltd. Deionized water was
used in all the experiments.

Preparation of the bilayer hydrogel

The bilayer hydrogel was prepared by two-step polymerization.
The poly(AAc-co-VPTP) gel was fabricated first. AAc (3 mol L�1),
VPTP (5 mg mL�1), KPS (0.5 mol%, relative to the total mono-
mers), and MBAA (3 mol%, relative to the total monomers) were
dissolved in DMSO to form a homogeneous precursor solution,
which was injected into a reaction cell consisting of two glass
substrates separated by a silicone rubber spacer with a 0.5 mm
thickness. Subsequently, the reaction cell was kept in an oven
at 60 1C for 6 hours. When the polymerization was completed,
the silicone rubber spacer of the reaction cell was changed to a
thicker one (thickness of 1 mm) for the fabrication of the
second hydrogel layer of poly(AAc-co-NIPAAm). Another
precursor solution containing NIPAAm (2.7 mol L�1), AAc

Fig. 1 Schematic illustration of the procedure for preparing the bilayer hydrogel by two-step polymerization and subsequent solvent exchange from
DMSO to water.
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(0.3 mol L�1), KPS (0.5 mol%), MBAA (3 mol%), and UV-326
(5 mg mL�1) with DMSO as the solvent was injected into the
extra space of the same reaction cell, which was placed in the
oven at 60 1C for another 6 hours to complete the polymeriza-
tion and form the bilayer organogel. The resultant bilayer
organogel was immersed in a large amount of water for solvent
exchange for one week to remove the residuals and thus the
equilibrated bilayer hydrogel was obtained. The poly(AAc-co-
VPTP) and the poly(AAc-co-NIPAAm) hydrogels are abbreviated
as PAV and PAN gels and named the passive and active layers,
respectively, according to their distinct responses to external
stimuli. Other single-layer PAV and PAN gels were prepared in a
similar way.

Characterization

The mechanical properties of the hydrogels were measured by
using a commercial tensile tester (Instron 3343). Dumbbell-
shaped samples were cut from the hydrogel sheets with an
initial gauge length of 12 mm and a width of 2 mm. The tensile
tests were performed at room temperature with a stretch rate of
100 mm min�1. The stress–strain curves were recorded, and the
Young’s modulus of the hydrogel was calculated from the
initial slope of the stress–strain curve with a strain below
10%. At least three parallel tests were performed for each
hydrogel. The UV-vis spectra of the PAN hydrogels with or
without UV-326 over the wavelength range of 200–800 nm were
measured using a UV-1800 spectrophotometer (Shimadzu). The
fluorescence spectra of the PAV hydrogel were obtained at room

temperature by using an RF-6000 fluorescence spectrometer
(Shimadzu). The swelling ratio in length of the gel, S, was
calculated by S = L1/L0, in which L1 and L0 are the diameter of
the hydrogel disk equilibrated in water at a certain temperature
and the diameter of the as-prepared organogel disk, respec-
tively. The curvature of the bilayer hydrogel, k, at a certain
temperature was calculated by k = 1/R, where R is the radius of
the hydrogel arch.

Results and discussion

The bilayer hydrogel, consisting of the poly(AAc-co-NIPAAm)
(PAN) gel as the active layer and the poly(AAc-co-VPTP) (PAV) gel
as the passive layer, was fabricated by two-step polymerization,
as illustrated in Fig. 1. UV-326 was added to the active layer to
prevent the UV light penetration to the passive layer when
irradiated from the side of the active layer. We should note that
the bilayer gel was developed by using DMSO as the solvent by
considering the solubility of VPTP and UV-326. The bilayer
hydrogel was obtained after swelling the organogel in water for
solvent exchange at room temperature, accompanied by bend-
ing of the gel to form a roll due to the swelling mismatch
between the active and passive layers. To enable the encryption
of fluorescent information in the deformed bilayer gel, the
active layer should have a relatively large swelling ratio so that it
will be outside of the roll. To optimize the deformation of the
bilayer hydrogel, the swelling ratio in length, S, of PAV and PAN
hydrogels at room temperature (B25 1C) was tuned by the

Fig. 2 Thermo-response of the single-layer hydrogel and deformation of the bilayer hydrogel. (a) Swelling ratio in length of PAN and PAV hydrogels at
different temperatures. (b and c) Variation of the curvature of the bilayer hydrogel during the deformation process after being transferred from a 25 1C to
a 40 1C water bath (b) and then being transferred back to the 25 1C water bath (c). Inset photos show the shapes of the bilayer gel during the deformation
process. Scale bar, 1 cm. (d) Curvature change of the bilayer hydrogel during cyclic heating–cooling processes.
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feeding concentration of the chemical crosslinker. As expected,
the S values of both PAV and PAN gels decrease with an increase
in the concentration of the crosslinker (Fig. S1, ESI†). When the
crosslinker concentration of both gels was 3 mol% (relative to
the total monomers), the S value of the PAV gel was smaller
than that of the PAN gel, which was a prerequisite for bending
deformation of the bilayer gel to hide the PAV layer inside the
roll. In addition, the PAV and PAN gels had similar Young’s
modulus values of 71.9 kPa and 89.8 kPa, respectively (Fig. S2,
ESI†). Therefore, the crosslinker concentration was kept at
3 mol% for the preparation of the bilayer gel.

The reversible shape change of the bilayer hydrogel is closely
related to the variation of swelling mismatch between the active
and passive layers under different conditions. Therefore, we
investigated the dimension change of single PAV and PAN
hydrogels and the deformation of the bilayer hydrogel at
different temperatures (Fig. 2). We should note that the swel-
ling ratio in length, S, of the single layer hydrogels was
calculated with the as-prepared organogels as the reference.
As shown in Fig. 2a, the S value of the PAN gel decreased from
1.53 to 1.33 as the temperature increased from 25 1C to 40 1C
because of the thermo-responsiveness of PNIPAAm segments.
In contrast, the S value of the PAN gel maintained a constant
value of B1.45 due to the nonresponsive nature of the copoly-
mer. The variation of the differential swelling ratio between the
two gels with temperature was beneficial to the dynamic

adjustment of the swelling mismatch and thus the reversible
deformation of the bilayer gel. We also examined the dimen-
sion change of PAV and PAN gels with time after switching the
incubation bath from 25 1C to 35, 40, or 50 1C (Fig. S3, ESI†).
The PAV gel showed small changes in dimensions at elevated
temperatures, while the PAN gel contracted with time and
reached the equilibrium state after several minutes at elevated
temperatures. The different thermo-responses of PAV and PAN
gels lay the foundation for controllable deformation of the
bilayer gel which will be described as follows.

As expected, the bilayer hydrogel formed a roll at room
temperature due to the swelling mismatch between the two
layers. The deformations of the bilayer gel after switching the
incubation conditions between 25 1C and 40 1C were investi-
gated. As shown in Fig. 2b, when being transferred from the
25 1C to 40 1C water bath, the bilayer gel recovered its shape
from the roll to flat in 60 seconds, accompanied by a decrease
in the curvature of the gel from 0.4 to 0.1 mm�1. Regarding the
time difference to reach the equilibrium state between the
singular PAN gel and the bilayer gel (Fig. 2b and Fig. S3b,
ESI†), it should be associated with the different contents of the
PAN matrix. As the bilayer gel was prepared by two-step poly-
merization, part of the NIPAAm monomer permeated into the
preformed PAV layer, resulting in a relatively low content of the
copolymer in the PAN layer compared to that in the control
system of the singular PAN gel. The relatively low content of

Fig. 3 Tunable fluorescence behavior of the PAV hydrogel. (a and b) Fluorescence spectra (a) and the corresponding CIE chromaticity diagram (b) of the
PAV gel under 365 nm UV light irradiation for different periods of time. The feeding concentration of VPTP was 1 mg mL�1. (c) Schematic illustration of the
creation of fluorescent patterns in the PAV gel by photolithography. The light-exposed regions and unexposed regions showed yellow-green and blue
fluorescence, respectively. (d–g) Digital photos of the patterned PAV gels in daylight (d) and under UV light (e–g). Scale bar, 1 cm.
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PAN should be responsible for the faster response speed of the
bilayer hydrogel and shorter time to reach the equilibrium
state. After switching back the incubation conditions from
40 1C to 25 1C, the bilayer gel gradually bent to the roll
configuration in 240 minutes (Fig. 2c). The relatively low
bending speed, compared to the shape recovery process, was
related to the asymmetry changing speed of the conformation
of PNIPAAm segments during the heating and cooling pro-
cesses. The inset photos in Fig. 2b and c show that the ultimate
shape of the bilayer hydrogel after the heating and cooling
processes was almost the same as the initial one, which
promised the repeatable deformation of the bilayer gel
mediated by the change of temperature. The reversible defor-
mation was examined by measuring the curvature of the bilayer
gel during cyclic incubation of the gel at 25 1C and 40 1C; the
result shown in Fig. 2d indicated the good reversibility of the
bending deformation of the bilayer gel, which is important for
the information encryption that will be demonstrated in the
following.

Besides shape morphing, another design for encryption of
information in the bilayer hydrogel is to create patterned
fluorescence that is not readable in daylight and only becomes
readable under UV light. The PAV hydrogel containing the
chromophores of VPTP showed tunable fluorescence mediated
by UV light irradiation to induce the unimer-to-dimer transfor-
mation of the chromophores.40,42 Under the acidic conditions
of the PAV gel containing AAc groups, the side peripheral
pyridyl group of the chromophores becomes protonated,

resulting in more planar conformation. Density functional
theory calculations indicated that the dimer had a smaller
Gibbs free energy than the unimer. Therefore, additional light
irradiation facilitated the unimer-to-dimer transformation by
providing external energy to overcome the energy barrier.40

Fig. 3a shows the fluorescence spectra of the PAV gel after
being irradiated with 365 nm UV light for different periods of
time; the spectra generally included a large blue emission peak
at B410 nm and a small yellow emission peak at B547 nm with
different relative intensities. Before the photo-treatment, the
PAV gel exhibited blue fluorescence emission, suggesting that
most chromophores in the gel matrix were in the unimer
state.42 As the time of UV light irradiation increased, the
chromophores changed their state from unimer to dimer,
resulting in a decreased intensity of the blue emission and an
increased intensity of yellow emission.43–45 As shown in the CIE
chromaticity diagram (Fig. 3b), the fluorescence color of the
PAV gel varied from light blue to yellow-green, corresponding to
the variation of coordinate values from (0.275, 0.291) to (0.363,
0.503). We also examined the influence of the feeding concen-
tration of VPTP on the fluorescence properties of the PAV gel;
the fluorescence spectra and CIE chromaticity diagram (Fig. S4,
ESI†) showed similar tunable fluorescence. Such tunable
fluorescence is utilized to create patterned information that is
concealed in daylight.46–48

Patterned information was encoded in the PAV layer by
means of photolithography under UV light to locally tune the
fluorescence behavior (Fig. 3c). The unexposed regions retained

Fig. 4 Information protection in the hydrogel by incorporating UV-absorbing agents. (a) UV-visible spectra of the PAN gels with and without UV-326.
(b) Photos of the gels without (i) and with (ii) UV-326 placed atop a paper with characters written using fluorescein sodium under 365 nm UV light.
(c) Fluorescence spectra of the bilayer gel after UV light irradiation from the side of the PAN layer and PAV layer. Excitation wavelength: 365 nm. (d)
Photos of the bilayer gel under 365 nm UV light from the side of the PAV layer (i) and the side of the PAN layer. Scale bar, 5 mm.
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the blue fluorescence, and the exposed regions changed to
yellow-green fluorescence, creating a blue fluorescent pattern
on a yellow-green background. The gel encrypted with pat-
terned fluorescence was transparent and colorless in daylight
(Fig. 3d), which was conducive to the concealing of informa-
tion. We should note that both encoding and reading of
fluorescent information are completed under 365 nm UV light,
but the light-exposure time for reading was much shorter than
that for encoding. Therefore, the fluorescent information could
be read at least 20 times. In addition, diverse 2D patterns could
be facilely encoded in the PAV layer (Fig. 3e–g), which are stable
during the heating–cooling cycles of the bilayer gel.

To further increase the information security of the patterned
fluorescence in the PAV layer, UV-absorbing agents were doped
in the PAN layer of the bilayer gel to avoid the leakage of
information under UV irradiation from the side of the PAN
layer. As shown in Fig. S5, ESI,† the bilayer hydrogel was
transparent, and the encrypted information of patterned

fluorescence could be obviously seen from both sides under
UV light. To address this issue, UV-326 was incorporated into
the active PAN layer of the bilayer gel. When the bilayer gel was
irradiated from the side of the PAN layer, the presence of UV-
326 stopped the penetration of UV light to the underneath PAV
layer and thus the display of fluorescent information. As shown
in Fig. 4a, the PAN gel containing UV-326 showed excellent UV
shielding ability when compared to the high transmission of
UV light for the gel without UV-326. The different properties are
demonstrated in Fig. 4b, where the two PAN gels without and
with UV-326 were placed atop two papers written with fluor-
escent characters by using fluorescein sodium and then irra-
diated using 365 nm UV light. As expected, the fluorescent
characters under the PAN gel without UV-326 were displayed,
while the characters under the gel with UV-326 were not. With
the protection of the PAN layer with UV-absorbing agents, the
fluorescence spectra from the side of the PAN layer of the
bilayer hydrogel after UV light irradiation for a long time

Fig. 5 Encryption and decryption of information in the bilayer hydrogel under specific conditions. (a) Schematic illustration of the decryption process to
access the information in the bilayer gel at elevated temperatures and under UV light irradiation from the right direction. (b and c) The fluorescent
information of ‘‘EXIT’’ in an arrow-shaped bilayer (b) and a spiral pattern in a hand-shaped bilayer gel (c) becoming readable after being incubated in a
40 1C water bath for shape recovery to the flat shape and under UV light irradiation from the side of the PAV layer. The fluorescent characters and pattern
were encoded in the PAV layer of the bilayer gel by photolithography. Scale bar, 5 mm.
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exhibited no yellow emission, while the fluorescence spectra
from the side of the PAV layer exhibited obvious yellow emis-
sion (Fig. 4c). We patterned the word ‘‘EXIT’’ in the bilayer gel
with UV-326 in the PAN layer by photolithography from the side
of the PAV layer. The patterned information was only visible
when irradiated from the side of the PAV layer, rather than
from the side of the PAN layer (Fig. 4d).

Based on these results, we can realize multi-level encryption
of information in the bilayer hydrogel with patterned fluores-
cence in the passive PAV layer and UV-326 in the active PAN
layer (Fig. 5a). The bilayer hydrogel deformed into a roll at room
temperature and recovered to the flat shape at an elevated
temperature.49 Multiple conditions are required to decrypt the
information concealed in the bilayer hydrogel: heating to
flatten the bilayer gel and UV light irradiation from the right
direction. This scenario is demonstrated in Fig. 5b and c. At
room temperature, the information was not detectable even
under the irradiation of UV light due to the roll configuration of
the bilayer gel. After being incubated in a 40 1C water bath, the
gel became flat to expose the PAV layer. However, the fluor-
escent information was not visible in daylight. Additional UV
light irradiation was imposed to further decrypt the concealed
information in the fluorescent form. We should note that the
encryption and decryption of information are fully reversible,
mediated by various conditions, which is conducive to the
delivery of important information with improved security.

Conclusions

In summary, we have described a strategy to improve information
security by combining the shape morphing and patterned fluores-
cence in a bilayer hydrogel that was fabricated by two-step poly-
merization and a subsequent solvent exchange process. The bilayer
gel consisted of an active layer with a UV-absorbing agent to prevent
light penetration from this side and a passive layer with tunable
fluorescence to enable writing-in patterned information via photo-
lithography. At room temperature the bilayer gel deformed into the
roll configuration to conceal the information, which cannot be
decrypted even under UV light irradiation. The encrypted informa-
tion was only accessible when a set of conditions were provided:
elevated temperature for shape recovery of the bilayer gel to the flat
shape and UV light irradiation from the right direction to show the
fluorescent information. Although we only showed a simple fluor-
escent pattern and 3D shapes for multi-encryption of the informa-
tion, it is feasible to create other information with higher resolution
such as the quick-response codes and to obtain more sophisticated
configurations of the bilayer gel, considering the advantages of
photolithography and the control of morphing structures. This work
should open opportunities for gel materials in the field of informa-
tion encryption and display with high-level security.
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