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Hardware Trojans (HTs) have emerged as a major security threat for
integrated circuits (ICs) owing to the involvement of untrustworthy
actors in the globally distributed semiconductor supply chain. HTs
are intentional malicious modifications, which remain undetectable
through simple electrical measurements but can cause catastrophic
failure in the functioning of ICs in mission critical applications.
In this article, we show how two-dimensional (2D) material based in-
memory computing elements such as memtransistors can be used as
hardware Trojans. We found that logic gates based on 2D memtransis-
tors can be made to malfunction by exploiting their inherent program-
ming capabilities. While we use 2D memtransistor-based ICs as the
testbed for our demonstration, the results are equally applicable to any
state-of-the-art and emerging in-memory computing technologies.

Introduction

The monumental success of nearly all present day computing
and information technology platforms brought about by the
von Neumann architecture used in integrated circuits (ICs) has
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1 Electronic supplementary information (ESI) available: Transfer characteristics
of 16 MoS,-based memtransistors on a logarithmic scale and linear scale for
examining device to device variation along with a histogram plot of the threshold
voltage (Vry) extracted from the linear scale. Band diagram profile of our 2D
memtransistor architecture demonstrating the mechanism of charge trapping
and detrapping. Normal inverter output characteristics for a supply voltage Vpp =
5 V. Degradation of the subthreshold slope (SS) for three different 2D memtran-
sistors in a cascaded three-stage inverter (TSI) circuit module. Output inverter
plots post Vygr application showing a clear shift in the switching voltage V;, for
all the three stages of a TSI circuit module. Normal NOR functionality for a Vpp =
5 V. Normal NAND functionality for a Vpp = 5 V. Long term retention of two
representative analog resistance states for a total of 10* seconds or 3 hours along
with a memory ratio (MR) plot showcasing the eventual merging of the two
resistance states. See DOI: https://doi.org/10.1039/d2nh00568a
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New concepts

Here we show, for the first time, that logic circuits constructed using two-
dimensional memtransistors can be used as Hardware Trojans (HTSs).
Existing research has not explored this aspect inherent to in-memory
computing elements. Therefore, while we wuse two-dimensional
memtransistor-based ICs as the testbed for our demonstration, the
results are equally applicable to any state-of-the-art and emerging in-
memory computing technologies such as FeFETs, RRAMs, FPGAs, etc.

been truly remarkable.' However, with the ever-increasing
demands of data-intensive applications such as artificial intel-
ligence, machine learning, signal processing, optimization, etc.,
the separation between processing and memory units in the
conventional von Neumann architecture has lead to a worsening
performance bottleneck in a phenomenon widely known as the
“Memory Wall”.> Despite the introduction of improved archi-
tectures such as high bandwidth memory (HBM),? hybrid mem-
ory cubes (HMCs)," and high-parallel graphics processing units
(GPUs),”> moving massive amounts of information between the
logic and memory units results in significant latency and energy
consumption.® The emergence of non-von-Neumann architec-
tures, most notably in-memory computing, mitigates this problem
by allowing computational tasks to be performed within the
confines of the computational memory,” thus eliminating the
aforementioned energy and latency limitations.>® In this context,
successful demonstrations of in-memory computing architectures
implemented on programmable heterogenous microprocessors, '
static random access memory (SRAM),"" integrated optics,"” and
resistive switching devices'® offer a new way forward.

However, as expected, newer technologies are subjected to
newer challenges and given that the semiconductor supply chain
is a globally distributed ecosystem with likely involvement of
untrustworthy actors, it is worthwhile to study the susceptibility
of in-memory computing technology to emerging security threats.
In this context, hardware Trojans (HTs) have been identified as
one of the most pervasive security threats to ICs used in military,
government, and industrial operations in recent years.'>'> HTs
are undesirable malicious modifications at the device, circuit, or
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architecture level which alter the intended IC functionalities. HTs
can be inserted at various stages of the design and manufacturing
process flow, including fabrication, testing, assembly, and packa-
ging. Such modifications remain unknown to the original designer
and can result in catastrophic consequences in critical applications
such as defense, transportation and communications.*®” In fact,
as per a report, malicious HTs present in electronic systems
recently resulted in severe military mishaps.'*'®

Unlike software-based Trojans (STs) which steal, erase or
corrupt information and cause harm to the host by gaining
access to the operating system,"® HTs cannot be removed once
inserted into the intellectual property (IP). While Trojans exist
in many forms, they are most commonly activated by a specific
mechanism, called a trigger, and deliver a specific function,
called a payload.”® HTs can be small or large in size with respect to
the overall circuit.'® Although the intention is to compromise the
integrity, authenticity, and functionality of the underlying IC, HTs
can also be designed with the sole intention of shortening the
operational lifetime or causing the failure of the entire hardware
system upon their activation. Trojans are stealthy, undetectable,
and inserted into rare circuit nodes so as to reduce the likelihood
of their activation during normal operations. It must be empha-
sized that an HT is an intentional insertion by an adversary and
not a flaw arising from design or manufacturing variability.

While the majority of the research efforts collimated towards
studying HTs have focused on their detection, few have high-
lighted their deliberate inclusion in an IP.*'”>* In this article,
we adopt a radical approach by placing ourselves in the role of
an adversary who is knowledgeable about circuit designs and
address a scenario where an HT is locally inserted within the IP
core. We utilize in-memory computing to engineer our hard-
ware designs so as to deliberately produce faulty or corrupt
circuit outputs, thereby compromising and degrading their
overall circuit functionality. Note that, contrary to earlier
studies®>° which have focused on securing the IPs against a
variety of security threats such as reverse engineering (RE), piracy,
counterfeiting, and illegal cloning, our demonstration aims to
expose the hardware security vulnerabilities of the emerging in-
memory computing paradigm. We have used logic circuits such as
NOT, AND, NAND,NOR and a three-stage inverter (TSI) based on
memtransistors fabricated from atomically thin two-dimensional
(2D) materials such as monolayer molybdenum disulfide (MoS,) as
a testbed for HT insertion. However, the results and HT insertion
strategies adopted in this work are equally applicable to any other
state-of-the-art in-memory computing technologies such as CMOS-
based static random access memories (SRAMs),*'"** resistive RAM
(RRAM)**?* phase-change materials (PCMs),**>® spintronics,®””*®
floating gate memories,***° ferroelectric field-effect transistors
(FETs),"""> and memristive arrays.*>**

Monolayer MoS, characterization and
device fabrication

Our choice of MoS, stems from the growing interest in 2D
materials as a post-Si solution as indicated by IC manufacturing
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giants such as Intel and TSMC. It is also noteworthy that there are
several recent reports on high-performance, high-density, and low
power 2D device technologies®>™>> as well as on 2D-based in-
memory and in-sensor computing technologies.>™ In order to
ensure the high quality of the material, the monolayer MoS, used
in our study was grown using a metal-organic chemical vapor
deposition (MOCVD) technique on an epitaxial sapphire substrate
at a temperature of 950 °C.”" The material growth was followed by
the fabrication of the memtransistor-based IC as the IP. Fig. 1a
shows the optical image of the as-fabricated MoS,-based IP which
comprises several logic circuits such as NAND, NOR, AND, and a
three-stage inverter (TSI) module. Fig. 1b and c, respectively, show
the optical image and the corresponding 2D schematic of a
representative individual 2D-memtransistor with monolayer
MoS, as the semiconducting channel, Pt/Ti as local back-gate
electrodes (CG), 40 nm alumina (Al,O3) as the gate dielectric, a
3 nm hafnia (HfO,) as a charge trapping layer in a floating gate
(FG) configuration, and a 7 nm Al O3 as the tunnelling layer along
with Ni/Au (40/30 nm) as the source and drain electrodes. All our
memtransistors have a fixed channel length (L) of 1 um and a
channel width (W) of 5 pm. Details on the MoS, synthesis, film
transfer, and memtransistor-based circuit fabrication can be
found in the Methods section.

Fig. 1d and e, respectively, show the Raman and the photo-
luminescence (PL) spectra obtained from a representative MoS,
film where the characteristic in-plane Eég mode and out-of-
plane A;, mode were observed at 385 cm™ and 403 cm™,
respectively, and the PL peak was found to be at 1.81 eV; these
results are consistent with a monolayer film. Fig. 1f shows the
transfer characteristics of a representative MoS, memtransistor
where the source-to-drain current (Ipg) is plotted in the linear and
logarithmic scales with respect to the local back-gate voltage (Vig)
when measured at different source-to-drain biases (Vps). A clear n-
type dominated carrier transport is observed due to the pinning of
the metal Fermi level near the conduction band facilitating
enhanced electron injection.*®*" In addition, an excellent ON/
OFF current ratio of ~10” and a subthreshold slope (SS) of ~350
mV per decade obtained over three orders of magnitude change in
Ig are also observed. The deviation of the SS from the ideal value
of 60 mV per dec can be attributed to the presence of interface
traps. Next, the output characteristics (Fig. 1g) where Ig is plotted
against Vps as a function of different Vg also show excellent Ion
values of 10 pA pm ™" for Vpg = 5 V at Vg = 5 V. Note that further
enhancement in the device characteristics can be accomplished
through the optimization of metal contacts, as well as scaling the
oxide thickness and the channel length®

The device-to-device (D2D) variation was also examined due
to our intention to fabricate ICs involving multiple memtran-
sistors. Fig. 1h and i show the histogram plots of the obtained
threshold voltage (Vry) at an iso-current of 100 nA um™ and the
peak electric field mobility (u,) obtained from the trans-
corresponding mean values of 1.5 V and 17.5 ecm” V' s™ for
16 different MoS, memtransistors. Fig. 1j and k show the
colormaps of the on/off ratio and Iy measured at Vpg = 5V

conductance (gm = ) method, respectively, with the
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MoS, based integrated circuit chip as
an intellectual property (IP)
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Fig.1 Monolayer MoS, characterization and memtransistor fabrication: (a) An optical image of a MoS,-based integrated intellectual property (IP)
comprising several logic circuits such as NAND, NOR, AND, and a three-stage inverter (TSI) module. (b) An optical image along with a corresponding (c)
2D schematic of a representative individual MoS,-memtransistor. The device structure comprises Platinum/Titanium (Pt/Ti) local gates, a 7 nm Alumina
(Al,O3) tunnelling layer, a 3 nm Hafnia (HfO,) charge-trapping layer, and a 40 nm AlL,Os blocking layer as the gate dielectric stack with Ni/Au (40/30 nm)
as the source and drain contact pads. All the memtransistors have a channel length (L) of 1 um, a channel width (W) of 5 um, and two local gates from
either side for better accessibility. (d) Raman and (e) photoluminescence (PL) spectra, respectively, obtained from a representative MoS; film where the
characteristic in-plane E§9 mode and out-of-plane A;g mode were observed at 385 cm™ and 403 cm™, respectively, with the PL peak at 1.83 eV. (f)
Transfer characteristics of a representative MoS, memtransistor in the logarithmic and linear scales where the source-to-drain current (/ps) is plotted with
respect to the local back-gate voltage (Vgg) and measured at different source-to-drain (Vps) biases. A clear n-type dominated carrier transport is
observed. (g) A plot of the output characteristics where Ips is plotted against Vps as a function of different Vpg biases with excellent loy values of
10 pA pm~t for Vps = 5V at Vg = 5 V. Histogram plots for the extracted (h) threshold voltage (V) at an iso-current of 100 nA pm~* with a mean of 1.6 V
and (i) peak electric field mobility (1) extracted using the transconductance method with a mean of 17.5 cm? V- st along with the colormap plots of (j)
lon/lofr ratio and (k) Ion values at a Vps = Vg = 5V for a population of 16 MoS, memtransistors; these results further confirm the high quality of our

channel material.

and Vgg = 5 V for the same devices. These results confirm the
high quality and uniform growth of MoS,, which is critical for
successful realization of memtransistor-based ICs. ESI{ S1
shows D2D variation across the transfer characteristics and
linear Vry obtained for all 16 MoS, memtransistors. Although a
deterrent, these variations are often unavoidable due to factors
such as growth and transfer-related defects, adsorbed water
molecules, and resist residues originating from the fabrication
process. However, they do not hinder or limit our ability as an
adversary to insert HTs into chip designs.

Basis of in-memory computing
inspired hardware Trojans (HTs) in
MoS, intellectual property (IP)

In this section, we demonstrate the non-volatile electrical
programmability of our 2D memtransistors as the basis for

This journal is © The Royal Society of Chemistry 2023

inserting HTs into the IP core. Fig. 2a shows the pre-Trojan
baseline transfer characteristics of a representative memtran-
sistor in both the logarithmic and linear scales with expected
carrier transport behavior. Trojans are inserted by applying a
voltage pulse to the local gate of the MoS, memtransistor which
results in an altered device characteristic. Fig. 2b and ¢,
respectively, show the transfer characteristics (logarithmic
and linear scales) for the same representative memtransistor
post Trojan insertion. It can be clearly seen that the application
of a negative voltage pulse shifts the device threshold voltage
(Vru) towards a more negative value, thereby making it less
resistive (more conductive), whereas a positive voltage pulse
shifts Vry towards a more positive value, making it more
resistive (less conductive). This shift is attributed to the tunnel-
ling of charge carriers across the 7 nm Al,O; into the HfO,
charge-trapping layer. The ability to draw the carriers into the
FG is enabled by Fowler-Nordheim tunnelling® applying a
large negative/positive voltage pulse to the CG facilitates the

Nanoscale Horiz., 2023, 8, 603-615 | 605
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Fig. 2 Basis of non-von-Neumann-based hardware Trojans (HTs) in monolayer MoS, memtransistors: (a) Transfer characteristics of a representative
memtransistor in three different scenarios: (a) no Trojan, (b) post low resistance Trojan (LRT) insertion and (c) post high resistance Trojan (HRT) insertion.
(d) Transfer characteristics of a representative MoS, memtransistor for different V| gr magnitudes ranging from —7 V to —10 V and their (e) corresponding
resistance values extracted at different V,..q = Vg values. (f) Retention plot for three different LRT states which were found to be stable over 15 minutes.
(9) Transfer characteristics of the same MoS, memtransistor for different Vijrr magnitudes ranging from 13 V to 16 V and their (h) corresponding
resistance values extracted at different V,caq = Vae. (i) Retention plot for three different HRT states which were also stable over 15 minutes. (j) An optical
image and a (k) circuit diagram of an inverter, fabricated using a depletion-mode (D-mode) memtransistor (MT1) and an enhancement-mode (E-mode)
memtransistor (MT2). () Transfer characteristics of MT2, measured pre-Trojan (baseline), post Vi gt = —10 V (LRT) insertion, and post Vgt = 15 V (HRT)
insertion. (m) Inverter output characteristics showing normal operation along with post LRT and HRT operations with clear performance degradation.

tunnelling of electrons/holes, respectively, through the thin
tunneling oxide layer (7 nm Al,O3) and into the FG, thereby
screening the electric field and accounting for the observed Vg
shifts. ESIT S2 shows the band diagram associated with the
described tunnelling phenomenon. Note that a similar charge
trapping phenomenon with a different gate stack has also been
extensively discussed in our earlier reports.*®**>* While similar
Vry shifts are also observed due to the long-term drifts of the
device characteristics as a result of bias-temperature instability
(BTI),** the slow and often prolonged nature of the process

606 | Nanoscale Horiz., 2023, 8, 603-615

renders it infeasible for timely insertion of HTs from an adver-
sary’s perspective. Due to their distinct effect on memtransistor
characteristics, we have defined the negative voltage pulse as low
resistance Trojan voltage (Virr) and the positive voltage pulse as
high resistance Trojan voltage (Virr). We applied a —10 V and a
15V bias pulse as Vigr and Vygr, respectively, with a pulse width
(tw) of 100 ps each, which remains constant for all subsequent
discussions. Note that, for our demonstration, Vi gy and Vygr are
defined as trigger mechanisms whereas the affected logic
designs are defined as the payload. Also note that similar

This journal is © The Royal Society of Chemistry 2023
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resistive memories have also been demonstrated earlier for
memristive®>®® and oxide nanosheet materials.®”

It is also interesting to note that our MoS, memtransistors
offer the unique capability of modulating both the low resis-
tance Trojan (LRT) and high resistance Trojan (HRT) states as a
function of the applied magnitude of Vigr and Vygr, respec-
tively. Although the overall aim is to corrupt or provide faulty
logic at the output, the modulation becomes important from a
D2D variation point of view which is generally observed across a
large population of 2D-memtransistors and can necessitate
application of higher or even lower magnitudes of Virr and
Vurr- Fig. 2d shows the transfer characteristics of a representa-
tive MoS, memtransistor for different Vgt magnitudes ranging
from —7 V to —10 V and their corresponding resistance values
(Fig. 2e) obtained at different Vieaq = Vpg values. Two observa-
tions can be made from these plots. First, for any given Vigr,
the values of LRT states decrease as V,e.,q increases. This is
expected since the Vie,q values gradually shift from the sub-
threshold region towards the ON state. Second, the LRT values
also decrease as a function of the magnitude of Vigr at any
given Vye,q value. This phenomenon can be attributed to the
higher number of electrons tunnelling into the FG with increasing
Virr Which results in a larger negative Vyy shift. The LRT states
were found to be very retentive (Fig. 2f) when measured for over
15 minutes. Similarly, Fig. 2g and h, respectively, show the transfer
characteristics for different Vyrr magnitudes ranging from 13 V to
16 V and their corresponding resistance values (Fig. 2h) obtained at
different Vieaq = Vag. While following the similar trend as a function
of Vieaq values, the HRT states show the converse effect with
increasing Vygrr magnitude. Once again, this is expected due to
the larger positive Vry shift with increasing Vgrr magnitude, which
would suggest a larger amount of electron tunnelling out of the FG.
Note that this ability to electrostatically alter the channel conduc-
tance through application of Vig, which acts as the third terminal,
is what differentiates our memtransistor architecture from other
similar prototypes such as metal-insulator-metal (MIM) structures
or memristors, which are simple two terminal devices offering
limited tunability and electrostatic control. Like the LRT states, the
HRT states were also found to be retentive (Fig. 2i).

Next, as an example demonstration, we successfully inserted
a Trojan into an inverter module and corrupted its function-
ality. An inverter is one of the most fundamental and well-
known logic circuits whose output reflects the opposite logic-
level of its input. Fig. 2j and k, respectively, show an optical
image and a circuit diagram of the inverter, which was using a
depletion-mode (D-mode) memtransistor (MT1) and an
enhancement-mode (E-mode) memtransistor (MT2). Note that
the gate and source terminals of MT1 in our design are shorted
in order for it to act as an n-type depletion load in the absence of
a p-type memtransistor. Fig. 21 shows the transfer characteristics
of MT2, measured as-fabricated (baseline), post Vigr = —10 V
(LRT) application, and post Vygr = 15 V (HRT) application;
Fig. 2m shows the inverter output characteristics considering
all three scenarios for a representative applied voltage (Vpp) of
2 V. For the baseline state, application of V;, =0V (logic state ‘0’)
to the gate of MT2 results in V. = Vpp = 2 V since, at Vgg =0V,

This journal is © The Royal Society of Chemistry 2023
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MT2 is highly resistive compared to MT1 (logic state ‘1’). Con-
versely, applying Vi, = 2 V (logic state ‘1’) clamps the Vo, to 0 V
(logic state ‘0’) since MT2 is now less resistive than MT1 at Vg =
2 V. However, post HT insertion, faulty inverter behavior is
observed. For both the LRT and the HRT states, respectively,
Vout always remains clamped to 0 V and 2 V with no apparent
transition or switching point. This is because MT2 now remains
either always “ON” (the LRT state) or always ‘OFF’ (the HRT state)
compared to MT1. Interestingly, despite the HRT state of MT2, the
inverter exhibits normal operation for Vpp, = 5 V (ESIt S3). There-
fore, assuming it continually functions at this higher supply
voltage, the presence of HTs remains hidden at Vpp = 2 V (rare
node). It must be noted that, for the LRT state, Vo, always
remains clamped to 0 V regardless of the Vpp value. We would
also like to point out that for this particular case and the
subsequent discussions, the adversary attack model relies on
accelerated aging of the IC. Since HT insertion techniques con-
tinue to evolve, there is no guarantee that every attack mechanism
is addressed. Therefore, run-time monitors are often deployed in
ICs as the last line of defense, with the an aim to switch the IC
operating conditions to a safe mode if an HT is detected.’®® For
our MoS, IC, this safe mode can only be enabled through higher
Vpp operations which inevitably lead to higher power consump-
tion and energy dissipation, both of which are detrimental for any
circuit/chip operation in terms of its operational lifetime.

Demonstration of in-memory HTs in a
three-stage inverter (TSI) circuit

Continuing from the discussion above, here we exploit the
degradation observed in the SS of a 2D memtransistor in a
cascaded three-stage inverter (TSI) circuit module as a form of
HT. Fig. 3a and b, respectively, show the optical image and the
corresponding circuit schematic of our TSI design which con-
sists of three inverters connected in series; the V,, from a
single inverter is fed as the V;, to the next stage inverter. Fig. 3c
shows the process flow of HT insertion, which begins by first
measuring the baseline transfer characteristics of the MT2
from stage 1. Thereafter, the HT is inserted in two steps. First,
a Vurr pulse of magnitude 15 V is applied to one of the local
gates of MT2, the effect of which can be seen through a large
positive Vyy shift in the device characteristics. This is followed
by the application of a large Vgt pulse of —12 V in an attempt
to bring the device back to its baseline state. Interestingly, the
device never fully recovers, the evidence of which can be clearly
seen through the SS degradation from 243 mV per dec to
420 mV per dec. In order support this finding, we repeated
the experiment with three different individual 2D memtransis-
tors and analyzed their SS both before and after HT insertion
with similar results as shown in the 3D bar plot in Fig. 3d. This
degradation in SS can be attributed to the development of
permanent damage in the underlying Al,O; oxide due to
repeated high magnitude voltage stressing of the devices. ESI{
S4 shows the transfer characteristics for the three memtransis-
tors pre- and post-HT insertion.

Nanoscale Horiz., 2023, 8, 603-615 | 607
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Fig. 3 Demonstration of in-memory HTs in a cascaded three-stage inverter (TSI) circuit: (a) An optical image and the (b) corresponding circuit
schematic of our TSI design consisting of three inverters connected in-series where the V., from a single inverter is fed as the Vi, to the next stage
inverter. (c) Evolution of the degradation in subthreshold slope (SS) of MT2 through application of a Vgt pulse of 15 V followed by a V| gt pulse of —12 V to
bring the device back to its baseline state. Both the voltage pulses are applied to one of the local gates of MT2 from stage 1. (d) A 3D bar plot showing
similar SS degradation for four separate 2D memtransistors which is attributed to permanent damage caused to the underlying Al,Oz oxide due to

repeated high magnitude voltage stressing of the devices. Inverter output

characteristics plots for (e) pre-HT and (f) post-HT clearly showing the

deterioration of the overall gain as a result of HT insertion which is further confirmed by (g) analyzing the maximum gain as shown using the 3D bar plot.
(h) A 3D bar plot of the extracted V., which clearly shows a significant positive V,,, shift as compared to the original pre-HT state of the inverters.

Next, Fig. 3e and f, respectively, show the inverter output
characteristics plots for all the three stages of the cascaded TSI
both before and after the HT insertion. The degradation in the
gain is clearly visible from the plots. Note that the inverter gain,
defined as the slope of the inverter characteristics, i.e., (;I;Oi:t,
increases with the number of stages prior to HT insertion. The
overall reduction in the maximum gain for all the three stages
post-Trojan insertion, as shown using the 3D bar plot in Fig. 3g,
is attributed to the degraded SS of MT2. This is because a
steeper SS would signify a more rapid change in the corres-
ponding current values as a function of the applied gate-bias,
which would, in turn, imply a more abrupt transition between
the two logic levels, i.e., Vpp =2 V and 0 V. In addition to the SS
and the corresponding gain degradation, we also evaluated the

608 | Nanoscale Horiz., 2023, 8, 603-615

change in the switching voltage (V,,,), which is defined as the
magnitude of V, for which V,, reaches Vpp/2, for all the
inverters by applying a single Vigr pulse of 15 V and length

= 100 ps to MT2. Fig. 3h shows the 3D bar plot of the
extracted V,,, which clearly shows a significant positive V,,, shift
as compared to the original pre-HT state of the inverters. ESI}
S5 shows the corresponding output inverter plots following
Vurr application to MT2 for all the stages.

Demonstration of in-memory HTs in a
NOR logic design

Fig. 4a and b, respectively, show the optical image and the
circuit schematic of a NOR gate fabricated using our 2D

This journal is © The Royal Society of Chemistry 2023
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Fig. 4 Demonstration of in-memory HTs in a NOR logic design: (a) An optical image and the (b) circuit schematic of a NOR gate fabricated using two E-
mode memtransistors, MT1 and MT2, with a D-mode memtransistor, MT3, along with its (c) logic symbol and truth table. Note that the NOR design is
shown within the demarcated white dashed line in the optical image. Transfer characteristics of (d) MT1 and (e) MT2 memtransistors for both the baseline
and post Vrt = 15 V HT insertion. Output characteristics of the NOR gate for all the possible input combinations under (f) normal operating conditions,
which are in agreement with the truth table, (g) post MT2 HT insertion resulting in a corrupt Vou: = Vpp = 2 V (logic ‘1) value for the specific input
combination of ‘01’ (h) post MT1 HT insertion resulting in a corrupt Vo = Vpp = 2 V (logic 1) value for the specific input combination of "10’, and (i) post

MT1 and MT2 HT insertion resulting in a totally corrupt NOR logical operation where, regardless of any input combinations, Vou = Vpp = 2 V.

memtransistors. Note that in the optical image our design is
shown within the demarcated white dashed line. A NOR is the
negation of the logical OR operation and is also a universal
logic gate which operates as per the truth table shown in
Fig. 4c. In our design, we have combined two E-mode mem-
transistors, MT1 and MT2, with a D-mode memtransistor, MT3.
Prior to HT insertion, we first measure the baseline transfer
characteristics of both MT1 and MT2 as shown in Fig. 4d and e,
respectively. This is followed by measuring the output charac-
teristics of the NOR gate under normal operating conditions
for all possible input combinations. As shown in Fig. 4f, Vo, =
Vbp =2V (logic ‘1’) only when both V;,; and V;,, are at logic ‘0.
This behavior can be attributed to the highly resistive state of
both MT1 and MT2 at Vg = 0 V, which effectively clamps the
Vout to the Vpp supply. For all the other input combinations,
Vour always remains at logic ‘0’ since, at Vg = 2 V, either MT1 or
MT?2, or both, remain at a lower resistance state than MT3,
thereby clamping Vi to Vgnp. These results are in agreement

This journal is © The Royal Society of Chemistry 2023

with the truth table shown earlier. Note that to ensure correct
logical operations (without HTs), the E-mode memtransistors
must initially remain OFF at Vgg = 0 V. Therefore, any mem-
transistor which conducts at this Vg as a result of the D2D
variation must be biased properly through application of a
programming pulse.

Next, we demonstrate our capability as an adversary to
produce corrupt Vo, values for specific combinations of Vi,
and Vj,,. For example, it is possible to engineer a faulty Vo,
value for the input combination ‘01’ by simply inserting an HT
in MT2 by applying a Vgrr pulse of 15 V while keeping MT1 in
its baseline state (refer to Fig. 4d and e). In this case, MT2
remains in an HRT state when Vg = 2 V; therefore, for an input
combination ‘01’, both MT1 and MT2 now act as an open
circuit path which ensures V,, = Vpp = 2 V (logic ‘1’) as seen
in Fig. 4g. Following a similar logic, applying a Viugr pulse of
15 V to MT1 while keeping MT2 in its baseline state ensures
Vout = Vpp = 2 V for the input combination ‘10’ as seen in
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Fig. 4h. However, in this case, MT1 remains in an HRT state
when Vpg = 2 V. Finally, applying a Vgt pulse of 15 V to both
MT1 and MT2 results in a totally corrupt NOR logical operation
where, regardless of any input combinations, Vou = Vpp =2 V as
shown in Fig. 4i, which is due to the HRT state of both MT1 and
MT?2 at Vg =2 V. Once again, when the Vpp, is scaled to 5 V, the
NOR gate resumes its normal functionality, as shown in ESI}
S6, while the Trojan remains hidden at a lower Vpp supply of
2 V (rare node).

Demonstration of in-memory HTs in a
NAND logic design

Fig. 5a and b, respectively, show the optical image and the
circuit schematic of a NAND gate fabricated using two E-mode
memtransistors, MT1 and MT2, that are in series with one D-
mode memtransistor, MT3. Another universal gate, a NAND
produces low output (logic ‘0’) only when all of its inputs are
high (logic ‘1’). Therefore, its output is complemented to that of
an AND gate as shown in the truth table in Fig. 5c. Moving
along similar lines, we first begin with measuring the baseline
transfer characteristics of both MT1 and MT2 as shown in
Fig. 5d and e, respectively, followed by the output character-
istics (Fig. 5f) prior to HT insertion. Clearly, the expected NAND
logic functionality is observed where V¢ = Vpp = 2 V (logic ‘1)

a) Optical image b) Circuit schematic

VGND
Vivi I:!m

View Article Online
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for the input combinations of ‘00’,’01’, and ‘10’ due to the high
resistive state of both MT1 and/or MT2 compared to MT3.
However, for the input combination ‘11’; Vo = Vonp = 0 V
(logic ‘0’) since now both MT1 and MT2 become more con-
ductive than MT3. Note that this is in line with the truth table
shown earlier. The HT is then inserted by applying a Vygr pulse
of 15 V (zy, = 100 ps) to the local gate of MT1, which results in
the positive shift in the MT1 device characteristics. On remea-
suring the NAND, we now see a faulty V,, for the input
combination of ‘11’. This behavior is attributed to the HRT
state of MT1 which will now always clamp the V. to Vpp =2 V.
Note that, unlike the NOR logic, our NAND logic design
requires HT insertion in only one of the two E-mode memtran-
sistors (MT1 or MT2). Once again, despite the presence of HT at
the rare node (Vpp = 2 V), normal NAND functionality is
observed for Vpp = 5 V as shown in ESIT S7.

Demonstration of in-memory HTs in an
AND logic design

Finally, Fig. 6a and b, respectively, show the optical image and
the circuit schematic of an AND gate with a similar memtran-
sistor configuration to that of a NAND gate except for the
switching of the Vpp and Vgnp polarities along with the short-
ing of the gate terminal of MT3 to Vgnp. The AND logic can be

Vin2 '-lEM" V,

VOU T

. |
5
alalolo

D

No Trojan

8 MTI Trojan

C) Logic symbol with truth table d ) MTI Transfer characteristics
10°®
P == Baseline
ViN 1 e——F € Viar = 18V
Vour <, 9 e
<10
Vin2 A
10712
e i.
in vln 2 vout 2 0 2 4
0 1 Vg V)
1 1
e) MT?2 Transfer characteristics
0 1 10
1 0 No Trojan inserted
Faulty
output
(HRT)

Fig. 5 Demonstration of in-memory HTs in a NAND logic design: (a) An optical image and the (b) circuit schematic of a NAND gate fabricated using two E-mode
memtransistors, MT1 and MT2, with a D-mode memtransistor, MT3, along with its (c) logic symbol and truth table. Transfer characteristics of (d) MT1 for both the
baseline and post Vijrr = 15 V HT insertion along with the baseline transfer characteristics of () MT2. Note that for our NAND logic design only one of the two
memtransistors require insertion of HT. Output characteristics of the NAND gate for all the possible input combinations under (f) normal operating conditions, which
are in agreement with the truth table, and (g) post MT1 HT insertion, resulting in a corrupt Vot = Vpp = 2 V (logic 1) value for the specific input combination of 11",
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summarized using the truth table shown in Fig. 6¢ where Vi,
remains high (logic 1’) only when both V;,; and Vj,, are high.
Fig. 6d and e, respectively, show the baseline transfer charac-
teristics of MT1 and MT2. Prior to HT insertion, a normal AND
logic functionality is observed as shown in Fig. 6f where, for the
input combinations of ‘00, ‘01, or ‘10’, Vout = Vonp = 0 V (logic
‘0’) since either one or both MT1 and MT2 are more resistive
than MT3. However, for the input ‘11’, MT1 and MT2 become
more conductive than MT3, which clamps Vo to Vpp = 2 V
(logic ‘1’). Next, the HT is inserted by applying a Vygr pulse of
—15 V (1w = 100 ps) to both MT1 and MT2, resulting in a
negative Vyy shift as seen in Fig. 6d and e. The effect of
inserting this HT can be understood by once again observing
the output characteristics, as shown in Fig. 6g where now
regardless of the input combination, Vo, = Vpp = 2 V (logic
‘1’) since both MT1 and MT2 are in the LRT state and offer a
more conductive path compared to MT3.

Enabling complete failure of logic
designs with in-memory HTs
In addition to corrupting the circuit outputs for a particular set of

input combinations, it is also possible for an adversary to engineer
a complete failure or malfunction of the logic designs using the

View Article Online
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described in-memory HT insertion technique. In this context, we
define a complete logic failure as a scenario where Vo, always
remains low (logic ‘0’) regardless of the input combination. In other
words, the chip becomes completely non-functional. Fig. 7a and c,
respectively, show the transfer characteristics of MT1 and MT2 in
the NOR, NAND, and AND logic designs measured for both base-
line and post-HT configurations. Note that in each case, the type of
HT inserted (Vigr Or Virr) would be different. For example, in order
to make the NOR and NAND logic malfunction, a Vigr pulse of
—15 V (1, = 100 ps) is applied to both MT1 and MT2, whereas the
AND logic malfunctioning requires an application of a Virr pulse
of 15 V (1, = 100 ps). On observing their respective output
characteristics, as shown in Fig. 7d-f, it is evident that each logic
design has malfunctioned since Vo = Vonp = 0 V (logic ‘0°) for all
input combinations. In the case of the NOR and NAND logic
design, this can be attributed to the LRT state of both MT1 and
MT2, whereas for the AND logic design, both MT1 and MT?2 are in
the HRT state compared to MT3.

Trojan lifetime and detection
countermeasures avoidance

From the above discussions, it is abundantly clear that from an
adversary’s perspective, the ultimate goal is to enable an HT
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Fig. 6 Demonstration of in-memory HTs in an AND logic design: (a) An optical image and the (b) circuit schematic of a NAND gate fabricated using two E-
mode memtransistors, MT1 and MT2, with a D-mode memtransistoor, MT3, along with its (c) logic symbol and truth table. Transfer characteristics of (d) MT1
and (e) MT2 at both the baseline and post V| gr =—15 V HT insertion. Note that for our AND logic design both memtransistors require insertion of HT. Output
characteristics of the AND gate for all possible input combinations under (f) normal operating conditions where, for the input combinations of ‘00’, ‘01’, or
10", Vout = Voo = 0 V (logic '0’) since either one or both MT1 and MT2 are more resistive than MT3 and (g) post MT1 and MT2 HT insertion where, regardless
of the input combination, Vou = Vpp = 2 V (logic ‘1) since both MT1 and MT2 are now in the LRT state and offer a more conductive path compared to MT3.
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Fig. 7 Enabling complete failure of logic designs with in-memory HT: Transfer characteristics of MT1 and MT2 measured for the (a) NOR, (b) NAND, and
(c) AND logic designs under both baseline and post-HT configurations. (d—f) Malfunctioned output characteristics for each respective logic design since
Vout = Vano = 0V (logic ‘0’) regardless of the input combinations. In case of the NOR and NAND logic design, this can be attributed to the LRT state of
both MT1 and MT2, whereas for the AND logic design, both MT1 and MT2 are in the HRT state compared to MT3. It must be noted the type of HT inserted

(VirT Or Vury) is different for each individual design. For example, in order to make the NOR and NAND logic malfunction, a V| gt pulse of =15V (z,, =
100 ps) is applied to both MT1 and MT2, whereas the AND logic malfunctioning requires an application of a Vgt pulse of —15V (z,, = 100 ps).

attack mechanism which is precise and stealthy, with a small
footprint such that it is capable of evading detection
countermeasures.”® For our in-memory HT demonstration, we
have achieved all of the aforementioned requirements. First,
despite the Viy shifts observed as a result of Vigr or Vygr
application, the presence of the HT is obscured since the
electrical measurements of the affected individual 2D mem-
transistor do not offer any additional information. Although it
can be argued that the device performance parameters such as
SS and Iy values degrade slightly, these parameters are more
likely to be attributed to fabrication constraints and D2D
variation related factors. Furthermore, our HT injection scheme
also fulfills the criteria of having a small footprint since the HT
can be triggered (Vpgrr and Vyggrr application) without requiring
any additional peripheral components within the design.
Additionally, from our point of view as an adversary, a good
retention of both LRT and HRT states is desirable for delivering
the payload. Therefore, we examined the extended retention of
our memtransistors for two different states over a total of 10*
seconds, or ~ 3 hours (ESIt S8). Although the two memory states

612 | Nanoscale Horiz., 2023, 8, 603-615

will eventually converge after ~ 15 hours, as evident through the
slow collapse of the memory ratio (MR) due to an exponential
decay, an adversary can employ this attribute to cause cata-
strophic malfunctions and failures in critical technological
infrastructure such as military equipment and aircraft naviga-
tion and still evade detection since the presence of HTs can only
be confirmed if the black box retrieved from the failed equip-
ment is analyzed within the MR retention time frame. As soon as
the MR window vanishes and the HT disappears, no evidence of
a Trojan ever being inserted can be recovered. Note that this
decay might seem counterintuitive as far as deliberately aging or
causing a total logic malfunction of the IC is concerned. This is
because both of these adversarial intentions would ideally
require the HT to be present within an IC at all times. However,
in the present day’s era of stiff market competition and time-to-
market demands requiring increased productivity and shorter
design time, any degradation or malfunction observed within
this global supply chain will likely result in the affected IP being
discarded completely, leading to severe monetary loss in addi-
tion to reputational dissolvement for the involved parties.

This journal is © The Royal Society of Chemistry 2023
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Conclusions

In conclusion, we have exploited and exposed the vulnerability
of the in-memory computing architecture to insert hardware
Trojans (HTs) within basic digital logic designs such as AND,
NAND, NOR and NOT gates fabricated using monolayer MoS,
memtransistors. In addition, we have also exploited the degra-
dation in subthreshold slope (SS) due to the presence of HTs to
drastically compromise the performance of a cascaded three
stage inverter (TSI). The HT is inserted by applying an electrical
voltage pulse (Viygrr Or Vigr) to the local gate of our memtran-
sistor devices, programming them into either HRT or LRT
states which significantly corrupts and even causes complete
logic malfunction within our circuit. This ability to enable both
the LRT and HRT states as a function of the applied magnitude
of Virr and Vygr can be attributed to the tunnelling of charge
carriers across the 7 nm Al,O; into the HfO, charge-trapping
layer due to the Fowler Nordheim tunneling process. Moreover,
the Trojan remains hidden within the rare node during the
normal operation of the logic designs at a higher Vpp =5V and
only gets activated when the supply voltage is scaled down
(Vbp = 2 V). These results are not just limited to 2D-based
technologies but are applicable to any state-of-the-art in-
memory computing architecture. Our approach in the role of
an adversary offers a rather unconventional, uncomfortable,
and eye-opening insight into the vulnerabilities of in-memory
computing in today’s highly complex and globalized IP supply
chain system, which can be exploited in unimaginable ways to
compromise the security, reliability, and even the lifetime of
electronic components.

Methods

Large area monolayer MoS, film growth

The metal-organic chemical vapor deposition (MOCVD) technique
was used to deposit monolayer MoS, on an epi-ready 2” c-sapphire
substrate. A cold-wall horizontal reactor with an inductively heated
graphite susceptor and a wafer rotation was utilized to assist in
achieving a uniform monolayer deposition.”* Molybdenum hexa-
carbonyl (Mo (CO)s) and hydrogen sulfide (H,S) were used as
precursors. Prior to the material growth, the substrate was heated
to 1000 °C in H, and maintained for 10 min. (Mo (CO)s). For the
growth process, Mo (CO)s was maintained at 10 °C and 650 Torr in
a stainless-steel bubbler to deliver 1.1 x 10® sccm of the metal
precursor along with 400 sccm of H,S. The monolayer MoS,
deposition was achieved in 18 min at 950 °C in 50 Torr H, ambient.
Following the growth of the MoS, film, the substrate was cooled
down to 300 °C in H,S to prevent its decomposition. More details
can be found in our earlier work.>">7?

Fabrication of local back-gate islands

To define the features with local gate island configuration, the
285 nm SiO, on the p'*-Si substrate (commercially purchased)
was first spin-coated with a bilayer poly(methyl methacrylate) or
PMMA resist in a two-step process and subsequently baked at
185 °C and 95 °C for 60 s and 90 s, respectively. Next, an EBPG
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5200 Vistec Electron Beam Lithography tool was used to pattern
the individual islands. The exposed resist was developed using
a 4-methyl-2-pentanone (MIBK) and 2-propanol (IPA) solution
in a 1:1 mixture. Following a sputter cleaning of the substrate
with O, plasma, the local-gate electrodes comprising Ti/Pt (20/
50 nm) layers were deposited using a Temescal e-beam eva-
porator. This was followed by lifting off the excess metal in a
cold acetone bath. Next, the atomic layer deposition (ALD)
process was performed to grow the Al,03;/HfO,/Al,O; layers.
Subsequently, a Heidelberg Maskless Aligner (MLA 150) was
utilized to pattern and subsequently define the access points to
the local back-gate electrodes. The excess oxide in the exposed
areas was subsequently removed using BCl; based reactive ion
etch (RIE) chemistry.

MosS, film transfer to local back-gate islands

In order to fabricate the MoS, memtransistors, transfer of
monolayer MoS, films from the growth substrate (sapphire)
to the application substrate (SiO,/p*-Si) with local back-gate
islands is the first step. This was achieved using a polymethyl-
methacrylate (PMMA) assisted wet transfer process. First, the
sapphire substrate with the monolayer film was spin-coated
with PMMA and left idle for 24 hours in order to ensure good
adhesion between PMMA and MoS,. Next, the corners of the
spin-coated film were lightly scratched with a razor blade
followed by its immersion in a 2 M NaOH solution at 90 °C.
Owing to the hydrophilic and hydrophobic nature of sapphire
and MoS,/PMMA, respectively, NaOH is drawn towards the
substrate/MoS, interface due to the capillary action thereby
separating the PMMA/MoS, stack from the sapphire substrate.
Using a clean glass slide, the separated film is then carefully
taken out from the NaOH solution and rinsed in three separate
water baths for 15 minutes each before being finally transferred
onto the application substrate. Post-transfer, the substrate is
baked at 50 °C and 70 °C for 10 min each in order to remove the
excess moisture and promote good film adhesion. This ensures
a pristine interface. Finally, the PMMA is removed using
acetone followed by a final cleanse with IPA.

Fabrication of 2D memtransistors

For fabricating MoS, memtransistors, the substrate with MoS,
on-top was spin-coated with PMMA and baked at 180 °C for
90 s. Electron beam (e-beam) lithography was used to define the
features by exposing the resist which was subsequently devel-
oped using a 1:1 mixture of 4-methyl-2-pentanone (MIBK) and
IPA for 60 seconds and 45 seconds, respectively. The exposed
monolayer MoS, film was etched using a sulfur hexafluoride
(SFe) RIE at 5 °C for 30 s followed by an acetone and IPA rinse to
remove the e-beam resist. Next, the sample was again spin-
coated with methyl methacrylate (MMA) and A3 PMMA resist
which was accompanied by E-beam lithography to define the
source and drain contacts. The subsequent developing was
once again carried out using a 1:1 mixture of MIBK and IPA
for the same times as previously described. Finally, nickel/gold
(40/30 nm) metal contacts were deposited using e-beam eva-
poration followed by a lift-off process to remove the evaporated
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Ni/Au except from the source/drain patterns by immersing the
sample in acetone for 30 min followed by IPA for another
30 min.

Multidevice integration

The connections between individual memtransistors were
achieved using similar resist, e-beam lithography, and devel-
opment processes as discussed previously. The interconnect
metals Ni/Au (60/30 nm) were deposited using an E-beam
evaporator. A greater metal thickness was required compared
to the source/drain contacts due to the requirement for a
conformal metal coating over/along the sidewalls. Finally, the
e-beam resist was removed using a lift-off process with acetone
and IPA.

Electrical characterization

The electrical measurements for devices and circuits were
performed in a Lake Shore CRX-VF probe station in air using
a Keysight B1500A parameter analyzer.
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to analyze them are available from the corresponding author on
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