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One of the frontiers in the field of biosensors is the ability to quantify specific target molecules with enough precision to 

count individual units in a test sample, and to observe the characteristics of individual biomolecular interactions.  

Technologies that enable observation of molecules with “digital precision” have applications for in vitro diagnostics with 

ultra-sensitive limits of detection, characterization of biomolecular binding kinetics with a greater degree of precision, and 

gaining deeper insights into biological processes through quantification of molecules in complex specimens that would 

otherwise be unobservable.  In this review, we seek to capture the current state-of-the-art in the field of digital resolution 

biosensing.  We describe the capabilities of commercially available technology platforms, as well as capabilities that have 

been described in published literature.  We highlight approaches that utilize enzymatic amplification, nanoparticle tags, 

chemical tags, as well as label-free biosensing methods.

1. Introduction 

In the earliest examples of label-free biosensor transducers 

such as surface plasmon resonance (SPR),(1) photonic crystals 

(PC) (2) and quartz crystal microbalances (QCM),(3) the 

measured signal is produced by the accumulation of large 

numbers of target molecules upon the active region of the 

sensor, where analytes are captured and concentrated by the 

presence of transducer-attached molecules (such as 

antibodies, aptamers, or nucleic acids with a target-specific 

base sequence).  Likewise, for biomolecular detection methods 

that utilize a chemical label, such as a fluorescent dye, a 

printed spot of a capture molecule, a surface-immobilized 

coating in a microplate well, or a surface coating applied to the 

external surface of a bead is used to selectively gather and 

concentrate target molecules from a larger volume from 

where they originally had a much lower concentration.  A 

characteristic that all these methods share in common is that 

generation of a signal above the level of background noise 

requires aggregating the effects of large numbers of target 

molecules.  For example, in the context of SPR optical 

biosensors, the illuminated evanescent field volume above the 

gold surface must accumulate a sufficient number of analyte 

molecules so as to generate a shift in the SPR coupling angle 

that exceeds the standard deviation of making SPR resonant 

angle measurements that is limited by the detection 

instrument, the sensitivity to surface-based refractive index 

changes, and common mode noise sources such as 

temperature drift and bulk refractive index variability in the 

test sample.  Likewise, in the context of fluorescent-tagged 

microarray spots, for a single spot to be observed, it must 

accumulate enough fluorescent dye to appear brighter than 

the background fluorescence of the substrate material, surface 

chemistry layers, and dark noise of the sensor that detects 

photon emission.(4)  In both cases, as the number of 

accumulated target molecules decreases, we reach a regime in 

which the captured molecules no longer resemble a semi-

continuous thin film, but rather become a sparse population of 

individual molecules, separated by large distances and 

dispersed over a surface area that can be tens to hundreds of 

square micrometers.  In the case of bead-based detection, the 

lowest analyte concentrations result in beads that can gather 

either zero or only one analyte per bead.(5)  For each scenario, 

detection requires accumulating aggregates of analyte with 

sufficient quantity to overcome the inherent noise of the 

detection method, and individual analyte molecules cannot be 

detected as individual binding events. 

 Several innovations in molecular biology methods partially 

address this limitation, and demonstrate the ability to detect 

analytes with reduced detection limits, but not the ability to 

count analytes with digital resolution.  For example, enzymatic 

chemical amplification of the analyte molecule may be used to 
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convert a single molecule into large numbers of molecules that 

carry a tag that facilitates detection with an inexpensive 

instrument.  For example, Enzyme Linked Immunosorbent 

Assays (ELISAs) represent a powerful approach through which 

an analyte molecule is selectively captured by an antibody to a 

surface, and is subsequently tagged with a second antibody 

that carries an enzyme tag.(6)  After tagging, an enzyme-

substrate interaction is used to convert every tag molecule 

into large numbers of product molecules that change the color 

of the surrounding liquid.  Likewise, methods such as the 

Polymerase Chain Reaction (PCR) for detecting specific nucleic 

acid sequences use an analyte-recognizing primer, DNA 

polymerase enzyme, and thermal cycling to generate millions 

of fluorophore-tagged copies of the original analyte, so as to 

generate an easily measured signal. (7)  

 Innovative approaches in biosensor engineering have 

utilized the strategy of strictly limiting the active area of a 

sensor, so as to enable detection of individual molecules, but 

may not have the capability for ultrasensitive limits of 

detection.  For example, a biosensor comprised of a 

nanometer-scale resistor (comprised of silicon, graphene, or 

carbon nanotubes for example) can be built with a width that 

is similar to the dimension of a single protein molecule.(8)  The 

attachment of one protein on the transducer can perturb the 

conductivity of the resistor sufficiently that a change in the 

current-voltage characteristic of the resistor can be measured, 

thus achieving single-analyte resolution.  The difficulty of also 

achieving low limits of detection with such a system is related 

to the active sensing area of the transducer in relation to the 

rest of the system.  Only analyte molecules that are fortunate 

enough to come into contact with the sensor and not become 

bound elsewhere (in a non-sensing region) have the 

opportunity to be detected, so only a small fraction of all the 

potentially-available molecules can be sensed.  In a similar 

fashion, nanopore-based sensors are capable of measuring 

one molecule at a time as they pass through the pore and 

transiently block the current flow, although large numbers of 

molecules must be present in the sample volume to increase 

the likelihood that one  will diffuse to the pore and pass 

through.(9) 

 In this review, we seek to summarize the state-of-the-art 

for technologies that are simultaneously capable of digital 

resolution detection of biomolecule analytes and ultrasensitive 

limits of detection.  To help narrow the focus of our review, we 

will define “biosensing” to be understood as “detection of a 

specifically targeted biomolecular analyte to characterize 

either its concentration or its biomolecular binding 

properties.”  We will review approaches that seek to count 

individual target molecules.  The technologies we have chosen 

to include all incorporate an element of selective capture of a 

specifically-recognized molecule, such as would be used for 

quantifying a specific nucleic acid sequence or a protein 

antigen. To further limit our scope, we include only 

technologies that can be used for detection of biomolecules, 

and exclude methods that have only demonstrated detection 

of larger structures such as nanoparticles, viruses, or 

exosomes. 

 The applications of technologies with these capabilities are 

highly impactful for next-generation in vitro molecular 

diagnostics, and as tools that can be used to understand 

biomolecular interactions at a more fundamental level.  In the 

diagnostics field, ultrasensitive and ultraselective detection 

applications are motivated in part by the desire to develop 

“liquid biopsies” for molecules that include circulating tumor 

DNA (ctDNA) and micro RNA (miRNA) with specific sequences 

that represent the presence of genetic mutations that underlie 

cancer.(10)  Studies have shown, for example, that because 

ctDNA molecules originate from cancer cells, their 

concentration correlates with tumor burden, and the potential 

exists for utilizing detection of specific ctDNA sequences for 

early disease detection.(11) Likewise, the concentration of 

specific miRNA sequences derived from exosomes have been 

shown to correlate with clinical outcomes in cancer, and thus 

have the potential to serve as a guide for therapy selection and 

therapeutic efficacy monitoring.  The liquid biopsy concept not 

only applies to detection of nucleic acid-based biomarkers for 

cancer, but also to genomic or proteomic biomarkers that are 

being discovered for a wide variety of disease states, in 

addition to characterization of states of health/wellness in 

contexts that include psychological stress, inflammation, 

environment, and nutrition.  In the life science field, the ability 

to measure biomolecular interactions at the level of individual 

units enables elimination of the averaging effects of measuring 

aggregates of many molecules, so that biomolecular binding 

constants, association/dissociation rates, conformational 

modifications, and chirality can be measured at the most 

fundamental level.  In this field, the ability to measure large 

numbers of individual interactions is especially desirable, so as 

to gather statistical information with a high degree of 

throughput.  Due to the commercial importance of these 

capabilities, several technology platforms have been taken 

forward to products and services, and thus our review will 

include several products in addition to technology that is 

described in the scientific literature. 

 Our review is organized around the technological approach 

that is used to achieve digital resolution detection.  First, we 

consider approaches that use chemical or enzymatic 

amplification to generate large fluorescent signals that 

originate from a digitally-quantifiable set of target molecules.  

We describe approaches that are used for both nucleic acid 

and protein-based target molecules. Second, electrochemical 

biosensing techniques at individual-molecule level are 

respectively discussed. Third, we describe approaches that use 

a nanoparticle tag to signal the presence of a specific target 

molecule.  Next, we summarize the state-of-the-art digital 

resolution approaches that use fluorescent molecules as tags 

without chemical amplification with sub-sections that utilize 

instruments that are based on either microscopy or flow 

cytometry.  Finally, we discuss the approaches that can be 

considered “label-free” in which an intrinsic characteristic of 

the target biomolecule (such as its dielectric permittivity or 

height) is used to detect it. 
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2. Single Molecule Detection by Enzymatic 
Amplification 

Single molecule detection represents the ultimate biosensing, 

which can reveal direct information and fundamental 

mechanism of considerable biological processes, multiple 

sensing technologies have extensively explored this 

regime.(12, 13) However, the efficacy of single biomolecule 

detection is often sacrificed due to a complex noise reduction 

process that influences the sensitivity and multiplexing 

ability.(14, 15) Digital resolution detection has been achieved 

through chemical or enzymatic amplification approaches, 

where the fluorescent signals originated from a digitally-

quantifiable set of target molecules are amplified. 

 In conjugation with the amplification approaches, a wide 

range of partitioning methods (microfluidics, microwells, and 

microbeads) based on Poisson statistics(16) have been 

developed to quantitate low-volume and low-concentration 

samples.  The milliliter or microliter samples are divided into 

subvolumes in the nanoliter to picoliter range, and then 

encapsulate these subvolumes in microdroplets or 

microcompartments for measurements.(17) When the 

concentration of the target is low, the number of target 

molecules collected on each compartment follows the Poisson 

distribution.(18) The very low expected number of target per 

partition leads to an extremely narrowed Poisson distribution, 

and hence each compartment contains either a single target 

molecule or none.  After encapsulation, the target molecules, 

such as proteins and DNA, are amplified with chemical or 

enzymatic approaches, and generate fluorescence signals.  The 

presence of target molecules in each compartment is detected 

with a binary fluorescence readout of “positive” or “negative”.   

Then, the absolute quantitative count of the target molecule in 

the sample can be determined from the fraction of positive 

compartments, according to eq 1,(19) 

                                                                                            

(1) 

where λ is the average number of target biomolecules per 

compartment, and p is the fraction of positive compartments. 

The product of λ and the number of compartments is an 

estimate of the absolute number of target molecules. 

 One commonly used amplification approach is the Enzyme-

Linked Immunosorbent Assay for protein analysis, which first 

non-specifically (via adsorption to the surface) or specifically 

(via capture by another antibody in a “sandwich” assay) attach 

target antigens onto a surface. Sequentially, detection 

antibodies covalently linked with enzymes are captured by 

target antigen, followed by adding a substrate to react with 

enzymes and produce an amplified signal.(6) Polymerase Chain 

Reaction (PCR) is another well-established tool for nucleic acid 

analysis by rapidly amplifying the number of a specific target 

sequence with thermal cycles. Initially, the DNA double helix is 

denatured into two single strands by a high temperature. 

Then, a lower annealing temperature allows the hybridization 

between target sequences of DNA and primers. Eventually, 

DNA polymerase enables binding free nucleotides to the 

annealed primer based on the two target single-stranded DNA 

(ssDNA) templates, resulting in an exponential amplification of 

target strands, and production of fluorescence signals.(7)  

For example, the droplet microfluidics approach based on 

the amplification of individual target biomolecules in 

monodisperse nano-liter sized droplets has been a useful tool 

for quantitative and high-throughput single-molecule 

analysis.(20) For the quantification of target nucleic acids, 

droplet digital PCR (ddPCR) has been developed and 

commercialized recently, such as QX200 from Bio-Rad and 

RainDrop from RainDance.(21)  The QX200 ddPCR divides a 20 

µL mixture of sample and reagents into ~20 000 water-in-oil 

nanoliter-sized partitions based on droplet microfluidics, 

resulting in encapsulation of individual DNA/RNA molecules 

within droplet partitions.  After the PCR amplification cycles 

take place in each partition, droplets containing mutant or 

wild-type allele(s) are distinguished by fluorescence, followed 

by a quantification of the target DNA copies based on Poisson 

statistics.(22)  

 More recently, there has been an increasing focus on the 

development of low-cost, rapid, easy-to-use, and point-of-care 

(POC) compatible detection methods. To precisely and 

efficiently control the droplet generation, fusion, mixing, 

analysis, and sorting, many technologies have been developed 

with variations in the droplet materials or the microfluidic 

structures. For single protein detection, pursuing an idea 

similar to ddPCR, Shim et al. demonstrated a multilayered 

microfluidics platform to ultra-rapidly generate femtodroplets 

that encapsulate a biomolecular complex tagged with a 

reporter enzyme (Fig. 1a). These femtodroplets are stored and 

isolated in micron-scale traps while the enzymatic reaction 

occurs. Finally, the droplets containing biomolecules exhibit a 

positive fluorescence signal that provides a digital readout in 

10 minutes.(23) 

Other than the droplet microfluidics approach, microfluidic 

implementation methods have also been developed. In 2009, 

Ismagilov et al. first described the “SlipChip” technology, 

where two glass substrates with microcompartments are 

simply “slipped” together for handling and manipulating 

samples or reagents.(24) The SlipChip technology has been 

applied for the ultrasensitive quantification of λDNA and 

hepatitis C viral RNA in nanoliter volumes with isothermal 

amplification by unmodified camera phones.(25) Furthermore, 

a multi-step SlipChip has been developed and applied for 

generating serial dilutions with a series of simple sliding 

motions to extend the dynamic range of viral load 

quantification.(26) More recently, Yeh et al. reported a self-

powered integrated microfluidic POC low-cost enabling 

(SIMPLE) chip technology as a lab-on-chip alternative for the 

digital PCR technique, which integrates sample processing, 

fluid handling, signal amplification and digital detection (Fig. 

1b).  With amplification initiator patterned on the chip, the 

plasma is separated automatically with a defined microcliff 

structure, and fluids are pumped by a vacuum battery. The 

SIMPLE chip demonstrated an on-site 30-minute quantitative 

nucleic acid detection using whole blood samples without 

sample preparation.(4) Another recent notable example is a 

multiplexed digital-analog microfluidic diagnostic developed by 
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Maerkl et al., which is based on standard ELISA and 

mechanically induced trapping of molecular interactions 

(MITOMI).(27) The hybrid detection mode enables a broader 

dynamic range and a lower limit of detection (LOD), and 

achieves highly sensitive detection of 3-4 protein biomarkers 

in quadruplicate in 16 independent microfluidics unit cells with 

a single 5 µL whole blood sample.(28) 

The Single-Molecule Array (SiMoA) initially developed by 

Walt et al represents another promising approach for 

measuring subfemtomolar concentrations of biomarkers (Fig. 

1c).(18, 29-31) Here, single biomolecules in patient samples 

are captured by magnetic microscopic beads (one or zero 

target molecules per bead), then the complexes are labelled 

with a fluorescent enzymatic reporter. Next, the beads are 

distributed into 40-femtoliter well arrays (one bead per well) 

for isolation, and fluorescence signals generated by single 

enzymatic amplification are detected and counted. The 

number of the molecules in the sample can be determined by 

the counts of fluorescent wells based on Poisson statistics. The 

SiMoA approach has been applied for the detection of proteins 

in serum at subfemtomolar concentrations,(5) and for use in 

HIV diagnosis,(32) cytokine detection,(33) and protein 

expression tracking in single cells.(34) The strategy was also 

utilized to detect DNA and microRNA at femtomolar 

concentrations,(35, 36) and bacterial DNA at attomolar 

concentrations.(37) More recently, a multiplexed SiMoA has 

been utilized for detecting six cytokines in blood,(38) and was 

later integrated into a rapid and fully automated laboratory 

instrument capable of multiplexed detection of up to ten 

different proteins with an average sensitivity more than 1200-
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fold higher than that of conventional ELISA.(39) Other than 

SiMoA, Levene et al studied single-molecule dynamics at 

micromolar concentration using arrays of zero-mode 

waveguides with subwavelength holes in a metal film, which 

allowed optically efficient, and highly parallel analysis.(40) To 

directly observe single-molecule enzymatic activity, enzymes 

were immobilized onto the bottom of the waveguides, and 

solutions containing fluorescently tagged ligand molecules 

were introduced to create bursts of fluorescence. Zero-mode 

waveguides have been applied to observe the enzymatic 

synthesis of double-stranded DNA by DNA polymerase and can 

be a powerful tool for wide variety of enzyme analysis at 

single-molecule levels. 

Meanwhile, extensive efforts have been made in 

developing high-throughput and ultrasensitive flow cytometry 

technology with enhanced single molecule detection(41, 42) 

and multiplex fluorescent analysis.(43)  

Flow cytometry can also be combined with enzymatic 

amplification for digital resolution biomolecular sensing.   The 

abcam Fireplex technology for miRNA detection (44) has a 

multiplexing capability through barcode identification using 

labelled hydrogel particles. First, target RNA analyte is 

captured and then ligated to labelled adaptors through an 

enzymatic reaction. After rinsing and eluding the unligated 

adaptors, the labelled target strands are further conjugated 

with biotin tags at the end through another round of 

enzymatic reactions and then recaptured by the hydrogel 

particles for signal readout on the flow cytometer. Finally, both 

barcode information on the hydrogel particles and 

positive/negative report of the target molecules are acquired. 

This method has achieved a sensitivity ~1 nM of up to 75 

targets from a single well. Recently, an upgraded technology 

by abcam called Firefly particle technology has increased the 

detection limit to the femtomolar range. This method uses an 

amplification method without extra labelling and recapturing 

steps to significantly reduce the assay time compared to 

Fireplex particles.(45) 

Several flow cytometry-based approaches using enzyme or 

chemical based fluorescent amplification have also 

demonstrated digital resolution detection of biomolecules. 

Examples include the application of traditional DNA 

amplification methods based on rolling circle amplification,(46, 

47) or enzyme-free methods (e.g., hybridization chain 

reaction(48) and toehold strand exchange(49)). 

Recently, Smith et al. reported using commercial-grade 

flow cytometers to detect single short-stranded miRNA-375 at 

47 femtomolar concentration by labelling RCA extended 

analytes with multiple distinct fluorophores (Fig. 2(a)).(50) 

Such a  labelling strategy provided a 1600-fold signal-to-noise 

ratio across 4 orders of magnitude, which is 100-fold greater 

than PCR. In addition, this technology demonstrated high-

dimensional multiplex detection of multiple miRNA sequences 

in one pot by multispectral fluorescence. Similarly, Gao et al. 

developed a sandwich-type immunoassay using suspended 

beads to detect multiple tumor biomarkers via the rolling circle 

amplification(51). Detection antibodies conjugated with DNA 

primers triggered rolling circle reactions once bound to the 

immunocomplex where long single-stranded DNAs were 

generated by a closed circular DNA template, and thousands 

copies of fluorescent molecules were captured. This method 

achieved a femtomolar detection limit for multiple biomarkers 

(e.g., α-fetoprotein, prostate specific antigen and 

carcinoembryonic antigen) and a significantly enhanced 

dynamic range (~5 orders of magnitude increase) compared to 

traditional bead assays.  

Another representative work using elongated DNA tags 

(Fig. 2(b), by Zhu et al.) in sandwich-type immunoassays 

applied a deoxynucleotidyl transferase (TdT)-initiated 

template-free DNA extension method to detect prostate 

specific antigen (PSA) protein at a concentration in the 

femtomolar range(52). In this work, PSA antigens are first 

captured by detection antibodies on both magnetic beads 

(MBs) and gold nanoparticles via the sandwich-type 

immunoreaction. Afterwards, TdT recognizes the immobilized 

gold nanoparticles which carry large amounts of 

oligonucleotides with 3’-OH termini and then induces the 

template-free poly(T) DNA chains. These long polymerized tails 

on the bead thus can hybridize fluorescently labeled poly(A) 

sequences, resulting a high fluorophore accumulation and 

signal amplification. It is worth noting that by using a 

template-free and sequence-independent extension of DNA 

tags, the simplified DNA amplification process can greatly 

enhance the efficiency of flow cytometry analysis. However, 

this method requires enzymes to catalyze the amplification of 

DNA tags, which prevents the application for multiplex and 

high-throughput detection.  

In contrast, a crosslinking hybridization chain reaction 

(HCR) method based on Foster resonance energy transfer 
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(FRET) detection has been applied in flow cytometry for 

intracellular imaging of a miRNA biomarker shown in Fig. 

2(c).(53) In this method, a streptavidin scaffold was used to 

form a well-expanded DNA nanotetrad structure to enable in 

situ HCR, where two biotinylated hairpin probes crosslinked to 

each other to induce FRET reaction. Once bound to the target 

miRNA, one hairpin probe (H1) extends and initializes a 

hybridization cascade that crosslinks both hairpin probes (H1 

and H2) to form 3-dimentional hydrogel networks. In such 

crosslinked network, Cy3 fluorescence donors on H1 probe 

and Cy5 acceptors on H2 probe are pulled close enough to 

activates the FRET signal, which indicates the presentation of 

the target miRNA. It is worth noting that such HCR 

amplification improves the accuracy of imaging due to the 

precise control of nanotetrad structure and probe 

concentrations. The crosslinking of two hairpin probes with 

high spatial resolution for imaging further avoids false signal 

reports and provides enhanced sensitivity. Thus, this method 

has advantages in ultrafine intracellular imaging using flow 

cytometry in comparison with enzyme-based DNA imaging due 

to fast initiation of crosslinking hybridization networks and 

precise spatial resolution.  

In addition to nanotetrad structures incorporating hairpin 

probes for ultrasensitive flow cytometric imaging, another 

enzyme-free example of crosslinking DNA hairpin probes on 

biotin-streptavidin beads via toehold strand displacement has 

demonstrated highly selective and sub-femtomolar detection 

of human telomerase (hTR) via toehold strand displacement. 

In Fig. 2(d), Xu et al. prepared two types of hairpin DNA probes 

that can hybridize the target hTR DNA. In the presence of hTR, 

the first type of hairpin DNA probe (H1) on the bead unfolds 

and hybridizes with hTR.(54) This hybridized complex served as 

a toehold strand to unfold and hybridize the second type of 

hairpin DNA probe (H2), resulting in the sequential toehold 

replacement of hTR. The released hTR further catalyzed the 

replacement of the H1 probes with the H2 probes through 

toehold exchange until the bead was fully covered with double 

stranded H2 DNA molecules. The second type of hairpin DNA 

was pre-conjugated with fluorophores and thus the 

accumulated fluorophores on the bead can be detected by the 

flow cytometer.  

3. Single-Molecule Detection by Electrochemistry 

 

3.1. Nanopores 

Inspired by the Coulter counter(55, 56) and molecular transport 

across biological pores,(57, 58) the idea of recording transient ionic 

current changes to detect individual charged biological molecules 

that are driven electrically through a nanoscale electrolyte-filled 

aperture (nanopore) dated back to the 1990s.(59) A single molecule 

traversing a nanopore partially blocks the channel and causes a 

transient decrease in the ionic current across the nanopore. 

Biological(9, 60) and solid-state(9, 61, 62) nanopores have since 

been developed for single-molecule detection of nucleic acids,(63-

71) proteins,(72-82) peptides,(83-87) among which sequencing(63, 

88, 89) is the most well-known application. The properties of a 

target molecule, such as its size,(85, 90, 91) structure(75, 79, 86, 92) 

and kinetics,(74, 77, 83) can be extracted from statistical analysis of 

the amplitudes, durations, frequencies and shapes of the signals.(9, 

66, 81, 93) 

Although nanopore biosensors were initially conceived as a 

label-free ionic current sensing technique, nanopores can also be 

integrated with tunnelling current detection,(87, 94-97) optical 

detection,(98-109) force measurement,(110, 111) and field effect 

transistors (FETs).(112-115) The first electrode-free nanopore DNA 

sensor based on passive diffusion and fluorescence readout 
emerged recently as well.(116) 

Sze et al. performed single-molecule multiplexed direct 

screening of proteins in human serum,  using aptamer-modified 

DNA carriers that bound to specific target proteins and produced 

unique ionic current signatures in a quartz nanopore, without the 

need for expensive labelling methods and extensive sample pre-

treatment.(80) The use of DNA as a carrier enables efficient 

transport of proteins through the nanopore and better control of 

the transport rate. However, this method requires that the 

corresponding biomarker must be sufficiently large to ensure the 

imposed signal from a bound target can be distinguished from that 

of the carrier. To address the challenge, Cai et al. integrated 

nanopore sensing with a single-molecule fluorescence 

microscope.(105) Molecular beacons (MBs) were designed and 

incorporated into the DNA carrier to screen for proteins and 

complementary DNA (cDNA) much smaller than the size of the 

nanopore. A MB remains in its quenched state until binding to the 

target restores its fluorescence. Both the ionic current and 

fluorescence intensity time traces for single molecules were 

collected in a synchronized manner while the carriers translocated 

through the nanopore. The electro-optical detection helps to 

distinguish between signals of bound targets and false positives 

from folds or knots in the DNA carrier. The hybrid platform can 

detect 1 pM cDNA in 10% urine and 0.1 nM thrombin in 5% human 

serum.  

Nanopore sequencing of proteins is still a challenge, as proteins 

with 20 amino acids are more complex than DNA with four bases 

and proteins are heterogeneously charged.(73) Ionic current 

detection of amino acids in an aerolysin nanopore with a short 

polycationic carrier was reported recently, which may pave the way 

to single-molecules protein sequencing.(117) The aerolysin 

nanopore slows down and fully confines a carrier-bound amino acid 

inside its sensing region (~2 nm), which makes each amino acid 

spend sufficient time in the nanopore for single-molecule 

measurement. The authors linked each amino acid to a carrier 

peptide comprising seven arginines, whose net positive charge 

ensures unidirectional electrophoretic transport of amino acids 

across the nanopore. Distinct ionic current signals have been 

observed directly in the nanopore for 13 of the 20 amino acids from 

a mixture. The authors further proposed to use chemical 

modifications of amino acids and nanopore engineering to identify 

the remaining seven amino acids. 

With progress on controlling molecular transport through 

nanopores (69, 77, 118-123) and fabrication(124-126) that improve 

selectivity, sensitivity and robustness, the capacity of nanopore 

technology is expanding for both basic research and clinical 
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applications.(127, 128) Oxford Nanopore Technologies released the 

first commercial nanopore sequencer (MinION) in 2014.(129) The 

pocket-sized devices enable long reads and rapid in situ 

detection,(130, 131) even at remote areas with limited 

resources.(132, 133) The MinION device has been used to detect 

bacteria,(134, 135) viruses,(134, 136) and antibiotic resistance 

genes(135, 137) in clinical samples. In 2015, blood samples of 142 

Ebola patients were sequenced using a MinION field sequencing kit 

in Guinea, providing real-time genomic surveillance of the Ebola 

epidemic. (132)  

 

3.2. Carbon nanomaterials-based biosensors 

Carbon nanomaterials (1-100 nm) offer larger surface-to-volume 

ratio, faster electron transfer kinetics, enhanced interfacial 

adsorption and electrocatalytic activity, compared to traditional 

electrochemical sensor materials.(8, 138) These advantages make 

carbon nanomaterials helpful for addressing some of the key 

challenges in biosensing. For example, carbon nanomaterials with 

high conductivity and enhanced interfacial adsorption can be used 

on the biosensing interface to improve the sensitivity of detecting 

biorecognition events.  Fast electron transfer in carbon 

nanomaterials can also decrease the sensor response time. There is 

increasing interest in incorporating carbon nanomaterials, such as 

graphene and carbon nanotubes (CNTs),(139) into advanced 

biosensors. When target biomolecules approach a carbon 

nanomaterial-based sensor, they can modify the sensor 

conductance to generate an output electric signal.  For example, 

the surface charge of the target molecule can introduce a gating 

potential on the CNT; the charge transfer between carbon 

nanomaterials and biomolecules leads to a change in current; or the 

molecule can introduce a scattering potential across carbon 

nanomaterials, or modify the Schottky barrier between carbon 

nanomaterials and metal electrodes.(140)  

CNTs are hollow cylindrical tubes made of graphene sheets, 

which are classified as singled-walled (SWNTs) or multi-walled 

carbon nanotubes (MWNTs) depending on the number of graphene 

layers in a tube.(141) The unique properties of CNTs have been 

intensively studied for biomedical applications,(142) including CNT-

based electrochemical biosensors.(8, 143-147) Following the early 

integration of CNTs into FETs,(148-150) CNT-FETs were adapted for 

biosensing(151) and realized single-molecule detection of DNA-

hybridization dynamics,(152) enzymatic turnover of glucose 

oxidase(153) and lysozyme.(154-156) Apart from electrochemical 

sensing, CNTs have been used as optical biosensors (142, 157) and 

enabled detection of chemical reactions,(158) protein,(159) 

hydrogen peroxide,(160, 161) nitroaromatics(162) and nitric 

oxide(163) at the single-molecule level. Furthermore,  real-time 

label-free detection of single proteins secreted from individual 

bacteria and yeast cells has been achieved by fluorescent SWNT 

sensor arrays.(164) 

4. Single Molecule Detection by Nanoparticle Tags 

Nanoparticle (NP) tagging is a burgeoning direction in 

quantitative single molecule detection, due to the unique 

physical/chemical properties and flexibility offered by 

nanomaterials. For instance, the nanometer-scale dimensions 

of noble metal nanoparticles, in combination with their 

abundance of free electrons, offers light confinement smaller 

than the diffraction limit and thus high sensitivity assisted by 

surface plasmons(165). Nanoscale light emitters such as 

quantum dots and upconverting nanoparticles, on the other 

hand, provide a robust luminescent platform for biosensing 

with excellent contrast of signal to background noise. Apart 

from providing unique optical properties, nanoparticle tags 

can also address the challenge of diffusion-limited assay times. 

For example, magnetic nanoparticles can be dispersed in the 

liquid sample for rapid scavenging of scarce analytes, and 

subsequently manipulated by an external magnetic field to 

move towards the transducer for rapid detection.(166-168) In 

addition, recent advances in nanofabrication and synthesis not 

only allows for precise control of the dimension and 

morphology of nanoparticles, but also for precise engineering 

of core-shell structures as well as particles with anisotropic 

surfaces (also known as Janus particles). As a result, 

nanoparticles of heterogeneous composition can integrate the 

advantages of various materials and yield innovative 

biosensing strategies featuring both high sensitivity and fast 

response time. 

 One of the new frontiers in single molecule biosensing is to 

break down the ensemble signal from the sensor/transducer 

into individual signals. As long as the target molecule is 

sparsely populated in the sample volume, the “digital” 

technique provides insights into the quantitative analysis on 

the distribution as well as the dynamics of the target 

molecules. In order to achieve parallel monitoring over a large 

sensing area, widefield microscopy is often utilized for digital 

biosensing where nanoparticles are used as individual 

reporters. Here, the nanoparticles not only provide clear signal 

contrast above the background, but also open up the 

opportunity for multiplex sensing by varying the material 

composition or the particle morphology. Here we provide a 

brief summary on the various contrast modalities offered in 

nanoparticle-based non-amplification (meaning non-enzyme) 

biosensing, followed by several biosensing strategies enabling 

single molecule detection. 

 

4.1. Contrast Mechanisms 

A clear contrast between the target signal and the non-specific 

background noise is essential for providing the accuracy and 

reproducibility in single molecule biosensing. As discussed in 

previous sections, several label-free optical sensing methods 

can reach the single-molecule level of sensitivity. However, 

these sensing methods usually have stringent requirements for 

the environment of the detection system, such as removal of 

mechanical vibrations and mitigation of temperature drift. The 

incorporation of nanoparticles as contrast agents into the 

detection system significantly reduces the complexity of the 

transducer in comparison to label-free techniques, as the 

nanoparticle signals are usually orders of magnitude higher 

than background noise. Taking the throughput efficiency into 

account, a conventional wide-field optical microscopy system 
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is an excellent sensing platform in which both a large sensing 

area and single-nanoparticle resolution can be achieved. In this 

section, the principles of various optical contrast modalities 

offered by nanoparticles will be briefly discussed, along with 

their respective applications in biosensing at the single-

molecule level. 

4.1.1 Elastic Scattering Scattering is one of the most prevalent 

contrast modalities used in single molecule detection for both 

label-free and labelled technologies. To visualize individual 

nanoparticles, dark-field microscopy is commonly utilized 

where the background is removed by a dark-field 

condenser(169) or total internal reflection excitation,(170) 

leaving only the scattered light from the nanoparticles 

captured by the camera.  

While the complete removal of the background by dark-

field microscopy yields excellent signal contrast from 

nanoparticles, observation of particles smaller than 40 nm in 

general remains challenging due to the diminishing scattering 

intensity.(171) For most nanoparticles, the scattered light 

signal can be characterized by the scattering cross sections, 

which is given by 

                                       | |                                         

(2) 

where α denotes the complex particle polarizability and 

follows 

                                            (
     

      
)                               (3) 

where λ is the wavelength of excitation light in the 

surrounding medium, R is the radius of the nanoparticle,    

and    are respectively the permittivities of the particle and its 

surrounding medium. Here it can be observed that the 

scattering cross section of a nanoparticle diminishes in 

proportion to the sixth power of its radius. 

 A direct solution is to increase the optical excitation and 

therefore the scattered intensity, which can be achieved by 

confining light with surface plasmons. Such an imaging 

method, also known as surface plasmon resonance imaging 

(SPRI), was first demonstrated by Zybin and Tao in 2010,(172-

174) where the travelling surface plasmon polaritons interact 

with individual nanoparticles on the gold surface to create 

point diffraction patterns, as shown in Fig. 3b. The real-time, 

high contrast plasmonic imaging method allows for the rapid 

digital detection of peptides,(175, 176) DNA strands(177) as 

well as polymers.(178) However, the extended point 

diffraction patterns of SPRI hinders the ability to discern 

individual nanoparticles especially when they are densely 

populated. Complex algorithms can be required to pinpoint 

the location of each nanoparticle.(179) As an alternative 

approach, nanohole array (NHA) can support a narrow 

transmission peak (EOT, extraordinary optical transmission) by 

the hybridization of the propagating and localized SPR (LSPR). 

Such EOT can be effectively attenuated at the presence of gold 

nanoparticles, resulting in the digitalized signal as shown in Fig. 

3c. Without the need for additional coupler and the presence 

of parabolic diffraction patterns, such NHA-based SPRI 

modality can be easily integrated into a point-of-care device 

for the detection of biomarkers like procalcitonin, with gold 

nanoparticle as the label (Fig. 3d).(180, 181)  

 To address the weak scattering signals from nanoparticles, 

interferometric detection measures the scattered light 

amplitude instead of directly detecting scattered light 

intensity. This is achieved by the virtue of a reference light 

beam, which when superposed onto the scattered light from 

the nanoparticles yields contrast signals that signify the 

scattered light amplitude. The scattering amplitude only scales 

with the third power of the nanoparticle radius, allowing direct 

observation of particles as small as 5 nm in diameter.(182) 
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Based on this modality, plasmonic nanorod labels were used in 

digital protein microarrays featuring high throughput and high 

sensitivity,(183, 184) with the microscopy schematic and 

results shown in Fig. 4. Moreover, the recent advancements in 

interferometric scattering microscopy have demonstrated the 

direct observation of individual biomolecules as small as 20 

kDa, (185) and therefore offers the capability to detect 

biomarkers in a real-time label-free fashion. Kukura et al 

recently measured the binding affinity between IgG and IgG Fc 

receptor, by individually counting and distinguishing them by 

the respective molecular mass via interferometric scattering 

mass spectrometry (iSCAMS).(186, 187) 

4.1.2 Absorption While the scattering cross section scales with 

the sixth power of the nanoparticle radius, the absorption 

cross section follows the form 

                                                                                         

(4) 

In combination with equation (3), it is suggested that the 

absorption cross section scales only with the third power of 

the nanoparticle radius. In other words, the absorption signal 

is in principle a more robust modality for small particle 

detection than the scattering signal. Photothermal microscopy 

exploits the absorption characteristics of plasmonic 

nanoparticles. A time-modulated laser beam tuned close to 

the LSPR wavelength is used to slightly heat the nanorod and 

the surrounding liquid.  This causes a temporal modulation of 

the RI of the probed volume, which can be picked up by the 

detection laser beam using a sensitive lock-in technique.(171)  

A photothermal image of nanoparticles as small as 5-nm in 

diameter is shown in Fig. 5(a).(188) 

 While photothermal microscopy can resolve very small 

nanoparticles, the power density to resolve these particles is 

generally very high (Fig. 5(b)), ranging from tens of kW/cm
2
 to 

several MW/cm
2
 thus imposing the risk of denaturing 

biomolecules. This challenge can be addressed by amplifying 

the nanoparticle absorption cross section through the 

cooperative plasmonic-photonic coupling effect. Among all of 

the photonic resonators, photonic crystals (PCs) are a category 

of extended resonators that hold extraordinary promise for 

digital resolution biosensing and microscopy.(189) A photonic 

crystal is a periodic arrangement of dielectric permittivity 

which can produce many of the same phenomena for photons 

that the atomic potential produces for electrons.(190) By 

adjusting the parameters/materials of the PC, the flow of light 

can be manipulated to enhance light-matter interactions.  

Specifically, the interference of light in a periodic lattice can 

result in the exclusion of some frequencies (photonic 

bandgap), but the propagation of others. By utilizing the 

surrounding PC structure  

for light confinement, gold nanoparticles that spatially and 

spectrally overlap with the PC substrate yields a 10-fold 

amplification in the absorption efficiency,(191) as shown in Fig. 

6(a). The synergistic coupling between the gold nanoparticle 

and the PC substrate leads to the capability to observe 

individual gold nanoparticles using a conventional inverted 

optical microscope, as the enhanced NP absorption can 

attenuate more reflected light into the objective while causing 
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a bathochromic shift in the PC resonance frequency (Fig. 6(b)). 

By using resonantly matched plasmonic nanoparticle tags, the 

quantification of microRNA sequences as well as other 

biomarkers such as p24 proteins can be obtained by counting 

the captured nanoparticles within the field of view (Fig. 

6(c)).(192, 193) 

4.1.3 Emission Nanocrystals such as quantum dots (QDs) and 

upconversion nanoparticles (UCNPs) are a unique type of 

optical nanomaterial due to their capability to convert 

excitation photon energy, which yields excellent signal 

contrast and allows for a wide range of applications like super-

resolution microscopy(194) and background-free 

biosensing.(195-197) Compared to conventional chemical 

fluorescent labels, nanocrystals have superior performances in 

regard to quantum yield and resistance against 

photobleaching.  

QDs are nanoscale semiconductor crystal particles, whose 

free electrons can be excited by external photons and produce 

photons with specific energy through interband radiative 

recombination. With advantages such as size-tunable 

photoluminescence, wide absorption spectrum and sharp 

emission linewidth, QD are widely used reporters in the field of 

single molecule detection. For example, in 2006 Nie and co-

workers successfully detected individual proteins and nucleic 

acids pinpointed by the dual-color fluorescence coincidences 

based on two-sided sandwich assays.(198)  

Apart from color-coded methods, fluorescence resonance 

energy transfer (FRET) has also been extensively used for the 

study of single molecule interactions. In FRET-based assays, 

non-radiative energy transfer between two fluorescent dye 

molecules (termed donor and acceptor) and reports the 

intervening distance, based on energy transfer efficiency. The 

donor dye is first pumped by an excitation laser and raised to a 

higher energy state. Depending upon the proximity, the donor 

dye either transfers energy to an acceptor dye and allows the 

acceptor to emit a photon (close proximity dye, FRET) or 

directly emits low intensity fluorescence by itself though 

spontaneous emission (distance dye, No FRET). The ratio of 

acceptor intensity and the total emission intensity depends on 

the proximity between the two fluorophores. Single-molecule 

FRET (smFRET) has been widely used to detect small 

molecules,(199) proteins,(200) and nucleic acids.(201-204) 

Zhang et al demonstrated a QD-FRET DNA nanosensor at the 

single molecule level, where the target DNA is sandwiched 

between the 605 QD/Cy5 FRET pair, therefore allowing the 

non-radiative excitation of Cy5 fluorophore.(205) This 

approach also allows for multiplex DNA assays by selection of 

specterally distinuishable fluorophores.(206) 

Doped with lanthanide ions, UCNPs can up-convert two or 

more photons into one higher-energy photon. Unlike other 

non-linear optical processes, up-conversion by UCNPs can be 

efficiently achieved at low excitation density and near-infrared 

wavelength, ameliorating photodamage and autofluorescence 

effects.(207) Most UCNP-based biosensing assays are based on 

FRET interactions, where plasmonic gold nanoparticles(208) or 

graphene(209) are used as up-converted photon energy 

quenchers. The presence of the target molecules, such as 

nucleic acid sequences,(210, 211) proteins(208) or other 

biomarkers,(212-215) can either form or separate a UCNP-

quencher pair, which can be monitored via spectroscopy. 

Recently, UCNPs were also used as luminescent labels in so-

called upconversion-linked immunosorbent assays (ULISAs), 

where individual UCNPs indicate single analyte 

molecules.(216) Through this approach, a limit of detection in 

the femtomolar range concentration was achieved for the 

cancer biomarker prostate-specific antigen(217) and serine 

protease thrombin.(215) 

4.1.4 Surface Plasmonic Resonance Plasmonic biosensors, 

with their optical properties that include high extinction 

coefficient and enhancement in Raman and fluorescence 

signals, are widely applied for single molecule biodetection. As 

mentioned in the previous sections, contrast mechanisms like 

scattering and absorption are compatible with plasmonic 

resonators. The light-stimulated surface plasmons of 

plasmonic biosensors are highly sensitive to external 

perturbations such as the attachment of a biomolecule or 

another plasmonic nanoparticle.(218) Surface plasmon 

resonators in general can be categorized into either 

propagating SPR (PSPR)(219) or localized SPR (LSPR),(220) both 

of which have recently gained attraction in single molecule 

detection.  

For detection of individual molecules, their signals are 

usually overwhelmed by noise in direct detection methods. In 

this case, the most conventional approach is the sandwich 
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immunoassay, in which the target analytes are captured by the 

antibodies on the sensor surface and then labelled by 

reporters such as plasmonic nanoparticles. Another innovative 

single molecule detection technique exploits the coupling 

phenomenon between two plasmonic nanoparticles tethered 

by a probe molecule, also known as the plasmonic ruler.(221) 

Upon the arrival of the target molecule, the interparticle 

separation can be altered as a result of analyte binding,(222) 

DNA hybridization(223, 224) and other deformation 

effects.(225, 226) As illustrated in Fig. 7, since the scattering 

spectrum of the dual-particle system is a function of 

interparticle distance, real-time high-throughput single 

molecule detection can be achieved by monitoring the 

colorimetric shift (or scattered light intensity by 

monochromatic excitation) of each plasmonic ruler using a 

dark-field microscope. The plasmonic ruler approach has been 

applied to the detection of nucleic acids(224, 227) and their 

interaction with proteins,(225, 228) as well as conformational 

dynamics of complex-structured protein molecules.(229, 230) 

 

4.2. Sensing Principles 

Assisted by nanoparticle labels, the requirements of 

throughput and temporal response can be simultaneously 

satisfied especially in comparison with most label-free 

techniques. The requirements are essential for single molecule 

biosensors to perform massively parallel detection under a 

reasonable time-span. Recently, attempts in single molecule 

assays have been focused on digital readout by breaking down 

the conventional ensemble (or “analog”) measurements into 

individual indicators, or on the binding kinetics of target 

molecules in pursuit of higher specificity. 

4.2.1 Spatial Detection One of the most prominent advantages 

of digital assays is outstanding sensitivity and wide dynamic 

range of detection. As demonstrated by Smith and co-workers, 

by combining ensemble signal measurement and counting 

individual fluorophores under TIRF microscopy, a 1000000-fold 

dynamic range of molecular quantification down to the 

femtomolar level can be achieved for cancer associated miRNA 

biomarkers.(231) Another benefit brought by digital detection 

is the potential for in situ multiplex detection by using 

nanoparticles with distinguishable properties as labels for 

different target molecules. Besides previously mentioned 

color-coded QDs, plasmonic nanoparticles of different 

compositions (and therefore different scattered colors) can 

also be used for labels in multiplexed single molecule 

detection.(232) Finally, by tracking the kinetics of each 

nanoparticle label over time, digital assays can effectively 

remove nonspecific background binding and redundant 

signals.(184) 

4.2.2 Dynamic Detection Spatial detection on individual labels 

provides ultrasensitive detection mostly by probing the "end-

points value" when reactions reach equilibrium. The 

incubation time for assays to provide such readouts is limited 

by diffusion-driven mass transport, which usually ranges from 

2-12 hours. For example, the NanoString assay requires 

overnight incubation for the capture-target-probe complex 

binding reaction. In contrast, sampling the transient 

interaction of a fluorescent probe with the surface-bound 

target also can generate the specific time-dependent digital 

signals of fluctuations in fluorescence for various targets with 

different energy stability.  

A recent new approach called single-molecule recognition 

through equilibrium Poisson sampling (SiMREPS)(233, 234) has 

been developed: by monitoring the repetitive interactions of a 

fluorescent probe with surface-immobilized targets, the 

SiMREPS technique can provide ultra-specific detection with 

single-molecule and single-nucleotide sensitivity.(235) In 

SiMREPS, instead of detecting the total fluorescence 

originating from the irreversible binding event of a fluorescent 

probe to target DNA, the repeated transient interaction has 

been measured through time. The small differences in the free 

energy of different binding events can be distinguished by 

their unique“kinetic fingerprint” during dynamic association 

and dissociation.  Even more, this type of characterization 

provides a solution to practical biosensing challenges that 

quantitatively discriminate between the specific binding signal 

and non-specific binding background signal, and in turns, to 

achieve high specificity for SNVs (single-nucleotide 

variants).(233, 235, 236) 

5. Label-Free Optical Biosensing 

In the previous sections we described technologies in which 

labelling a target molecule with fluorescent or nanoparticle 

tags can significantly increase signal contrast over the 

background fluctuations and offer ultrahigh sensitivity. 

However, in the study of intrinsic molecular dynamics, an 

exogenous tag can be a nuisance.  For example, tethering a tag 

of a commensurate size can influence the free motion of 

molecules, occlude binding sites, or alter the native states of 

the molecule.  Also, fluorescent tags often suffer from 

photobleaching and hence limit the observation time length.  

In contrast, in the absence of tags, a label-free biosensor offers 

an alternative to investigate native molecular biophysical 

interactions or biochemical reactions, in real time and with 

improved stability. In general, when target molecules bind to 

the receptors immobilized on a label-free sensor, they induce a 

small change of the dielectric permittivity in the vicinity of the 

sensor, mass loaded on the sensor, or electric potential 

applied to the sensor, which can in turn trigger an optical, 

mechanical, or electrical response of the sensor.  Trace 

numbers of molecules gathered on the sensor can be detected 

when they generate a signal above the background noise.  For 

instance, initial concentration of amplified DNA molecules 

ranging from 1 fM to 1pM can be detected using a nanofluidic 

diffraction grating.(237)  The nanochannels embedded in the 

microfluidics diffract an incident laser beam as a function of 

the local refractive index profile.(238, 239)  As molecules 

accumulate on the grating, the refractive index changes and 

results in a change in the diffracted light intensity at the 

photodiode detector.(240)     

 Recently advances in label-free sensing have pushed the 

sensitivity to the digital-resolution level, in which an individual 
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molecule produces a discrete jump in the time-depended 

signal, or a digitalized signal in a microscopy image.  

Importantly, different from counting the multi-valent 

conjugated tags and inferring molecule concentration based 

on Poisson statistics,(18) the label-free technology allows for a 

direct quantification of individual target molecules, and offers 

an unprecedented opportunity to observe the intrinsic 

molecular reactions with single-molecule resolution.  By 

exploiting the strong interaction between light and matter, 

nanoscale/microscale optical sensors have demonstrated 

excellent sensitivity and hold important promise for diagnostic 

applications.  In this section, we will focus on the label-free 

optical sensing technologies. 

The perturbation to the optical field induced by a molecule 

can be captured by an optical resonator in the form of 

resonant frequency detuning or mode splitting.  The dramatic 

mismatch between the wavelength of light (400 -700 

nanometers in the visible range) and the size of a molecule (a 

few nanometers) implies that light–molecule interaction is 

inherently weak.  To boost their interactions and increase the 

molecule backaction on the electromagnetic field, two routes 

have been intensively pursued.  First, surface plasmon 

resonance (SPR) in noble metals can shrink the wavelength of 

light down to molecular length scales. As a nanoparticle 

concentrates and amplifies the optical field in a nanometre-

sized “hotspot”, the spatial overlap between the light and 

molecule can be significantly increased.(241)  Second, a 

dielectric microcavity can trap light and extend the time it 

interacts with a molecule.  The temporal confinement of light 

is characterized by the quality factor (Q-factor) of a 

microcavity, defined by the ratio of resonance frequency and 

linewidth.(242)  For example, a photon in a microsphere 

resonator with a Q-factor of 10
8
 (at wavelength 600 nm) can 

be trapped for ~ 30 ns and travel 10 m before it is lost.  If the 

round trip of the microsphere is 100 μm, then the photon can 

interact with the target molecule 10
5
 times.  Based on these 

plasmonic or high-Q sensing principles, or a hybridization of 

both schemes,(243-246) various optical sensors have been 

developed recently that realized single-molecule or digital 

resolution biosensing. 

 

5.1. Plasmonic nanosensors 

Noble metal nanostructures that support LSPR enabled surface 

enhanced Raman spectroscopy (SERS) of single 

molecules,(247) surface enhanced infrared absorption (SEIRA) 

spectroscopy of a monolayer of molecules,(248) and enhanced 

fluorescent biosensing.(249)  The readers are referred to 

recent review on plasmonics for biosensing.(1)  A metal 

particle with a diameter of a few tens of nanometres that is 

excited at its SPR wavelength can function as an optical 

nanoantenna, which amplifies and focuses light to molecular 

dimensions in much the same way as a television antenna is 

able to couple radio frequency electromagnetic waves to a 

receiver.(250, 251)  In label-free sensing, the intense LSPR field 

is tuned by biomolecule-induced refractive index (RI) changes.  

As a molecule binds to the receptor functionalized on a gold 

nanorod (AuNR), it perturbs the local RI and consequently 

induces a red shift in the LSPR  wavelength(252).   

Orrit and colleagues utilized an ingenious photothermal 

measurement scheme (171) as discussed in section 4.1.2 to 

resolve the miniscule LSPR shift caused by the binding of single 

biomolecules through their effect on the optical absorption 

spectrum.  The AuNR is coated with biotin receptors and is 

used to detect the binding of single proteins of various sizes 

(Fig. 8(a)).  The recorded photothermal time-traces exhibit 

clear steps at distinct time points, which strongly indicate 

discrete single-molecule binding and unbinding events (Fig. 

8(b)).(253)  This interpretation is further evidenced by a linear 

dependence of the average step size and the molecular weight 

of the probed proteins, as well as an excellent agreement 

between the experiments and electrodynamics simulations.   

Alternatively, Sönnichsen et al. utilized optical dark-field 

microscopy to rapidly track the scattering signals of individual 

AuNRs, and demonstrated single protein binding dynamics on 

a millisecond timescale.(254)  Similarly, total-internal-

reflection microscopy was utilized to simultaneously monitor 

hundreds of AuNRs with single molecule sensitivity, in which 

the plasmon shifts are observed as stepwise changes in the NP 

scattering intensity.  Zijlstra et al. studied an antibody–antigen 

interaction and find that the waiting-time distribution is 

concentration-dependent and obeys Poisson statistics. The 

ability to probe hundreds of nanoparticles simultaneously will 

provide a sensor with a dynamic range of seven orders of 

magnitude in concentration and will enable the study of 

heterogeneity in molecular interactions.(255) 

In addition to RI sensing, the dramatically strong field 

gradients and large local intensities associated with a 

plasmonic nanostructure give rise to the nano-optical trapping 

effect.(256)  Nanoscale objects can be confined to 

subwavelength regions using nanostructured plasmonic 

traps.(257)  Gordon et al. used an double-nanohole (DNH) 
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aperture milled using a focused ion beam in a 100 nm Au film 

to measure label-free single-molecule dynamics.(258, 259)   

The trapping of an individual protein to the DNH registers an 

abrupt increase in the transmission intensity due to dielectric 

loading on the metal aperture.  The authors studied the 

binding dynamics of human serum albumin (HAS) to 

tolbutamide and phenytoin.  As a ligand induces a 

conformation change in the target protein molecule and 

consequently alter its polarizability, the protein–small 

molecule binding events can be identified from the discrete 

jumps in the transmission intensity.(260) The dissociation 

constants of the protein–small molecule interaction were 

extracted from the residence times of the HAS molecule in the  

bound and unbound states,(261) and were in good 

agreements with literature reports. 

 

5.2. High-Q dielectric resonator 

High-Q dielectric optical microcavities(262) represent another 

category of biosensors with extreme precision.  Light can be 

guided on the circumference of microspheres,(263) 

microtoriods,(264) bottles,(265) and microdisks(266) through 

total internal reflection, forming a whispering gallery mode 

(WGM) resonance characterized by a standing wave electric 

field profile.  WGM Q-factors of 10
6-7

 are common in 

biosensing applications.(267) The WGM resonance is typically 

excited and probed by a tapered-fibre or prism.(268) A WGM 

resonator can detect nanomaterials based on the following 

three mechanisms. First, the WGM frequency detunes to the 

red in response to the refractive index change, known as the 

reactive sensing principle.(263) Second, a NP lifts the 

degeneracy between the clockwise (CW) and counter-

clockwise (CCW) WGMs and generates double peaks in the 

transmission spectrum.(268) Third, the NP-induced scattering 

or absorption can broaden the WGM resonance 

linewidth.(269) Sensing of biomolecules,(270) single plasmonic 

NPs,(271) and sizing of individual dielectric NPs(268) and virus 

particles(272) have been reported.  However, direct detection 

of single molecule binding has not been available on a pristine 

WGM cavity to date.  

 By introducing a receptor-linked plasmonic NP onto the 

circumference of a microsphere, resonance wavelength shift 

induced by subsequent analyte conjugation onto the NP can 

be amplified by orders of magnitude.  The spatial and spectral 

overlap between the LSPR of a AuNR and the WGM give rise to 

a WGM–LSPR hybridization.(191, 273) Utilizing the 

microsphere for light confinement, a WGM–NP sensor can trap 

an oscillating mode and form a localized resonance that is 

highly sensitive to the refractive index change at the sensor 

surface. The NP significantly enhances the local field intensity 

at the binding site (274, 275) and leads to a greater resonant 

frequency shift.  Vollmer et al. demonstrated unprecedented 

sensitivity of the hybrid resonator (Fig. 9), including the 

detection of single proteins,(276) single nucleic acids,(277) 

single atomic ions,(278) observation of different single-

molecular surface reaction kinetics,(279) and real-time 

observation of single enzyme–reactant reactions and 

associated conformational changes.(280)   

The photonic–plasmonic hybrid approach has also been 

adapted to improve the sensitivity of a photonic crystal (PC) 

nanobeam cavity. (281)  By trapping a gold NP inside a PC 

cavity, Quan et al. simultaneously obtained a deep 

subwavelength mode volume (            ) and a high 

Q-factor (          in buffer) in the hybrid system.   They 

observed DNA–protein interaction dynamics with single-

molecule resolution.(282)  

Alternatively, cavity optomechanics was explored to 

dramatically enhance the resolution of WGM sensors without 

compromising the effective detection area.(283) The optical 

wave cycling inside the microcavity produces a radiation 

pressure that interacts with the mechanical motion of the 

device.  When the excitation laser is blue-detuned to the cavity 

resonance, the optical wave can efficiently boost the 

mechanical motion above the threshold, resulting in highly 

 
Fig. 10 (a) Mechanism of cavity optomechanical spring sensing 
of single molecules.  (b) Mechanical spectrograms recorded with 
bare DPBS environment without proteins.  (c) With 10 nM BSA 
molecules injected, the spectrogram captures the event of a 
BSA protein detaching from the silica microsphere surface.  
Figure reproduced with permission from ref. (283) from Nature 
Publishing Group, copyright 2016. 

 
Fig. 9 (a) Experimental setup of WGM sensing platform. A gold 
nanorod enables detection of single oligonucleotides and their 
interactions. Figure reproduced from ref. (277) with permission 
from Nature Publishing Group, copyright 2014. (b) In the low-
affinity regime, the ligand molecule reacts transiently with the 
gold surface (adsorption–desorption), causing s spike like 
pattern.  (c) In the high-affinity regime, the ligand covalently 
binds to gold, causing a step pattern.  Figure reproduced with 
permission from ref. (279) with permission from Wiley, 
copyright 2016. 
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coherent optomechanical oscillation (OMO) with a narrow 

mechanical linewidth.(284, 285) The OMO frequency is in the 

microwave range and is directly dependent on the laser–cavity 

detuning.  Therefore, any perturbation to the cavity optical 

resonance frequency induced by molecules binding will be 

readily transferred to the frequency shift of the mechanical 

motion.  The sensing resolution scales not only with optical Q 

of the cavity as in conventional microcavity sensors, but also 

with the effective mechanical Q of the OMO. Consequently, 

the cavity optomechanical spring sensing is able to enhance 

the sensing resolution by six orders of magnitude, sufficient for 

single-molecule detection.  Lu et al. injected bovine serum 

albumin (BSA) in Dulbecco’s phosphate-buffered saline (DPBS) 

around the microsphere sensor.  The discrete increase 

(decrease) steps of oscillation frequency in the recorded 

spectrogram corresponds to the binding (unbinding) of a single 

BSA (molecular weight 66 kDa) with a signal-to-noise ratio of 

16.8 (Fig. 10).    

5.3. Exceptional points for exceptional sensitivities 

In a ring-shaped optical cavity, clockwise (CW) and 

counterclockwise (CCW) propagating waves resonate at the same 

frequency.  When a particle approaches the surface of the sensor 

silica ring, it couples to the resonator’s evanescent field.  As a 

result, some photons are scattered out of the cavity entirely, while 

others remain in the cavity but with reversed direction, from CW to 

CCW or vice versa.  The scattering breaks the symmetry and lifts the 

degeneracy of the resonator’s eigenmodes. Typically, the resonant 

frequency splitting is proportional to the strength of the 

perturbation, as illustrated in Fig. 11 (a, c) for a hypothetical 

complex-valued perturbation  .  Because the shape of the topology 

resembles a yo-yo-like toy called a diabolo, the degeneracy is 

termed a diabolic point (DP).   

 It has been demonstrated recently that the sensitivity can be 

enhanced by a new sensing scheme based on the non-Hermitian 

spectral degeneracies known as exceptional points (EPs).(286-289)  

At EPs, not only do resonant frequencies (eigenvalues of the 

Hamiltonian) coincide but their resonant modes (corresponding 

eigenvectors) are also matched.  Perturbing a system about an EP 

splits the degenerate mode in two, and the frequency splitting 

scales with the square root of the strength of the 

perturbation,(290) as shown in Fig. 11(b).  Therefore, the frequency 

splitting is larger than (for sufficiently small perturbations) that 

observed in traditional non-EP sensing schemes.  

 Yang and colleagues have used a WGM sensor tuned to an EP to 

detect a polystyrene NP with twice the sensitivity of a DP 

sensor.(291)  The sensor was prepared into the EP by bringing two 

silica nanotips close to the microtoroids with fine placement, such 

that they could scatter light from the CW wave into the CCW wave 

but not the other way around (Fig. 11(c)).  Therefore, the system 

exhibits fully asymmetric internal backscattering that does not lead 

to frequency splitting.  The intrinsic backscattering together with 

the backscattering induced by the target NP results in the enhanced 

complex frequency splitting, proportional to √ .  The EP sensor 

hence produces a larger frequency split than the DP sensor does 

subject to the same NPs.    
  Kanté and colleagues recently reported EPs in plasmonics and 

demonstrated that the plasmonic EP enables enhanced sensing of 

anti-immunoglobulin G (IgG),(292) as shown in Fig. 11(e,f).  Their 

system consists of a bilayer plasmonic structure made of two 

optically dissimilar plasmonic resonators array with detuned 

resonances.  The hybridization of detuned resonators leads to two 

hybrid modes with crossing and avoided crossing of both the 

resonance frequencies and loss rates, signalling the existence of a 

plasmonic EP.  Resonance splitting for different concentration of 

anti-mouse IgG for DP and EP sensors obey a linear and square-root 

law, respectively.  Larger splitting of resonances was observed for 

the EP sensor compared with the DP sensor for IgG concentrations 

smaller than 1 fM.   

5.4. Digital resolution with imaging-based data acquisition 

Traditionally, spectrometers are used to monitor 

resonance frequency from spatially limited regions and to 

quantify analyte mass accumulation using ensemble averaging.  

This presents a major challenge in that low concentration 

signals are commonly masked by the background noise.  

Conjugating the highly sensitive nanophotonic resonators with 

imaging-based, high-content data acquisition and processing 

can be leveraged to launch advanced digital resolution 

biosensors.   

As illustrated in Fig. 12, Altug and colleagues recently 

introduced a hyperspectral imaging technology that enabled 

high-throughput digital biosensing on dielectric metasurfaces 

at a level of less than three molecules per μm
2
.(293)  The 

sensor is a dielectric metasurface comprised of arrays of silicon 

metaunits with broken in-plane inversion symmetry.  It 

exhibits high-Q resonances inspired by bound states in the 

 
Fig. 11 Around a diabolic point (a) the resonant frequencies are 
split by an amount proportional to the perturbation 𝜺.  Near an 
exceptional point (b) the splitting scale with √𝜀.  Transmission 
of a diabolic WGM sensor (c) and an exceptional point WGM 
sensor (c) after adsorption of a target scatter on the surface of 
the cavity. Figures (a-d) reproduced from ref. (291) with 
permission from Nature Publishing Group, copyright 2017. (e) 
Multilayered periodic plasmonic sensor supporting EPs.  (f) 
Immuno-assay nanosensing with the plasmonic EP and DP.  
Figures (e-f) reproduced from ref. (292) with permission from 
Nature Publishing Group, copyright 2020. 
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continuum (BIC),(294) and localizes the electric fields in the 

surrounding outer volume of the nanostructures, ideal for 

sensing applications.  They employed a wavelength tunable 

laser and a CMOS image sensor to record the spatially-

resolved transmission spectra over the dielectric metasurface 

biosensor.  The hyperspectral image was essentially a data 

cube I (x, y, λ), where each xy- cross section corresponds to a 

transmission intensity map for a specific laser wavelength λ.  

Leveraging the spatial information and employing a pixel-

based thresholding method, the detection limit can be 

improved by three orders of magnitude compared to 

ensemble averaging (from 1,500 molecules to ~3 molecules).  

Furthermore, high-resolution spectra data can be retrieved 

from a single image captured at a fixed wavelength by using a 

data science technique called “hyperspectral decoder”.  The 

spectrometer-free scheme eliminates the need for bulky and 

expensive instrumentation, which is critical for point-of-care 

applications.  

Perspectives and Conclusions 

The capability for observing biomolecules and biomolecular 

binding events at the digital resolution scale represents one of 

the current frontiers in the field of biosensing.  Observation of 

the characteristics of individual biomolecular entities opens up 

a new level of detail in which statistical distributions of distinct 

binding/unbinding events can reveal the mechanisms 

underlying measurements that previously were only obtained 

using aggregates of many molecules.  In this way, digital 

resolution biomolecular analysis is similar to the tools 

developed recently for characterizing the properties and 

behaviour of individual cells, where each cell is unique from 

others, even within the same cell line and exposed to the same 

environment.  The ability for detecting and quantifying 

molecules with single-unit resolution also paves the way 

toward ultrasensitive diagnostics, to address the most 

challenging detection scenarios in which only a small number 

of target molecules are available, within a limited sample 

volume.  However, as several technologies reviewed here have 

shown, detection of individual molecules is not by itself 

sufficient for ultrasensitive detection, if the detection method 

is not ultra-selective against non-target molecules.  Thus, the 

most impactful technology platforms will combine a high 

signal/noise ratio transduction method with highly selective 

biochemistry methods, representing a “hybrid” of engineering 

and biochemistry.  The ability for any technology to selectively 

detect a lone target molecule with the ultimate low 

concentration of 1 unit/sample is still a goal for the field, 

particularly when the sample has microliter-scale volume and 

large numbers of interfering molecules. 

 Our review highlights the state of the field in which no 

single detection method meets the needs of all sensing 

situations, and several transduction approaches are being 

intensely explored.  While approaches based upon optical and 

electromagnetic principles receive the greatest share of 

attention (plasmonics, microscopies, photon emitting tags, 

scattering, WGM resonators), impedance-based approaches 

(nanopores, nanowires) and electrochemical approaches offer 

unique advantages for some applications.  In the case of 

optomechanical resonators, in fact multiple modalities can be 

effectively combined together. 

 The choice of a digital resolution technology is often 

guided by the desired application.  In the case of molecular 

diagnostics, a simple workflow, robust detection instrument, 

and a manufacturable sensor have been combined to offer 

commercial products.  For laboratory-based diagnostics, 

instrument cost is not necessarily a constraint, and enzymatic 

chemical reactions for signal amplification are not a limitation.  

Point of care diagnostics, on the other hand, require a very 

simple assay procedure and a compact/inexpensive instrument 

that would be compatible with usage in environments like 

health clinics.  For digital resolution biosensing tools whose 

main objective is to elucidate biomolecular binding 

interactions, instrument complexity is not a driving 

consideration, while assay methods that do not interfere with 

binding sites are preferred.  In such cases, quantifying the 

number of target molecules is less interesting than being able 

to observe the kinetic characteristics of a binding interaction 

or conformational change taking place, for example, on the 

perimeter of a ring resonator. 

 A further differentiating characteristic of the technologies 

presented in this review is multiplexing capability.  While 

several technologies achieve multiplexing by means that are 

already well established (such as differentiating emission 

wavelengths of photon emitters), others utilize distinct 

 
Fig. 12 (a) Principle of hyperspectral imaging-based biomolecule 
detection using all-dielectric metasurfaces. (b) The sensing and 
reference resonance maps are combined to create the 
resonance shift map.  (c) Resonant shift maps of a sample set 
with different concentration of IgG molecules.  Figure 
reproduced with permission from ref. (293) with permission 
from Nature Publishing Group, copyright 2019. 
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features of nanoparticle tags or the ability to partition a single 

sample into large numbers of individual sample volumes. 

 Judging by the rapid progress achieved in just the past ten 

years and the success of several notable commercial products 

in this space, the capabilities and applications for digital 

resolution biomolecular sensing approaches appear poised for 

continued advancement. 
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