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Constructing new hydrogen pipelines or utilizing existing natural gas networks represents an effective

pathway for large-scale hydrogen energy transport. However, the permeation of hydrogen atoms into

metallic materials during transport can induce hydrogen embrittlement (HE), posing a severe threat to

pipeline safety. Developing hydrogen barrier coatings (HBCs) with superior pipeline adaptability is a critical

strategy to mitigate this issue. This paper systematically reviews four HBC material systems: metal-based,

ceramic-based, 2D materials, and polymer-based composites. Beyond a comparative analysis of their

barrier performance, we deeply elucidate the hydrogen barrier mechanisms, including the physical/

chemical barriers and hydrogen trapping effects in inorganic materials, as well as the synergistic

mechanisms between organic polymer matrices and functional fillers. A key contribution of this review,

which distinguishes it from existing literature, is the construction of a comprehensive full-chain evaluation

framework. This framework integrates “Preparation Quality (density, adhesion, thickness) – Hydrogen

Barrier Efficiency (permeation rate, permeation reduction factor) – Protection Performance (HE resistance,

fatigue resistance) – Pipeline Applicability (environmental coupling, coating–substrate interactions)”, thereby

providing a standardized basis for assessment. Finally, considering the specific requirements of hydrogen

transport scenarios, the paper outlines current pipeline coating application requirements and proposes

future research directions to support the development of safe and efficient hydrogen transport

infrastructure.

Keywords: Hydrogen pipeline transportation; Hydrogen barrier coatings; Hydrogen barrier mechanism;

Coating evaluation; Hydrogen permeation.

1 Introduction

Amid the global urgency to combat climate change and
accelerate the energy transition, hydrogen has emerged as a
cornerstone of future sustainable energy systems,
distinguished by its zero-carbon footprint and high energy
density.1,2 Retrofitting existing natural gas infrastructure for
hydrogen blending, or constructing dedicated pure hydrogen
pipelines, is widely regarded as the most viable pathway for
achieving large-scale, cost-effective hydrogen transport.
Consequently, the deployment of hydrogen transport
infrastructure has accelerated worldwide. Notable initiatives

include the United States' HyBlend program, the European
Union's ambitious “European Hydrogen Backbone” and
“SoutH2 Corridor”—projecting over 40 000 km of pipelines—
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and China's active planning of extensive long-distance
hydrogen networks.3–5

However, implementing this strategy confronts critical
material safety challenges. During transport, hydrogen atoms
readily permeate into metallic materials, inducing
degradation modes such as HE, hydrogen-induced cracking
(HIC), and blistering. Decarburization and hydrogen attack
may be triggered by high-temperature and high-pressure
environments, thereby compromising pipeline integrity.6 HE,
in particular, has been identified as a fundamental bottleneck
that hinders the advancement of hydrogen transport
infrastructure. Experimental evidence demonstrates that
typical pipeline steels suffer a 30–50% reduction in fracture
toughness and significantly accelerated fatigue crack growth
rates upon hydrogen exposure.7,8 While various theoretical
models—including Hydrogen Enhanced Decohesion (HEDE),
Adsorption Induced Dislocation Emission (AIDE), and
Hydrogen Enhanced Localized Plasticity (HELP)—have been
proposed to elucidate these mechanisms,9 there is a
consensus that the fundamental mitigation strategy lies in
effectively blocking hydrogen entry into the metal matrix.

The concept of Hydrogen Barrier Coatings (HBCs),
introduced by Fowler et al. in the late 1970s,10 offers a potent
solution. By establishing physical or chemical barriers, HBCs
can reduce hydrogen permeation flux by over 99%. Existing
reviews have established a solid foundation for the material
design, performance regulation, and permeation evaluation
of HBCs. Based on hydrogen permeation mechanisms,
Rönnebro et al.11 reviewed gaseous and electrochemical
permeation testing methods. However, this work primarily
focused on the hydrogen isotope barrier performance and
radiation tolerance of inorganic materials in nuclear
irradiation environments. Conversely, Yuan et al.3

emphasized the microstructural design of polymer-based
composite barrier materials, analyzing the effects of structural
parameters—such as free volume and crystallinity—on

hydrogen barrier performance. Centering on permeation
evaluation methodologies, Liu et al.12 systematically discussed
the influence of coating materials and fabrication methods
on the permeation reduction factor (PRF). Furthermore,
Akbari-Kharaji et al.13 established an intrinsic correlation
between deposition-induced coating defects and hydrogen
permeation behaviors. Despite these significant
advancements in material design and barrier performance
evaluation, prior studies have predominantly been confined
to singular permeation characterizations under ideal
laboratory conditions. Such limited scopes are inadequate for
evaluating the multidimensional service performance of
coatings in practical engineering scenarios. Pipeline
environments impose unique service constraints
distinguishable from other fields: (1) extensive networks
demand coatings with exceptional economic viability and the
potential for wide-scale use; (2) the difficulty of maintaining
hundreds of kilometers of buried pipelines necessitates
extreme coating longevity; and (3) complex operating
conditions—including pressure fluctuations, temperature
gradients, and coupled mechanical stresses—challenge the
overall structural integrity of the coating. While the report
Coatings and Liners for Hydrogen Service Pipelines published by
the CSA Group highlights the importance of pipeline coatings,
existing standards like CSA Z662 and ASME B31.12 fail to
address critical requirements. These include standardized test
methods and acceptance criteria for HBCs about hydrogen
barrier efficiency, embrittlement protection, and long-term
durability.14,15

In light of these challenges, this review aims to establish a
comprehensive, full-chain evaluation framework tailored for
the industrial application of hydrogen transport pipelines.
Beyond covering coating quality and hydrogen barrier
efficiency, this framework innovatively incorporates the
protective effect and adaptability to complex pipeline
conditions into a unified evaluation system. By unifying
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disparate performance indexes, this full-chain framework
addresses the lack of evaluation methodological consistency
in existing literature. The proposed framework provides
theoretical guidance for the development of industrial
standards and the large-scale deployment of HBCs. The
logical structure and the weighted decision-making
components of this full-chain evaluation framework are
illustrated in Fig. 1.

The paper is organized as follows: section 2 systematically
examines four dominant material systems (metal-based,
ceramic-based, 2D materials, and polymer-based composites)
with a focus on their intrinsic hydrogen resistance. Building
upon a profound analysis of hydrogen permeation
phenomena and embrittlement mechanisms, section 3
elucidates the fundamental hydrogen barrier mechanisms
governing various coating systems. These include the
physical/chemical barrier and trapping effects inherent in
inorganic coatings, as well as the synergetic mechanisms
identified within polymer-based composites. Section 4
summarizes current preparation methods, laying the
groundwork for section 5, which proposes the novel full-
chain evaluation framework. This framework encompasses
preparation quality (density, adhesion, thickness), hydrogen
barrier efficiency (hydrogen permeation rate, PRF), protective
effect (HE resistance, fatigue resistance), and pipeline
applicability (environmental coupling, coating–substrate
interactions). Finally, section 6 evaluates the technological
maturity and economic viability of current coating solutions
within the hydrogen energy sector, while section 7 suggests
targeted research directions for the future development and
deployment of HBCs in service pipeline scenarios.

2 Classification system for HBCs

HBCs, serving as highly effective hydrogen permeation
barriers, are widely applied in fields such as nuclear energy

and hydrogen storage systems. Based on coating material
types, they can be categorized into metal-based coatings,
ceramic-based coatings, 2D material coatings, and polymer-
based composite coatings, as shown in Fig. 2. To evaluate the
hydrogen permeation barrier efficiency, researchers
introduced the PRF (defined as the ratio of hydrogen
permeation rates between the substrate material without
coating and with coating). This metric quantitatively
describes the coating's hydrogen barrier capability. Compared
to other coatings, polymer-based composite coating systems
offer promising technology for protecting hydrogen
transportation infrastructure due to their excellent hydrogen
barrier properties and comprehensive adaptability.

2.1 Metal-based coatings

Metal-based coatings are defined as functional layers
predominantly consisting of metallic elements, which are
fabricated on substrate surfaces via surface engineering
methods such as deposition or diffusion coating. These
coatings are characterized by a metallic bond-dominated
continuous phase and a densely packed atomic arrangement.
Their compositions include pure metals, alloys, intermetallic
compounds, and metal-matrix composites. Based on primary
constituent elements and structural features, metal-based
HBCs can be classified into the following categories for
detailed discussion: noble metal coatings, transition metal
coatings, intermetallic compound coatings, and high-entropy
alloy coatings.

2.1.1 Noble metal coatings. Noble metal coatings are
fabricated from materials such as Au, Pt, Ag, and their alloys.
These coatings exhibit extremely low hydrogen permeability,
excellent chemical stability, and high resistance to elevated
temperatures, making them essential for applications that
require high barrier performance or extreme environmental
tolerance. In a study by Noga,16 a gold coating was applied

Fig. 1 Logic structure of the full-chain evaluation framework for HBCs in industrial pipelines.
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via electrodeposition onto the pressure tube material of a
CANDU-PHW nuclear reactor, which resulted in up to a 45-
fold reduction in hydrogen absorption. The gold coating acts
as a barrier by reducing hydrogen solubility, thereby lowering
permeability. However, such coatings are associated with
high cost, typically accounting for approximately 80% of
material expenditures. Moreover, noble metal coatings such
as Pt or Au often exhibit poor adhesion to steel substrates,
necessitating the use of intermediate layers for improved
bonding. These limitations increase the process complexity
for large-scale applications and have restricted investigations
into their use in long-distance hydrogen pipeline systems.

2.1.2 Transition metal coatings. The primary advantage of
transition metal coatings as hydrogen barriers stems from
the intrinsic properties of the constituent materials, such as
nickel, chromium, and their alloys, which are characterized
by low hydrogen solubility and low diffusion coefficients.
However, in early studies, such coatings prepared by
electroplating introduced a critical drawback: hydrogen was
incorporated into the substrate during deposition, thereby
counteracting the intended barrier function. As a result,
electroplating is now seldom used for this purpose. Current
research focuses on non-electroplating deposition
technologies to avoid hydrogen incorporation. Further
enhancement of hydrogen barrier performance is achieved
through compositional modification (e.g., alloying) and
microstructural design, such as the formation of diffusion
barriers or amorphous structures.

Early studies utilizing single-element transition metal
layers indicated theoretical potential for hydrogen barrier
applications. However, their practical effectiveness was
significantly compromised by the presence of microdefects.
In the work by Chalfoun,17 high-purity tungsten layers were
deposited onto F82H steel using magnetron sputtering. The
resulting PRF values were found to vary widely, ranging from
3 to 4006. This study explicitly attributed the large dispersion

in PRF values primarily to submicron-scale pinhole defects,
rather than to coating thickness or substrate treatment
processes. In contrast to single-element coatings, improved
overall hydrogen barrier performance has been achieved in
alloyed coatings, owing to synergistic effects between
constituent elements. The limitations of single-element
coatings were overcome by Samanta18 through the deposition
of an amorphous NiP (11.3 wt% P) alloy coating onto API X70
steel via electroless plating. Experimental results
demonstrated that, compared with conventional electroplated
nickel coatings, the nickel–phosphorus alloy significantly
reduced the hydrogen permeation flux and exhibited superior
corrosion resistance to chloride ions. These findings
confirmed the advantages of alloying combined with an
amorphous structural design. Furthermore, enhanced
interdiffusion at the coating/substrate interface was
promoted to form a gradient transition layer, which
effectively alleviated thermal expansion mismatch and
improved hydrogen barrier performance. In a related study,
Meng et al.19 deposited a Ni–Cr alloy onto X70 steel by
magnetron sputtering, followed by an annealing process.
This treatment resulted in a dual-layer mosaic structure
consisting of an inner Fe–Ni solid solution layer and an outer
Fe–Ni–Cr diffusion layer, with a maximum diffusion
thickness of 2.6 μm. The structure enhanced the bonding
strength with the substrate. Simultaneously, the Cr/FexNiy
interfaces within this mosaic architecture served as physical
hydrogen trapping sites, facilitated by stable bonding among
Cr, Ni, and H atoms. Consequently, a substantial reduction
in hydrogen permeability was achieved, yielding a PRF of
204.

2.1.3 Intermetallic compound coatings. Intermetallic
compound coatings are primarily composed of iron–
aluminum and other metallic compound systems. These
coatings exhibit characteristics of both intermetallic
compounds and certain properties of solid solutions. The

Fig. 2 Classification systems for HBCs.
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primary distinction from conventional alloy coatings lies in
their hybrid bonding nature—comprising both metallic and
partial covalent bonds—as well as their long-range ordered
crystal structure. The formation of such coatings is based on
the diffusion of introduced metallic elements into the
substrate, followed by in situ reactions. Therefore, common
preparation technologies are typically employed to enhance
interdiffusion and reaction, such as hot-dip aluminizing,
physical or chemical vapor deposition (PVD/CVD), and pack
aluminizing.

Iron aluminides are the most widely used intermetallic
compounds in hydrogen barrier applications and have been
extensively studied since the 1930s.11 These coatings are
typically formed by controlling the diffusion of aluminum
into the substrate metal, followed by in situ reactions,
resulting in a gradient distribution of aluminum content
across the thickness and providing excellent hydrogen
barrier properties. However, inherent limitations such as
insufficient thermal stability have severely restricted the
practical application of iron–aluminum intermetallic
coatings in high-temperature engineering environments
compared to other metallic coatings. To address this
challenge, research has mainly focused on two strategies:
performance evaluation and material modification. In a
study by Kalin et al.,20 coatings containing FeAl3, FeAl, and
Fe3Al phases were deposited onto austenitic stainless steel
through a hot-dip aluminizing process. It was found that
the hydrogen barrier performance of the coating was highly
sensitive to the preparation temperature and time. For
instance, a 10-micron coating prepared at 700 °C for 5
hours exhibited a PRF value of 2700, while the PRF
decreased to 2000 when the temperature was reduced to
600 °C. An FeAl/FeAl3 layer was achieved on 316 L stainless
steel by Hollenberg21 through aluminum diffusion, which
exhibited a high PRF of 10 000. However, the hydrogen
barrier performance was significantly degraded under
irradiation conditions, further underscoring concerns
regarding environmental stability. In light of these
performance limitations, research efforts have been directed
toward improving the comprehensive properties of iron–
aluminum intermetallic coatings through elemental
modification, particularly their resistance to high-
temperature oxidation and hot corrosion.22–25 A systematic
investigation revealed that among single-element modifiers
(such as Si, Cr, Co, Pt, Pd, and rare earth elements), Pt
effectively promotes the selective oxidation of aluminum,
leading to the formation of a dense and well-adhered Al2O3

protective layer, thereby markedly enhancing the high-
temperature stability of the coating. Building on
achievements in single-element modification, subsequent
studies have extended to multi-element co-modification
strategies, including binary, ternary, and higher-order
systems incorporating elements such as Pt and rare earths.
These approaches have been demonstrated to synergistically
enhance the high-temperature oxidation and corrosion
resistance of ferroaluminide coatings more effectively,

offering a critical pathway for their application in severe
engineering environments.

2.1.4 High-entropy alloy coatings. High-entropy alloy
coatings effectively obstruct hydrogen permeation due to the
high-entropy effect, wherein the interaction of multiple
principal elements causes severe lattice distortion and
sluggish diffusion. However, the multi-component nature of
these coatings results in hydrogen barrier performance that
is highly dependent on environmental conditions, requiring
targeted optimization of elemental composition to achieve
synergistic properties. This environmental dependency was
demonstrated in a study by Hong et al.26 AlCrFeMoTi
coatings deposited via magnetron sputtering exhibited
optimal hydrogen barrier performance (PRF = 63) in high-
temperature gaseous hydrogen permeation tests. In contrast,
AlCrFeTiNb coatings showed degraded performance due to
excessive Fe content, which led to the formation of porous
oxides. Conversely, in electrochemical hydrogen permeation
tests simulating corrosive environments, the corrosion-
resistant AlCrMoNbZr coating outperformed others, while
AlCrFeMoTi coatings failed as a result of spallation. Based on
a similar high-entropy concept, high-entropy oxides (HEOs)
composed of optimized elemental combinations have been
developed for extremely high-temperature applications. For
instance, Hu et al.27 fabricated a (TiVAlCrZr)O coating using
five elements characterized by low thermal neutron cross-
sections and high melting points. This coating achieved a
PRF of 1608 at 500 °C, demonstrating exceptional hydrogen
barrier performance and high-temperature stability.
Therefore, through strategic selection and optimization of
principal elements according to specific operational
requirements, synergistic enhancement of hydrogen barrier
performance alongside other functional properties can be
realized.

2.2 Ceramic-based coatings

Ceramic-based coatings are functional layers fabricated on
metal substrates using technologies such as plasma spraying
or sol–gel processing. These coatings consist of inorganic
non-metallic compounds as the matrix phase, bonded
through ionic or covalent interactions. The hydrogen barrier
property is primarily attributed to the inherently dense
physical barrier provided by the ceramic phase,
complemented by its chemical inertness and hydrogen
trapping capability, which collectively hinder the permeation
of hydrogen atoms. However, the high intrinsic brittleness of
ceramics and the significant mismatch in thermal expansion
coefficients between the coating and the metal substrate can
readily lead to delamination, cracking, and spallation.4 More
critically, once cracks develop, corrosive media can penetrate
rapidly, accelerating coating degradation. Therefore, refining
the microstructure of ceramic-based coatings—for instance,
by increasing density and optimizing grain boundary
structure and properties—has become a major research
direction for enhancing their hydrogen barrier performance
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and environmental durability. This approach also provides a
foundation for further investigation into optimization
strategies for various types of ceramic coatings.

2.2.1 Oxide coatings. Oxide coatings, as the earliest
hydrogen barrier system to be systematically studied, are
typically formed either by direct oxidation of the substrate or
through in situ oxidation of the deposited layer. Their
structure consists of a continuous matrix composed of
metallic or non-metallic oxides. In comparison with
intermetallic compound coatings, oxide coatings generally
exhibit higher melting points and superior chemical stability.
Under high-temperature conditions or in oxygen-containing
atmospheres, a dense and adherent protective oxide layer is
spontaneously formed on most reactive metals. Hydrogen
permeation is effectively obstructed by this layer, owing to its
inherently dense crystalline structure. Among various oxides,
aluminum oxide (Al2O3), chromium oxide (Cr2O3), and
zirconium oxide (ZrO2) are considered the most widely
applied and representative HBCs, due to their well-balanced
comprehensive properties and substantial research
background. Additionally, rare-earth oxides such as erbium
oxide (Er2O3) and yttrium oxide (Y2O3) have also been
investigated. However, the high cost of rare-earth elements
like erbium and yttrium restricts their economic viability for
large-scale applications.

Alumina (Al2O3) coatings are regarded as a central
material in oxide coating research owing to their exceptional
hydrogen barrier performance. The technologies for their
preparation and application are well-established, including
physical vapor deposition (PVD), chemical vapor deposition
(CVD), sol–gel processes, plasma spraying (PS), hot-dip
aluminizing (HDA), and pack cementation (PC).28 Although
alumina can exist in multiple crystalline phases, only the
thermodynamically stable α phase exhibits outstanding
hydrogen barrier properties, whereas other phases show
significantly inferior performance. The α-Al2O3 phase is
widely recognized for its exceptional resistance to hydrogen
permeation, typically achieving PRF exceeding 1000. This
high performance is attributed to the fact that hydrogen
atoms encounter the greatest diffusion energy barrier at the
first oxygen atomic layer on the α-Al2O3 surface.29,30 The
hydrogen barrier performance of alumina coatings is highly
dependent on the preparation technology and temperature.
Studies by Serra et al.31,32 have shown that Al2O3 coatings
fabricated on martensitic stainless steel through hot-dip
aluminizing exhibit considerable variation in the PRF with
temperature, decreasing to 260 at 743 K but reaching 1000 at
573 K. In contrast, coatings produced by magnetron
sputtering demonstrate superior performance, with PRF up
to four orders of magnitude higher. Feng et al.33,34 reported a
PRF of 1000 for Al2O3 coatings deposited on SS316 L stainless
steel via plasma electrolytic oxidation. Despite their excellent
hydrogen barrier properties, Al2O3 coatings face significant
challenges. The large difference in thermal expansion
coefficients between the coating and the metallic substrate
renders the coating highly prone to cracking and

delamination, both during fabrication and under service
conditions involving severe thermal fluctuations. To mitigate
thermal mismatch issues, Li et al.35 successfully deposited a
surface-dense, uniform, crack-free amorphous Al2O3 coating
on SS316L using metal organic chemical vapor deposition
(MOCVD). Although the hydrogen barrier performance of this
amorphous coating was inferior to that of α-Al2O3—reducing
hydrogen permeability by only 51–60 times at 860–960 K—
this study illustrates that amorphization can effectively
improve interfacial compatibility between the coating and
substrate. This approach offers a promising strategy for
mitigating thermally induced stress. In summary, α-Al2O3

coatings are recognized as one of the most effective hydrogen
barrier oxide systems, exhibiting ultra-high resistance to
hydrogen permeation (PRF > 1000). Nevertheless, their
practical application is still constrained by inherent
brittleness and interfacial failure resulting from thermal
mismatch. Therefore, investigating amorphous or other
microstructural designs that alleviate thermal stress remains
a crucial research direction for improving engineering
applicability.

In comparison with alumina coatings, chromium oxide
(Cr2O3) and zirconia (ZrO2) coatings exhibit relatively inferior
hydrogen barrier performance, which has led to a smaller
number of related studies. Research on chromium oxide
coatings has primarily focused on mitigating microdefects,
such as micropores, introduced by conventional fabrication
processes. These defects act as diffusion channels for
hydrogen, substantially compromising the coating's barrier
effectiveness. Terai et al.36 utilized chemical densification
technology (CDC) to fabricate Cr2O3 coatings on austenitic
stainless steel, achieving a PRF greater than 100. However,
this method inherently tends to generate surface pores,
which restrict further improvement in performance. To
overcome the porosity associated with CDC, Kulsartov et al.37

introduced CrPO4 as a pore-filling agent into the process,
resulting in enhanced coating density and improved
hydrogen barrier properties. In another study, Li et al.38

deposited Cr2O3 coatings on 316L stainless steel using RF
magnetron sputtering. This finding indicated that the
hydrogen barrier performance is highly temperature-
dependent: a PRF of 152 was achieved at 400 °C, but it
decreased markedly to 48 at 700 °C. This degradation is
attributed to the penetration of hydrogen atoms at elevated
temperatures, which disrupts intergranular bonding within
the Cr2O3 structure and promotes the formation of cracks
and defects.

A common method for preparing zirconia coatings is
through thermally induced oxidation, which generates an in
situ ZrO2 layer on zirconium or zirconium alloy surfaces to
serve as a hydrogen barrier. Using micro-arc oxidation
technology, Wang et al.39 successfully fabricated a thick,
multiphase ZrO2 film on a zirconium hydride alloy
substrate. The coating consisted of monoclinic (m-ZrO2),
tetragonal (t-ZrO2), and minor cubic (c-ZrO2) phases. This
multi-phase zirconia coating demonstrated significantly
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improved hydrogen barrier performance, achieving a PRF of
13.3, which indicates its potential for hydrogen inhibition
applications. Nevertheless, the overall hydrogen barrier
performance still requires further enhancement.

2.2.2 Non-oxide coatings. Non-oxide ceramic-based
coatings mainly include silicides, nitrides, and carbides.

Silicide coatings are composed of covalent compounds
formed between silicon and elements such as C and N,
primarily SiC, Si3N4, and SiN. These coatings generally exhibit
high wear resistance, exceptional hardness, strong corrosion
resistance, and excellent high-temperature oxidation
resistance, making them highly promising hydrogen barrier
materials among non-oxide ceramic systems. During
hydrogen diffusion within such coatings, hydrogen atoms
readily form stable chemical bonds—such as C–H, N–H, and
Si–H—with carbon, nitrogen, and silicon atoms. This results
in the trapping of hydrogen atoms, which effectively block
diffusion pathways. Amorphous SiN coatings with high
hydrogen content have been shown to exhibit particularly
high hydrogen barrier properties. Using radio-frequency
magnetron sputtering, Nemanič et al.40 prepared SiN coatings
and demonstrated that films containing 6–7 at% trapped
hydrogen achieved a PRF exceeding 2000 at a thickness of only
500 nm. This performance is significantly superior to that of
hydrogen-free amorphous SiN structures, which exhibited a
PRF of only 25. Wu et al.41 evaluated the influence of SiC films
deposited via magnetron sputtering at 473 K and 673 K on
deuterium permeation behavior. The results demonstrated
that the PRF was approximately 200 and 3, respectively. They
attributed the significantly lower barrier performance at
higher deposition temperatures to degraded film adhesion,
which led to the formation of cracks and delamination.
Additionally, the adhesion between the silicide coating and
the steel substrate is generally weak. With increasing coating
thickness, the risk of cracking and delamination due to
accumulated internal stresses rises significantly.41–45

Therefore, optimizing the coating microstructure at the
atomic scale to enhance interfacial adhesion—thereby
suppressing cracking and delamination—and developing
more adaptable deposition processes constitute critical
challenges that must be addressed to advance practical
engineering applications.

Nitride and carbide coatings have been extensively
investigated in the field of hydrogen barrier technologies.
Among these, TiN and TiC have shown considerable promise
as hydrogen permeation barriers.46 Using magnetron
sputtering, Liu et al.47 deposited a dense CrN coating on X70
pipeline steel, which reduced the apparent hydrogen
diffusion coefficient by a factor of 52.6 and the hydrogen
permeation coefficient by 24.1. Studies by Matějíček et al.48

suggest that nitrides such as CrN, WN, and ZrN are suitable
for hydrogen barrier applications, with ZrN exhibiting
particularly superior performance. Ohtsu49 demonstrated
that increasing the NbN concentration in NbN/Nb
gradient layers—fabricated on niobium substrates via
plasma nitrocarburizing—effectively suppresses hydrogen

permeation, even for hydrogen-absorbing substrates.
However, among the aforementioned non-oxide ceramic
coatings, titanium-containing ceramic coatings, which are
commonly employed, encounter significant challenges under
high-temperature service conditions. TiC coatings are prone
to defects such as pores and microcracks during deposition,
which can act as rapid diffusion pathways for hydrogen and
potentially increase permeation risks.50 Furthermore,
titanium-containing coatings undergo rapid and detrimental
oxidation when exposed to temperatures above 450 °C,
leading to marked degradation of hydrogen barrier
performance and loss of structural integrity.51

2.2.3 Ceramic composite coatings. Single-layer ceramic
coatings are limited in practical applications due to their
inherent brittleness and inadequate adhesion to metallic
substrates. As a result, ceramic composite coating systems
have attracted extensive research attention. Through
multilayer structural design and elemental doping, ceramic
composite coatings can overcome the performance
limitations of single-layer coatings, achieving enhanced
adhesion and hydrogen barrier properties.52,53 In multilayer
structural design, Cr2O3 is widely adopted as the hydrogen
barrier layer in composite coatings due to its favorable
thermal expansion coefficient matching with the steel
substrate.54 Using MOCVD, He et al.55 fabricated a Cr2O3/
Al2O3 composite coating on 316L stainless steel comprising a
156 nm Cr2O3 inner layer and a 174 nm Al2O3 outer layer.
Wu et al.56 prepared a Cr2O3/Y2O3 composite coating with a
50 nm Cr2O3 inner layer and a 420 nm Y2O3 outer layer. At
temperatures ranging from 823 to 973 K, the PRF of the
Cr2O3/Al2O3 composite structure was 230–544, significantly
outperforming single-layer Al2O3 and Cr2O3 coatings of
equivalent thickness. Within the same temperature range,
the PRF of the Cr2O3/Y2O3 composite structure was 167–477,
while the PRF of the single-layer Y2O3 coating was only 96–
292. These results indicate that multilayer ceramic coatings
exhibit superior hydrogen barrier properties. Regarding
elemental doping, Chen et al.57 prepared La2O3/Y2O3-doped
Cr2O3-based composite coatings via plasma spraying. They
revealed that La2O3/Y2O3 synergistically modulates grain
boundaries, oxygen vacancy defects, and lattice strain to
optimize hydrogen capture and diffusion behavior in the
Cr2O3-based coating.

2.3 2D nanomaterials and MAX/MXene phases

2.3.1 Carbon materials. Graphene (Gr), an allotrope of
carbon, consists of a single layer of carbon atoms arranged in
a hexagonal honeycomb lattice through sp2 hybridization. As
shown in Fig. 3a, as a typical two-dimensional material and
the thinnest known substance, graphene exhibits outstanding
impermeability despite its atomic-scale thickness. The dense
lattice-structured electron cloud distribution provides strong
barrier properties against various molecules, atoms, and ions,
rendering it an exceptional impermeable material.58

Graphene flakes with well-defined thin-film structures can be
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directly formed on substrate surfaces using chemical vapor
deposition.59 Additionally, graphene—a representative two-
dimensional nanomaterial characterized by a high aspect
ratio and specific surface area—can significantly extend the

permeation pathway of hydrogen when incorporated as a
filler within other coating materials. As a result, it is widely
utilized in composite systems combined with other
matrices.12 The most common application involves using

Fig. 3 (a) Hydrogen permeation through the hexagonal honeycomb lattice of graphene, highlighting a geometric pore size of 0.064 nm that
renders it virtually impermeable to gas molecules. Reproduced with permission.58 Copyright 2023, American Chemical Society; typical method for
synthesizing MXene from MAX phases: (b1) selective etching of the A-layer (e.g., Al) from the bulk MAX phase using hydrofluoric acid, followed by
mechanical exfoliation to yield few- or single-layer MXene nanosheets, (b2) atomic-scale schematic of the structural transformation. Reproduced
with permission.71 Copyright 2025, Elsevier; (c) fabrication of the f-GO-BN reinforced TPU/EP semi-interpenetrating network (S-IPN)
nanocomposite coating for hydrogen barrier applications. Reproduced with permission.64 Copyright 2022, Royal Society of Chemistry.
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graphene sheets as a hydrogen-barrier reinforcing phase in
polymer matrices. However, due to the lack of functional
groups, direct incorporation often leads to agglomeration,
which impairs dispersion and limits the utilization of its
inherent barrier properties as a two-dimensional sheet
material. Therefore, graphene is usually modified prior to
compositing with polymers to improve its dispersibility, as
further discussed in section 2.4 on polymer-based composite
coatings.

Graphene oxide (GO), similar to graphene, is a two-
dimensional material characterized by a high aspect ratio and
large specific surface area, and is frequently utilized in
composite forms with other materials. A GO-Al2O3 composite
coating was prepared by Yang et al.60 via a sol–gel method.
The introduction of GO was shown to increase the PRF by
nine-fold compared to Al2O3 coatings. However, excessive
addition of GO may reduce coating density, thereby
compromising hydrogen barrier performance. Furthermore,
GO contains abundant oxygen-containing functional groups,
which provide improved compatibility with polymer matrices.
Simple modification can effectively mitigate agglomeration
and enhance dispersion within polymers, making GO more
suitable than graphene as a functional filler for enhancing
hydrogen barrier properties in polymer-based composite
coatings. Wan et al.61 chemically modified graphene oxide
with polyethylene glycol diglycidyl ether (EGDE) to produce
modified GO (mGO). A multilayer coating with an EP/mGO/EP
sandwich structure was designed, in which the tightly
stacked mGO interlayer extended the diffusion path for
hydrogen permeation. Compared to a single-layer epoxy (EP)
coating, this multilayer architecture achieved an 80%
improvement in hydrogen barrier efficiency.

Diamond-like carbon (DLC) is primarily composed of
amorphous carbon incorporating small amounts of diamond
(sp3 bonds) and graphite (sp2 bonds) microcrystals. DLC
coatings are characterized by high hardness, excellent wear
resistance, and high electrical insulation, which make them
suitable for a wide range of applications. However, the
unique physicochemical properties of DLC lead to significant
incompatibilities with most substrate materials. A typical
challenge is the thermal expansion mismatch with metallic
substrates, combined with weak interfacial chemical
bonding. Direct deposition of DLC onto metals often
generates high residual stresses, resulting in internal stress
accumulation that can cause cracking or spallation. To
address the poor adhesion at the DLC–metal interface, the
introduction of a transition layer is commonly employed.

Tamura et al.62 employed a 0.6 μm Cr–CrN buffer layer
between a DLC coating and a 316L stainless steel substrate to
improve adhesion. The results indicated that, compared to
coatings without a buffer layer, the hydrogen permeability of
the DLC coating with 20 at% hydrogen content was reduced
by an order of magnitude. Specifically, hydrogen permeability
decreased by more than 1000 times relative to the uncoated
substrate. In a separate study, Garitano63 used Cr as a
continuous matrix phase on AISI 4130 low-carbon steel

substrates, taking advantage of its high compatibility and
ductility to alleviate thermal stresses. Tungsten carbide was
introduced as a bridging layer to interface with DLC. The
resulting DLC coating, with a thickness of 2500 nm and a
hydrogen content of 20 at%, reduced the hydrogen diffusion
rate by a factor of 22 and the permeability by a factor of 179.
Both studies further indicated that the hydrogen barrier
performance of DLC coatings is highly dependent on
hydrogen content. Hydrogen atoms incorporated during
deposition act as static obstacles, forcing subsequent
hydrogen atoms to traverse longer paths or overcome higher
energy barriers, thereby significantly extending the diffusion
time and enhancing barrier properties. However, when the
hydrogen content becomes excessive, the trapping sites
approach saturation, which reduces trapping efficiency and
degrades barrier performance. Although research on
diamond-like carbon as a hydrogen permeation barrier
remains limited, current findings underscore its significant
potential for high-performance hydrogen barrier
applications.

2.3.2 Graphene-like materials. Graphene-like two-
dimensional materials, such as hexagonal boron nitride
(h-BN), cubic boron nitride (c-BN), molybdenum disulfide
(MoS2), silicene, and germanene, exhibit physical properties
reminiscent of those of graphene. These materials have been
demonstrated to effectively suppress hydrogen permeability
and enhance barrier performance against hydrogen diffusion
to varying degrees, making them promising candidates for
hydrogen barrier coating applications.

Currently, boron nitride is the most widely used material
in hydrogen barrier applications, encompassing both cubic
boron nitride (c-BN) and hexagonal boron nitride (h-BN),
which are also two-dimensional layered nanomaterials.
Owing to its exceptional thermal stability and electrical
insulation properties, boron nitride has been widely
investigated as a functional filler for enhancing hydrogen
barrier performance.64 Cubic boron nitride consists of atoms
interconnected by sp3 covalent bonds in a three-dimensional
network, which contains no weakly bonded planes. This
structure contributes to its outstanding hydrogen barrier
characteristics. For instance, a 1 μm-thick c-BN coating
deposited on a 0.5 μm SiC interlayer has been shown to
reduce hydrogen permeability by two orders of magnitude.65

However, the substantial difference in thermal expansion
coefficient between c-BN and common substrates often leads
to high interfacial stress. This stress can readily cause coating
cracking, thereby necessitating the design of appropriate
buffer layers. In hexagonal boron nitride (h-BN), interlayer
bonding is governed by van der Waals forces. This structure
permits hydrogen to diffuse readily through interlayer gaps
or along weakly bonded grain boundaries. As a result, the
hydrogen barrier performance of h-BN is highly influenced
by the preparation process and crystal orientation.
Checchetto et al.66 utilized ion beam assisted deposition to
synthesize h-BN coatings with (002) planes oriented
perpendicular to the substrate. However, these coatings were
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found to exhibit relatively high hydrogen permeability and
unsatisfactory barrier performance. In contrast, h-BN
coatings fabricated by magnetron sputtering demonstrated
significantly improved hydrogen barrier properties. This
difference arises because when the (002) plane of h-BN is
aligned vertically, hydrogen diffusion is facilitated along the
interlayer pathways within the (002) plane. In this
configuration, hydrogen bypasses the high-energy barrier
presented by the covalent boron–nitrogen planes, leading to
reduced barrier effectiveness. Therefore, achieving low-stress
interface design for c-BN and oriented crystal plane growth
technologies for h-BN will be crucial for optimizing their
hydrogen barrier properties.

2.3.3 MAX phase and MXene. MAX phases are a group of
ternary ceramic compounds that combine the outstanding
properties of ceramics and metals. They are composed of the
following elements: M—transition metals (Sc, Ti, V, Cr, Zr,
Cr, Nb, Mo); A—group A elements (primarily Al, Si, P, S, Ga,
Ge, Pb); X—carbon or nitrogen. MAX phase ceramic
materials, such as Cr2AlC, Ti2AlC, and TiAlN, have been
investigated for applications such as hydrogen isotope barrier
layers or nuclear cladding materials. Tang et al.67

quantitatively evaluated the hydrogen barrier performance of
Cr2AlC and Ti2AlC coatings deposited on Zr-4 alloy. It was
confirmed that a MAX-phase coating with a thickness of only
5 μm provides hydrogen resistance equivalent to that of a 30
μm-thick ZrO2 pre-oxidized layer, thereby significantly
reducing the required coating thickness. Ling et al.68

confirmed this finding through first-principles calculations.
Theoretical calculations indicate that the Al atomic layer in
Cr2AlC forms a high diffusion energy barrier, forcing
hydrogen to diffuse parallel to the atomic layer surface rather
than penetrate vertically. Building upon the excellent
hydrogen barrier properties of single-layer MAX phase
coatings, attention has also been directed toward the
development of multilayer or composite MAX phase coatings,
which are expected to exhibit theoretically superior
performance. A TiAlN/TiMoN multilayer coating was
fabricated on AISI 316L stainless steel using arc ion plating
by Tamura et al.69 This structure reduced hydrogen
permeability to one-thousandth of that of the uncoated
substrate. Kim et al.70 introduced a TiZrN-C composite
coating prepared via laser carburization, through which a
grain size reduction of 11% was achieved. The composite
coating showed an 80% decrease in hydrogen permeability
and maintained stable barrier performance at elevated
temperatures (573–773 K). These results indicate that
multilayer architecture and grain boundary engineering are
effective strategies for enhancing the efficiency of HBCs.

MXene is a novel class of two-dimensional layered
materials obtained by selectively etching the A-atom layer from
MAX phases, resulting in transition metal carbides/nitrides.71

It is generally represented by the chemical formula Mn +
1XnTx (n = 1, 2, 3), where M stands for a transition metal
(such as Ti, Cr, or Nb), X denotes carbon or nitrogen, and
T represents functional groups. A typical synthesis route for

MXene derived from MAX phases is illustrated in Fig. 3b.
Similar to MAX phases, MXene exhibits a combination of
metallic and ceramic properties. Owing to its layered
structure and distinctive characteristics, MXene
demonstrates broad potential for applications across
multiple fields. A Ti3C2Tx coating was deposited on X70
pipeline steel via spin coating by Shi et al.,72 which
achieved a hydrogen permeability only one-third of that of
the bare steel substrate. Further exploring the potential of
MXene for hydrogen barriers, Auh et al.73 developed a
composite system incorporating two-dimensional MXene
nanosheets with polymers. Through layer-by-layer (LBL) self-
assembly driven by hydrogen bonding under acidic
conditions, negatively charged MXene was combined with
polyacrylic acid (PAA), forming a dense, pinhole-free
multilayer barrier membrane. This membrane reduced
hydrogen permeability by up to 9000 times compared to an
uncoated niobium substrate.

2.4 Polymer-based composite coatings

Compared with the aforementioned metal- and ceramic-
based coatings, polymer-based coatings generally exhibit
higher hydrogen permeability coefficients due to the intrinsic
free volume within their amorphous polymer chains.
Nevertheless, for large-scale infrastructure such as long-
distance pipelines, polymer-based coatings remain the most
practically viable engineering solution owing to their superior
flexibility, cost-effectiveness, and feasibility for in situ low-
temperature application.

Industrially, polymer coatings such as polyethylene (PE),
polyamide (PA), and epoxy resins (EP) are widely employed to
protect against corrosion from moisture, CO2, and H2S.

74–76

While effective against the ingress of these larger gaseous
molecules, pure polymer matrices theoretically struggle to
completely impede hydrogen—which possesses the smallest
molecular diameter—from diffusing through the free volume
to reach the steel substrate.77,78 Nevertheless, recent
industrial-scale validation from the EUROPIPE project has
demonstrated that specifically formulated epoxy-based
coatings can provide sufficient hydrogen barrier protection
even under 10 MPa pure hydrogen environments.79 This
finding substantiates the significant potential of epoxy resins
as internal barrier coatings for hydrogen transport pipelines.

To overcome the intrinsic porosity caused by free volume
and significantly enhance hydrogen resistance, current
research focuses on composite modification strategies. A
primary approach involves incorporating barrier fillers and
constructing multi-level structures. These fillers mainly
consist of 2D laminar materials (e.g., graphene, MXene) or
hydrogen-trapping nanoparticles (e.g., Al2O3, SiC).80–82

Mechanistically, these fillers densify the matrix by occupying
free volume and retard hydrogen permeation by extending
diffusion pathways or trapping hydrogen atoms. Cai et al.81

incorporated graphene and silicon carbide (SiC) into an
epoxy matrix, fabricating a “Gr-EP/SiC-EP/Gr-EP” sandwich
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structure via spin coating. This design effectively combined
barrier and trapping mechanisms, demonstrating superior
hydrogen resistance. Similarly, Yuan et al.83 designed a
bilayer structure comprising a thermoplastic polyurethane
(TPU) primer to block electrochemical corrosion pathways
and a modified epoxy topcoat to enhance hydrogen barrier
properties. Furthermore, Lei et al.82 co-modified epoxy with
montmorillonite (MMT) as a gas barrier agent and
polyethylene glycol (PEG) as a toughening agent. This strategy
simultaneously optimized gas impermeability and low-
temperature mechanical properties, resolving the
performance trade-offs typically associated with single-filler
modifications.

However, the direct incorporation of 2D laminar fillers,
such as graphene, into polymer matrices often leads to
agglomeration. This results in the formation of micro-voids
that serve as rapid hydrogen diffusion channels, thereby
compromising the barrier performance of the composite
coating.84 Consequently, prior surface modification of fillers
via covalent or non-covalent methods is a critical strategy to
enhance their dispersion and compatibility within the
polymer matrix. Common covalent modifiers include silane
coupling agents, small amine molecules, and isocyanates. In
contrast, non-covalent approaches—relying on electrostatic
interactions, hydrogen bonding, or π–π stacking—offer high
efficiency and operational simplicity while preserving the
intrinsic chemical structure of the fillers.83 Huang et al.85

demonstrated that covalent modification of graphene oxide
(GO) with 3-aminopropyltriethoxysilane (APTES) significantly
improved its dispersion in zinc-rich epoxy resins. This
modification increased the coating's PRF from 21.4
(unmodified) to 43.9. Given the advantages of modified
fillers, Guo et al.86 utilized silane-modified boron nitride (BN)
as a barrier filler in epoxy resin. Their results indicated a
66.9% reduction in the hydrogen permeation coefficient and
a two-order-of-magnitude increase in corrosion impedance
compared to the neat epoxy coating. Building on these
studies, Saha et al.64 proposed an innovative strategy by
dispersing APTES-crosslinked f-GO-BN hybrid nanosheets
into a TPU/EP copolymer system (Fig. 3c). This design not
only leveraged the synergistic barrier effect of the hybrid
fillers but also utilized the semi-interpenetrating network
formed by the flexible TPU segments and rigid epoxy chains
to effectively prevent crack initiation and propagation within
the coating.

In summary, although the aforementioned strategies of
filler modification and structural design have significantly
reduced hydrogen permeability and improved mechanical
properties, the long-term barrier stability under complex
coupled environments in long-distance pipelines (e.g., high-
pressure hydrogen, stress, and temperature fluctuations)
remains to be fully explored. This gap represents a primary
focus of the current review. Therefore, future research must
prioritize the optimization of functional fillers and precise
structural designs to achieve multi-functional integration and
synergistic enhancement. Such advancements are essential to

overcome the intrinsic limitations of polymers and meet the
practical demands of hydrogen transport infrastructure.

2.5 Performance comparison of representative HBCs

The selection of fabrication and evaluation for HBCs depends
on both coating and substrate materials, which determines the
PRF of the coatings. Table 1 summarizes representative
research findings across four material systems, explicitly
demonstrating thismaterial–process–performance correlation.

2.6 Controversies and challenges

While laboratory-scale evaluations have yielded promising
results for diverse HBCs, their integration into large-scale
industrial frameworks faces significant bottlenecks. These
critical impediments are categorized into three primary
areas:

(1) There is a core imbalance between achieving high
barrier efficiency and meeting the economic demands of
industrial scalability. The prevalent focus on maximizing PRF
values in laboratory settings creates a ‘performance-centric’
bias, neglecting the practicalities of large-scale
manufacturing. Taking ceramic-based coatings as an
example, although they exhibit extremely high PRF under
controlled laboratory conditions, their mainstream
preparation methods suffer from disadvantages such as high
equipment costs, complex processes, and low energy
efficiency. For long-distance hydrogen transport pipelines,
their industrial competitiveness in terms of life-cycle costs
and construction feasibility is relatively weak. Consequently,
future research must shift from the singular pursuit of
extreme laboratory performance to a comprehensive,
optimized design that balances operational stability, pipeline
compatibility, and total life-cycle costs.

(2) A severe discrepancy exists between the ideal
performance data obtained in the laboratory and the
practical requirements of pipeline service scenarios.
Laboratory evaluations typically rely on smooth, planar
specimens under conditions devoid of external mechanical
damage or environmental fluctuations. Under these
idealized conditions, 2D nanomaterials can construct near-
perfect lamellar barrier networks, thereby exhibiting
exceptional hydrogen barrier properties. Nevertheless, in the
actual service environments of long-distance hydrogen
transport pipelines, complex factors—including cyclic
loading, impurity gases, and cathodic protection—severely
degrade the coatings' hydrogen barrier performance.
Moreover, irregular pipeline geometries, such as complex
curved surfaces and discontinuous weld zones, invariably
subject the coatings to residual stresses. Consequently, it is
imperative that coatings possess extraordinary toughness to
withstand stress concentrations in these critical regions.
This reality fundamentally explains why the industrial
sector overwhelmingly prioritizes polymer-based coatings as
the mainstream strategy in ongoing pilot projects for
hydrogen-blended natural gas and pure hydrogen pipelines
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globally (e.g., the EUROPIPE project), despite their inferior
hydrogen barrier performance in laboratory tests. The core
advantage lies in the capacity of polymer matrices to
effectively tolerate pipeline deformations induced by
geological settlement and mechanical impacts during
construction. Ultimately, this robust adaptability to complex
engineering environments offers substantially greater
practical value than idealized barrier performance.

(3) Significant controversy persists regarding the
evaluation frameworks for the long-term service stability of
coatings. At present, the academic community predominantly
relies on short-term dynamic hydrogen permeation tests—
ranging from several hours to a few hundred hours—to
predict coating performance. However, such methodologies
are fundamentally inadequate for accurately reflecting the
degradation behavior of coatings over a typical 30-year
pipeline service lifespan. Under the coupled effects of
hydrogen pressure fluctuations and corrosive environments,
the physical aging and internal microstructural evolution of
the coatings can lead to the deterioration of their hydrogen
barrier performance. Consequently, future research should
perhaps not be confined to developing static barriers that
strictly pursue “high-efficiency hydrogen barrier”, but rather
transition towards dynamic defense strategies for long-term
service, emphasizing “monitoring and healing”. From this
perspective, polymer-based composite coatings modified with
functional fillers exhibit substantial advantages. The
development of self-healing polymer composite coatings,
integrated with intelligent in-pipe monitoring technologies,
facilitates the establishment of an engineering protection
system that permits trace hydrogen permeation while
remaining controllable, monitorable, and repairable.
Compared to the pursuit of prohibitively expensive and
fragile “perfect” hydrogen barriers, this methodology aligns
more comprehensively with the pragmatic demands of future
energy infrastructure development.

3 Theoretical analysis of hydrogen
barrier mechanisms
3.1 Hydrogen permeation and embrittlement mechanisms

The transport of high-pressure gaseous hydrogen is a core
component of large-scale hydrogen storage and
transportation systems, yet the hydrogen embrittlement (HE)
of pipeline steels remains a primary obstacle to long-term
operational safety. As the prerequisite for HE, hydrogen
permeation initiates a deleterious interaction between
hydrogen and the metallic matrix that macroscopically
degrades mechanical performance. The transition from
hydrogen permeation to material failure involves several
critical stages: dissociative adsorption, atomic hydrogen
ingress, lattice diffusion, localized accumulation at hydrogen
traps, and ultimately, hydrogen-induced crack initiation and
propagation.88 These mechanisms establish the theoretical
framework for the material selection, structural design, and
performance optimization of HBCs.

3.1.1 Gaseous hydrogen permeation. Depending on the
governing regime mechanisms, hydrogen permeation is
primarily categorized into three distinct stages: solution,
diffusion, and accumulation.

During the dissolution stage, hydrogen molecules
dissociate into hydrogen atoms at the gas–solid interface via
physisorption and chemisorption. These active hydrogen
atoms gradually enter the steel and occupy interstitial sites
within the surface lattice. This equilibrium process is
governed by Sieverts' law, which states that the equilibrium
solubility (CH) is proportional to the square root of the
hydrogen partial pressure (PH2

):89

CH ¼ S·
ffiffiffiffiffiffiffiffi
PH2

p
(1)

where CH is the concentration of hydrogen atoms dissolved
in the steel, S is the solubility coefficient, and PH2

represents
the hydrogen partial pressure. A higher hydrogen partial
pressure increases the concentration of dissolved hydrogen,
establishing a concentration gradient that drives hydrogen
permeation into the material. Furthermore, factors such as
temperature and interface conditions indirectly modulate
solubility by affecting the efficiency of hydrogen adsorption
and dissociation.

During the diffusion stage, hydrogen atoms that have
entered the lattice migrate via interstitial jumping.90

Influenced by concentration gradients, the diffusion of
hydrogen atoms follows Fick's law:

J ¼ −D∇CH

∂C
∂t ¼ −D∇2CH

8<
: (2)

where J is the hydrogen diffusion flux and D is the diffusion
coefficient, which quantifies the effects of temperature and
medium properties on diffusion. An increase in temperature
significantly enhances the diffusion coefficient, thereby
accelerating the hydrogen diffusion process.89 In an ideal
crystal, the resistance to diffusion primarily originates from
the lattice potential barrier, and hydrogen atoms are expected
to distribute uniformly throughout the crystal structure.
However, in the presence of defects or stress fields, the
concentration gradient no longer accurately describes the
diffusion direction. In such cases, the diffusion behavior is
dominated by the chemical potential gradient.

During the accumulation stage, diffusing hydrogen atoms
are often captured by numerous hydrogen traps.91 Pipeline
steel is not an ideal material. It contains various microscopic
defects, such as grain boundaries, dislocations, precipitates,
and non-metallic inclusions.92 These defects act as hydrogen
traps, exerting a binding effect on diffusing hydrogen atoms
through their binding energy (Eb). Based on the strength of
this energy, hydrogen traps are classified into reversible traps
(Eb < 60 kJ mol−1) and irreversible traps (Eb > 60 kJ mol−1).88

Reversible traps have lower binding energies, allowing
hydrogen atoms to escape easily and continue diffusing. In
contrast, irreversible traps possess high binding energies that
effectively capture hydrogen atoms, preventing their
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accumulation in critical regions such as crack tips. The
presence of these traps significantly alters hydrogen diffusion
behaviour, leading to localized non-uniform accumulation.

3.1.2 HE mechanisms. When the local hydrogen
concentration exceeds the critical hydrogen concentration of
the material, the mechanical properties of pipeline steel
deteriorate significantly, ultimately triggering HE failure. At
present, the academic consensus recognizes four classic HE
mechanisms: hydrogen pressure theory (HP), HEDE, HELP,
and AIDE. However, under the complex service conditions of
high-pressure pure hydrogen or hydrogen-blended natural
gas pipelines, a single mechanism is often insufficient to
fully elucidate the nature of macro-scale failure.

The HP is the only mechanism focused on the physical
effects of molecular hydrogen. This theory posits that
hydrogen atoms accumulated at material defects tend to
recombine into hydrogen molecules. Large quantities of
gathered hydrogen molecules cannot diffuse through the
metal lattice, thereby generating extremely high internal
pressure within closed cavities. When the stress exerted by
this hydrogen pressure on microvoids exceeds the local
tensile strength of the material, cracks initiate and propagate.
Although the HP effectively explains the hydrogen blistering
phenomenon under supersaturated hydrogen permeation
during cathodic protection, it fails to account for the sudden
brittle fracture of high-strength steel systems under low
hydrogen partial pressure. Consequently, researchers have
shifted their focus toward the interactions between atomic
hydrogen and the material's microstructure. The HEDE
focuses on the influence of interstitial hydrogen on the
atomic lattice and microstructural interfaces. According to
this theory, hydrogen atoms segregated at the crack tip
reduce lattice cohesion strength by interfering with the
d-orbital overlap between metal atoms, causing the material
to undergo brittle fracture along grain boundaries or cleavage
planes even under low stress.93 This is the primary
explanation for sudden brittle fracture in high-strength steel.
The HELP focuses on the impact of hydrogen on dislocation
mobility.12,94 It posits that the segregation of interstitial
hydrogen atoms within the dislocation stress field creates an
elastic shielding effect, which reduces the local resistance to
dislocation slip. This effect significantly promotes dislocation
emission and multiplication, inducing the premature
nucleation and coalescence of microvoids at grain or phase
boundaries. Consequently, the characteristic phenomenon of
“microscopic enhanced plasticity and macroscopic brittle
fracture” is observed. Regarding the AIDE, hydrogen atoms at
free surfaces or crack tips are focused upon. This theory
incorporates both the decohesion concept from HEDE and
the dislocation promotion from HELP. According to the
AIDE, atomic bonding at the crack tip is weakened by
adsorbed hydrogen, which significantly reduces the critical
stress required for dislocation nucleation and emission. A
large number of directionally emitted dislocations are then
induced to form slip steps, directly driving the crack growth
at extremely low plastic strains.

In fact, extensive research has been conducted to clarify
whether hydrogen-enhanced decohesion or enhanced
localized plasticity dominates.9,95 However, it is increasingly
evident that the validity of each mechanism, or their
synergetic effects, depends on the specific hydrogen
concentration and microstructural conditions. For coating–
substrate systems, the complexity of the overall
embrittlement mechanism is further intensified by potential
film-induced brittleness.96,97 Therefore, when HBCs are
introduced to pipeline steel, the evolution of HE must be
analyzed by considering the coating and the substrate as an
integrated system.

3.2 Hydrogen barrier mechanisms

The hydrogen permeability is determined by both the
diffusion coefficient and the hydrogen solubility. Although
the diffusion coefficient is the dominant factor governing
hydrogen permeability, solubility also influences the
achievement of low permeation rates.98 In inorganic
materials, hydrogen dissolves and diffuses in atomic form.
The hydrogen barrier effect of coatings is manifested through
three primary mechanisms: first, the barrier against external
hydrogen involves the dissociation and adsorption of
hydrogen molecules on the coating surface, a process that
determines the concentration of hydrogen atoms entering
the coating. Second, the microstructure of the coating
imposes diffusion resistance on hydrogen atoms within the
material, governing their mobility. Finally, the physical and
chemical trapping capabilities of the coating reduce the
concentration of freely diffusing hydrogen atoms. In contrast,
hydrogen diffusion in organic polymers occurs mainly in
molecular form. The hydrogen barrier mechanism in
polymers relies on the synergistic effect between the polymer
matrix and incorporated fillers.

3.2.1 Physical barrier mechanism. The physical barrier
mechanism is considered the most fundamental and
prevalent approach for HBCs. As show in Fig. 4a, this
mechanism primarily relies on the construction of a dense
barrier that reduces hydrogen solubility, thereby isolating the
substrate from high hydrogen concentrations in the service
environment and providing a physical blocking function. On
a macroscopic level, nearly all coatings exhibit a certain
degree of physical barrier effect, which is highly influenced
by coating thickness. Generally, the barrier performance
improves with increasing thickness until a critical threshold
is reached. Beyond this point, excessively thick coatings are
prone to cracking and microcrack formation or even
delamination under practical service conditions,
compromising both structural integrity and hydrogen
resistance. From a microscopic perspective, a dense
crystalline structure and low porosity are crucial for an
effective physical barrier. These characteristics minimize
pathways for hydrogen dissolution and diffusion, ultimately
becoming the dominant factors in hydrogen resistance,
overshadowing the effect of thickness. For instance, Gilbert
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et al.99 demonstrated that a relatively thin iron aluminide
layer on 316L stainless steel provided superior hydrogen
barrier performance. This was attributed to the facilitated
oxidation of aluminum within the thin layer, resulting in the
formation of a dense Al2O3 layer with a compact
microstructure. Among various coating systems, metal-based
coatings, ceramic-based coatings, and novel two-dimensional
materials have been shown to exhibit prominent physical
barrier effects.

Metal-based coatings function as hydrogen permeation
barriers primarily due to the lower hydrogen solubility of
their constituent phases compared to iron-based substrates.
The dense atomic arrangement and strong metallic
bonding within the coating significantly hinder hydrogen
dissolution and penetration at the atomic scale. This
effectively prevents the ingress of hydrogen atoms from the
service environment, maintaining minimal hydrogen
concentration at the coating/substrate interface. As a result,
even if limited hydrogen diffusion occurs at this interface,
the low hydrogen concentration generates insufficient
thermodynamic driving force to support further penetration
into the substrate.

Ceramic coatings primarily function as hydrogen barriers
through their dense crystalline structures acting as physical
barriers.47,97 However, the effectiveness of this barrier
mechanism is highly dependent on the integrity of the
microstructure,31–34,100 making it challenging to achieve and
maintain a fully dense and defect-free morphology. Defects
such as microcracks and pores, often introduced during
fabrication, can act as preferential diffusion pathways for
hydrogen atoms, significantly compromising the barrier
performance.

The inherent hydrogen barrier properties of novel 2D
layered materials exhibit significant physical barrier effects at
the microscopic level. However, defects inevitably introduced
during large-scale manufacturing and application
compromise the advantages of these intrinsic properties. To
effectively harness the physical barrier characteristics of 2D
layered materials, layered stacking structures are commonly
employed. Such stacking configurations reduce hydrogen
permeation sites, lengthen hydrogen permeation pathways,
and significantly increase diffusion resistance for hydrogen
atoms. Graphene layer stacking has been demonstrated to
exhibit a remarkably strong physical barrier effect.101

Fig. 4 Schematic diagrams of (a) the physical barrier mechanism, (b) the chemical barrier mechanism, and (c) the trap capture mechanism; (d1–
d6) rugged energy barrier diagram for H diffusion in high-entropy metal oxides. Each shaded or white region represents the residence time of H.
Return-jump events are marked with red arrows. If hydrogen atoms linger in the vicinity for a longer period, the element name is labelled.
Reproduced with permission.27 Copyright 2022, Elsevier; (e) diffusion pathways of hydrogen atoms between h-BN layers and required activation
energy for diffusion. The activation energies required for the four diffusion paths are 3.25, 0.12, 1.35, and 1.11 eV, respectively. Reproduced with
permission.111 Copyright 2021, Elsevier.
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Consequently, multilayer stacked structures represent a key
design approach for translating the inherent hydrogen
barrier properties of two-dimensional layered materials into a
feasible and effective macroscopic physical hydrogen barrier.

3.2.2 Chemical barrier mechanism. The chemical barrier
mechanism, as shown in Fig. 4b, regulates hydrogen
dissociation kinetics through surface chemical adsorption on
the one hand, while reducing hydrogen diffusion rates based
on the high hydrogen diffusion energy barrier within the
hydrogen barrier material on the other. The coating's low
surface chemical activity suppresses hydrogen dissociation
adsorption, forming the first line of defense in chemical
barrier protection. Previous studies have demonstrated that
hydrogen atoms entering pipeline steel and causing HIC
originate from the dissociative adsorption of hydrogen gas on
surfaces.88,102–107 During dissociative adsorption, hydrogen
gas exhibits a high theoretical dissociation energy of 4.48 eV.
Physical adsorption primarily involves weak van der Waals
interactions, which do not alter the electronic structure of
hydrogen gas and thus contribute minimally to the
dissociative adsorption process. Chemisorption significantly
reduces the dissociation barrier for hydrogen molecules due
to strong interactions between hydrogen and the surface,
facilitated by active sites.9 Surfaces like ceramic coatings lack
active sites that promote hydrogen dissociation adsorption
and exhibit chemical inertness, making it difficult for most
hydrogen gas to dissociate into hydrogen atoms. Therefore,
reducing active sites on the substrate surface to increase the
dissociation adsorption resistance of hydrogen molecules is
an effective method for blocking hydrogen permeation. Sun
et al.108 demonstrated that hydrogen exhibits higher
adsorption energy on Al2O3 surfaces than on iron surfaces,
inhibiting the dissociative adsorption process. However, this
surface chemical hydrogen barrier is also susceptible to
defects. They noted that hydrogen exhibits more negative
adsorption energies at surface defects, promoting dissociative
adsorption and leading to localized hydrogen enrichment.
When defects reach critical sizes or densities, they become
preferential diffusion pathways for hydrogen atoms.

The high diffusion energy barrier within the coating serves
as the second line of defense for chemical barrier protection.
For common crystalline materials, the hydrogen diffusion
coefficient primarily depends on the energy barrier it must
overcome when hopping between interstitial sites within the
lattice. Crystalline structures with high density exhibit
significantly higher diffusion energy barriers. First-principles
calculations by He et al.109 indicate that the diffusion barrier
in closely packed face-centered cubic (FCC) or hexagonal
close-packed (HCP) structures is approximately eight times
that of body-centered cubic (BCC) structures. This elevated
barrier effectively reduces the hydrogen diffusion coefficient.
Additionally, elements within the material that exhibit higher
hydrogen binding energies can significantly increase the
hydrogen diffusion barrier. First-principles calculations were
conducted by Ling et al.68 to investigate hydrogen diffusion
in Cr2AlC, a typical MAX-phase material. The activation

energy for hydrogen diffusion at the Al atomic layer was
found to be as low as 0.312 eV. However, a higher diffusion
barrier of 1.59 eV was observed at the same layer, indicating
strong resistance to hydrogen permeation. High-entropy
materials exhibit uniquely rugged energy barriers due to
element-specific barrier differences and the broad barrier
distribution induced by chemical disorder.27 As a result,
hydrogen diffusion strongly depends on its initial position
and surrounding elements. As shown in Fig. 4d1–d6,
hydrogen frequently traverses elemental sites with different
energy barriers, resulting in irregular diffusion paths. At local
energy minima, hydrogen atoms exhibit significantly
prolonged residence times (Fig. 4d1 and d2) and demonstrate
a “back-jumping” phenomenon (Fig. 4d2, d5 and d6). This
rugged energy barrier achieves kinetic suppression of
hydrogen diffusion.

For materials such as graphene, scholars have proposed
the concept of quantum tunneling potential barriers,110

attributed to their unique sp2 hybridized bonds. This
represents a quantum-scale repulsive effect exerted by
nanoscale tunnels on hydrogen atoms, quantifiable via
eqn (3).

Q ¼ e
−2x

ffiffiffiffiffiffiffiffiffiffiffi
2m V − Eð Þ

p
h (3)

where Q is the tunneling potential barrier, dimensionless;
x is the barrier width, m; m is the mass of the tunneling
hydrogen atom, kg; V is the barrier height, J; E is the
kinetic energy of the tunneling hydrogen atom, J; h is the
reduced Planck constant, 1.054 × 10−34 J s.

However, for nanoscale two-dimensional layered
materials, the differences in energy barriers exhibited by
distinct diffusion pathways significantly influence the
effectiveness of chemical barriers. Theoretical calculations by
Bull et al.111 on the activation energies required for hydrogen
atoms along four different diffusion pathways within h-BN
layers provide compelling evidence for this. As shown in
Fig. 4e, among the four diffusion pathways, the energy
barrier for hydrogen atoms traversing the h-BN layer from
the adsorption site on surface B atoms is the highest,
reaching 3.25 eV. In contrast, the energy barrier for hydrogen
atoms diffusing between B atom sites is only 0.12 eV. This
disparity indicates that hydrogen atoms preferentially diffuse
parallel to the layer surface rather than traversing it vertically.
Therefore, the orientation of the layers relative to the
hydrogen diffusion direction becomes a critical preparation
parameter. To maximize the hydrogen barrier advantage of
two-dimensional layered materials, their alignment
orientation must be optimized, employing a layer-by-layer
stacking approach to extend the hydrogen diffusion path.

3.2.3 Trap capture mechanism. As shown in Fig. 4c, the
trap capture mechanism effectively suppresses hydrogen
permeation by capturing and storing diffusing hydrogen
atoms through various physical or chemical hydrogen traps.

Physical hydrogen traps primarily consist of
microstructural defects within materials and the stress fields
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generated around them. Defects such as vacancies (point
defects), dislocations (line defects), and grain boundaries
(plane defects), along with the stress concentration zones
formed around them, serve as preferred sites for hydrogen
atom accumulation.9 Research indicates that lattice
distortions in high-entropy alloys can also generate non-
uniform stress fields that trap hydrogen atoms.112,113

Furthermore, while surface microdefects can also function as
physical hydrogen traps to capture small amounts of
hydrogen atoms, their storage capacity is relatively weak.
When defects reach a critical size, hydrogen atoms
preferentially diffuse through surface defects instead,
reducing the hydrogen barrier performance of the coating.
During hydrogen permeation and diffusion, a fraction of
hydrogen atoms is initially captured by surface microdefects,
while the remaining unbound hydrogen atoms diffuse inward
either through surface defects or directly. Subsequently,
numerous microstructural defects within the coating—
including vacancies, dislocations, and grain boundaries—
along with the surrounding stress fields, efficiently capture
and store large quantities of hydrogen atoms. This process
significantly reduces the concentration of free hydrogen
atoms capable of diffusing to the coating/substrate interface,
constituting the key mechanism of the physical hydrogen
trapping effect. To address the issue that excessive large
surface defects may promote hydrogen permeation, surface
treatments such as shot peening can be employed to
introduce high-density nanoscale microdefects. This
enhances surface hydrogen trapping capacity and restricts
the initial hydrogen permeation process. Li et al.,114 Huang
et al.,115 and Otsuka et al.116 have confirmed the significant
role of shot peening in suppressing hydrogen permeation
and reducing HE susceptibility. Furthermore, from the
perspective of internal hydrogen traps within materials,
refining grain size to increase grain boundary density,
thereby boosting the number of hydrogen traps and
expanding physical hydrogen storage space, may also serve as
a key strategy to enhance the physical hydrogen trapping
effect.

Chemical hydrogen traps rely on strong chemical bonding
interactions between materials and hydrogen atoms to
immobilize hydrogen. For example, atoms such as Cr and Ni
in metallic materials can form stable bonds with hydrogen
atoms, creating hydrogen trap sites.19 Among non-oxide
ceramic materials, substances such as SiC and SiN contain a
large number of unsaturated Si-bonds, C-bonds, and N-bonds
in their structures. These bonds can form strong chemical
bonds with hydrogen atoms, requiring high energy to break,
thereby firmly trapping hydrogen atoms.45 For oxide
materials, Li et al.107 demonstrated through density
functional theory calculations that hydrogen possesses a
more negative adsorption energy on the Fe2O3 surface than
on the iron surface. While this promotes dissociative
adsorption of hydrogen and generates permeating hydrogen
atoms, the hydrogen atoms can also be tightly captured by
newly formed O–H bonds. Additionally, molecular dynamics

studies by Shi et al.101 revealed that unsaturated carbon
bonds in graphene can form sp3-hybridized bonds with
hydrogen, creating effective binding interactions. Thus, by
forming stable chemical bonds, chemical hydrogen traps
provide hydrogen atoms with capture sites that are difficult
to escape. Capture efficiency typically depends on the bond
energy of the relevant chemical bond; the higher the bond
energy, the stronger the capture ability for hydrogen atoms.
Bond energy data for selected chemical bonds are presented
in the table below (Table 2).

3.2.4 Composite synergistic mechanism. As shown in
Fig. 5, the composite synergistic mechanism achieves
excellent hydrogen barrier performance through the
synergistic interaction between the polymer matrix and
inorganic fillers.

The hydrogen barrier mechanism of pure polymers is
based on solution-diffusion, differing from that of inorganic
material coatings. The core of this mechanism involves gas
molecules first dissolving on the organic coating surface,
then diffusing through the coating, and finally desorbing on
the opposite side.117 Throughout this process, the chemical
properties and microstructure of the polymer itself (such as
free volume, crystallinity, etc.3) jointly determine the
solubility and diffusion coefficient of gas molecules within it.

Zheng et al.118 investigated the diffusion behavior of
hydrogen molecules in polyethylene (PE) materials. The
results revealed that hydrogen diffusion in PE follows a
“jumping” mechanism. Initially, hydrogen molecules
undergo prolonged, small-amplitude vibrations within voids
created by free volume. Subsequently, the molecules rapidly
leap to adjacent new voids, exhibiting large-amplitude
“jumps”. After completing a jump, the molecules resume
small-amplitude vibrations while awaiting the next jump.
Through repeated cycles of vibration and jumping, hydrogen
molecules eventually migrate far from their initial positions
and permeate the PE material. Zhao et al.119 employed
molecular dynamics simulations to analyze the crystallization
process of PE materials with different chain structures.
Results indicated that the presence of side chains hindered
crystallization behavior, leading to reduced crystallinity and
increased hydrogen solubility in the material. Further
analysis revealed that the key factor influencing solubility
was side chain density, while the effect of side chain length
was negligible. Zhao et al. proposed that side chains increase
the free volume within PE materials, thereby promoting
hydrogen diffusion at the glass transition temperature. A
higher number of side chains (greater density) result in
poorer hydrogen barrier properties of the material.120

Kanesugi et al.121 investigated the hydrogen permeation
characteristics of low-density polyethylene (PE-LD), high-
density polyethylene (PE-HD), and polyamide 11 (PA11),

Table 2 Bond energies of different chemical bonds (kJ mol−1)

Si–H C–H N–H O–H

318 411 386 459
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reaching the same conclusion. Jung et al.122,123 measured the
permeability parameters of rubber materials with varying
densities after exposure to hydrogen-containing
environments. They observed that both hydrogen
permeability and diffusion rate decreased with increasing
density. These findings collectively demonstrate that, under
identical conditions, polymer materials with higher density
exhibit superior hydrogen barrier properties.

When fillers are incorporated into a polymer matrix, the
gas barrier performance of the polymer is markedly
improved. Macro-scale effects include the fillers effectively
compressing the free volume within the polymer, forming a
dense physical structure that increases the tortuosity of gas
permeation pathways. This reduces the concentration of
hydrogen molecules entering the polymer via solution-
diffusion mechanisms. At the microscopic level, the targeted
orientation of fillers maximizes their hydrogen-blocking
effects. This is achieved through two approaches: (1) parallel
alignment of two-dimensional layered hydrogen-barrier fillers
to regulate hydrogen diffusion pathways; (2) leveraging the
porous structure and surface dangling bonds of nano-
ceramic particles to physically or chemically adsorb
hydrogen, enabling its capture and storage.

In future, exploration of other functional fillers (e.g., self-
healing types) holds promise for enhancing the long-term
reliability and service life of polymer-based composite
coatings under severe pipeline operating conditions. This
advancement provides critical technological support for

constructing more durable, low-maintenance hydrogen
energy infrastructure.

4 Preparation methods of HBCs

In the coating preparation process, even when employing
identical processes, different materials and structural designs
can lead to significant variations in hydrogen permeability.
Fig. 6a shows coating structures in single-layer, multi-layer,
gradient, nanolayer, and nanocomposite forms.124 The
rational selection of coating materials and structural design
is a prerequisite for preparing HBCs with specific properties.

Currently, the preparation of metal and ceramic HBCs
mostly requires high-temperature conditions. Commonly
used techniques include Physical Vapor Deposition (PVD),
Chemical Vapor Deposition (CVD), sol–gel method, Plasma
Spraying (PS), Electrochemical Deposition (ECD), and Plasma
Electrolytic Oxidation (PEO). In contrast, polymer-based
composite coatings involve the mixed assembly of polymers
and fillers, eliminating the need for stringent high-
temperature conditions. Primary preparation techniques
include Layer-by-Layer Self-Assembly (LBL) and the
operationally simple low-temperature curing film formation
method.

4.1 Physical vapor deposition

Physical vapor deposition is a method that vaporizes target
materials into atomic, molecular, or ionic states through

Fig. 5 Schematic diagram of the polymer composite synergistic hydrogen barrier mechanism. Hydrogen molecules vibrate and jump between
organic molecular chains and diffuse into the polymer matrix. The green region represents ideally arranged two-dimensional layered fillers, which
effectively reduce diffusion sites and extend the diffusion path. The gray balls represent nanoceramic particles, which further capture hydrogen
diffusing toward the substrate.
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evaporation, ionization, or sputtering within a vacuum or
low-pressure environment, then condenses and grows them
into coatings on substrate surfaces. Primary techniques
include vacuum evaporation coating, arc ion plating, sputter

coating, and ion beam assisted deposition. Fig. 6b1
illustrates the principle of radiofrequency magnetron
sputtering. With PVD, uniform and dense coatings of metals
and their alloys, oxides, and non-oxide ceramics can be

Fig. 6 (a) Structural design types of HBCs; (b1) schematic of radio frequency magnetron sputtering. Argon ions, activated by electron collisions,
bombard the target surface with high energy, causing target atoms or molecules to sputter and deposit onto the substrate to form a thin film, (b2)
schematic of conventional CVD, showing the core steps of precursor gas-phase diffusion, surface adsorption, surface reaction for film formation,
and desorption of byproducts. Reproduced with permission.58 Copyright 2023, American Chemical Society; (c1) traditional LBL self-assembly.
Without an electric field, the PEI chains are randomly coiled, resulting in loose and uneven stacking of GO sheets, (c2) LBL self-assembly regulated
by an external electric field. The applied direct current electric field causes the PEI chains to stretch and extend, which increases the deposition
rate and promotes a more uniform orientation of the GO sheets. Reproduced with permission.87 Copyright 2015, Elsevier.
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produced. For example, Levchuk et al.125 prepared a dense
α-Al2O3 coating at 973 K using a negative bias of 200 V,
reducing hydrogen permeability by a factor of 1000. Without
a bias, the formation of the α-Al2O3 phase typically requires
temperatures of 1300 K or higher, which adversely affects the
microstructure and mechanical properties of the martensitic
steel matrix. Subsequently, Al–Cr–O coatings deposited on
Eurofer 97 steel surfaces via pulsed arc evaporation reduced
hydrogen permeability by 2000–3500 times. This method
forms a dense corundum-type structure at 823 K. However,
the vertical deposition process from the target to the
substrate limits PVD deposition on large-area and complex
workpieces.126 Therefore, despite the superior hydrogen
barrier performance of PVD coatings, their application in
large-scale hydrogen pipelines remains severely challenged.
The process is primarily constrained by the inherent vertical
deposition mechanism and the reliance on large-scale
vacuum chambers, rendering the uniform and continuous
coating of long pipeline inner surfaces technically
prohibitive. Furthermore, the degradation of mechanical
properties induced by excessive deposition temperatures
represents an unacceptable risk in engineering practice.

4.2 Chemical vapor deposition

Chemical vapor deposition introduces gaseous precursors
into a reaction chamber, where chemical reactions occur on
the substrate surface or in the adjacent space. This generates
solid deposits that form a coating covering the substrate
surface. As shown in Fig. 6b2, conventional chemical vapor
deposition primarily involves four processes: (1) diffusion of
reactive gas streams onto the substrate surface, (2)
adsorption of reactive gas streams onto the substrate surface,
(3) chemical reaction on the substrate surface to form a film,
and (4) desorption of gaseous byproducts from the substrate
surface. HBCs prepared via CVD enable in situ deposition of
ceramic coatings or novel hydrogen barrier layers on
container or pipeline inner walls, making it suitable for
coating complex or defective surfaces. Young127 and Fan128

utilized CVD to fabricate low-defect graphene HBCs on
copper substrates and nickel foils.

However, the deposition temperature of conventional CVD
typically exceeds 1273 K, thereby limiting the choice of
substrate materials. Against this backdrop, metal–organic
chemical vapor deposition (MOCVD) has garnered significant
attention. In this process, volatile metal organic compounds
undergo thermal decomposition at low temperatures,
providing favorable conditions for uniform coating
deposition and large-scale production. By adjusting
conditions in the MOCVD system—such as reactor geometry,
flow rate, pressure, and deposition temperature—the
composition, microstructure, and crystallinity of the coating
can be modified. He et al.129 investigated the effect of
MOCVD temperature on the hydrogen permeability of Al2O3

coatings. The permeability of crystalline Al2O3 coatings
annealed at 1173 K was higher than that of amorphous Al2O3

coatings annealed at 973 K; however, the former exhibited
delamination after hydrogen permeation testing. This was
attributed to the formation of the MnCr2O4 spinel phase on
the coating surface after 1173 K annealing, creating rapid
hydrogen diffusion pathways that enhanced permeability. Wu
et al.130 prepared Y2O3 coatings on 316L stainless steel via
MOCVD, achieving permeability reductions of 240 to 410
times compared to the substrate. Although CVD technology
has made significant strides in coating uniformity and
adaptability to complex surfaces, its application in large-scale
hydrogen pipelines is still constrained by high deposition
temperatures and associated energy costs.

4.3 Sol–gel method

The sol–gel process utilizes metal alkoxides or similar
compounds as precursor materials, which are typically
dissolved in organic solvents such as alcohols or ethers to
form a homogeneous solution. Subsequently, through
hydrolysis and condensation, the solution transforms into a
sol state. As polymerization progresses further and undergoes
aging and drying, the sol gradually transitions into a gel
state. Finally, thermal processing steps such as sintering
remove the solvent and moisture, resulting in the formation
of the final ceramic coating. Sol–gel-prepared coatings offer
advantages such as high uniformity, single-component
composition, controllable processing, simplicity, and
adaptability to complex workpiece geometries. Although
Al2O3 coatings prepared by Wang et al.131 via thermal growth
and sol–gel methods exhibit surface porosity, they maintain
overall density and strong adhesion, theoretically preventing
hydrogen permeation. However, the preparation of α-Al2O3

crystals requires a calcination temperature of 1373 K, which
can damage the substrate. Yao et al.132 prepared Er2O3

coatings at 973 K using the sol–gel method with controlled
atmosphere and temperature. These coatings exhibited
uniform thickness, crack-free structures, and excellent
bonding with the substrate. Nevertheless, this method is
costly and time-consuming, hindering its large-scale
application.

4.4 Plasma spraying

Plasma spraying is a thermal spraying technology that
involves propelling powdered materials heated to a molten
or semi-molten state within a plasma jet at high velocity
onto a substrate to form a coating. It is primarily categorized
into atmospheric plasma spraying (APS) and vacuum plasma
spraying (VPS). This technology does not require high-
temperature preheating of the substrate, enabling coating
preparation without altering the substrate's microstructure
or strength. It offers large coating areas, ease of repair, and
low production costs. However, coatings produced by APS
are generally unsuitable for hydrogen barriers, as oxidation
during spraying generates numerous defects that increase
hydrogen permeation. Residual stresses may also form in
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PS-produced coatings due to the rapid cooling of ejected
particles, potentially affecting coating adhesion strength.

Fazio et al.133 observed that the permeability of Fe–Cr–Al
coatings prepared by VPS decreased by only 2.5-fold. The
poor hydrogen resistance may be attributed to oxide layer
delamination caused by residual stresses. Perujo et al.153

sprayed aluminum onto martensitic stainless steel, followed
by heat treatment to form Al3Fe and Al5Fe2. Hydrogen
permeability tests indicated the coating reduced hydrogen
permeability by 2–3 orders of magnitude. Liu et al.178

designed a self-healing hydrogen barrier coating and
prepared a multi-interface composite coating consisting of
TiC + Mixture (TiC/Al2O3) + Al2O3 via APS. After heat
treatment, TiC oxidized to TiO2, and the volume expansion
reduced porosity by 90%. Hydrogen permeation decreased,
and coating adhesion strength increased. After 40 h of
annealing at 923 K, the self-healing coating exhibited reduced
cracking and delamination. Hydrogen permeability also
decreased by approximately 50% compared to the untreated
coating, thereby enhancing its hydrogen resistance. However,
while thermal spraying is suitable for industrial-scale
production, the pores and cracks formed during thermal
spraying remain the primary obstacle to hydrogen barrier
applications. Solutions must be found before widespread
adoption.

4.5 Electrochemical deposition

Electrochemical deposition utilizes electrolytic principles to
cover substrate surfaces with a metallic coating, effectively
reducing hydrogen atom permeation. Electroplating
represents a typical electrochemical deposition process.
Hajjami et al.,134 Boiadjieva et al.,135 and Zhou et al.136

conducted studies on alloy coatings, considering additional
factors such as baking and varying electrodeposition
parameters, thereby validating the coatings' HE protection
capabilities. During the electroplating process, factors
including the plating bath system, additives, ultrasonic
agitation, and coating structure significantly influence the
suppression of HE effects. Nevertheless, the electroplating
process involves inherent hydrogen evolution; a portion
accumulates as gas diffusing into the environment, while
another portion permeates into the coating and substrate.
The accumulation of process-induced hydrogen at coating/
substrate interface defects can induce delamination and
blistering, severely constraining the applicability of this
technique. While optimizing operational parameters and
incorporating shot peening can alleviate interface lattice
mismatch and macroscopic defects, the risk of HE
introduced during the plating process remains a critical
safety hazard for high-strength pipeline steels.

4.6 Plasma electrolytic oxidation

Plasma electrolytic oxidation, also known as micro-arc
oxidation, generates instantaneous high temperatures and
pressures on metals such as aluminum, magnesium,

titanium, and their alloys through arc discharge, thereby
enabling the in situ growth of oxide ceramic coatings. This
method is simple to operate, and the coatings exhibit high
bonding strength due to metallurgical bonding with the
substrate, featuring a compact structure that resists peeling.
Jun et al. employed PEO to deposit Al2O3 coatings on SS316L.
These coatings demonstrated excellent adhesion to the
substrate and superior thermal shock resistance.33 At 773 K,
hydrogen permeability decreased by a factor of 1930. Within
the current density range of 30–120 mA cm−2, higher current
densities favored the oxidation of Al to Al2O3. On the other
hand, within the voltage range of 200–500 V, higher voltages
promoted the phase transformation from γ-Al2O3 to α-Al2O3,
resulting in enhanced hydrogen barrier properties. Despite
these performance advantages, the implementation of PEO
on large-scale hydrogen pipelines faces significant material
constraints. Since pipeline steels are predominantly iron-
based, PEO typically necessitates a pre-deposited aluminum
layer on the pipeline's inner wall. This complex “dual-
process” requirement substantially escalates both coating
production costs and operational complexity.

4.7 Layer-by-layer self-assembly

Layer-by-layer (LBL) self-assembly is a method for
constructing functional films layer by layer on a substrate
surface by alternately depositing molecules or nanomaterials
with opposite charges. Its core principle is electrostatic
interaction, though it can also be extended to intermolecular
forces such as hydrogen bonding. Since Decher137 proposed
the electrostatic-driven layer-by-layer self-assembly
mechanism in 1997, LBL technology has been extensively
studied in polymer-based composite coatings. In the field of
HBCs, Rajasekar138 introduced negative charges into
polyvinylidene fluoride through sulfonation modification.
This material was electrostatically coupled with positively
charged poly (diallyldimethylammonium chloride) and
alternately deposited. Meanwhile GO served as a nanofiller
dispersed within the sulfonated polyvinylidene fluoride. The
resulting LBL film, composed of 16 stacked bilayer
structures, substantially enhanced the hydrogen barrier
properties of the polyethylene terephthalate substrate.
However, this method requires a relatively long self-assembly
time, and the tendency of GO sheets to wrinkle during filling
can compromise the final hydrogen barrier performance. To
address this issue, Zhao et al.87 incorporated an externally
applied electric field into the LBL technique. This approach
not only accelerated the uniform dispersion of GO within
polyethyleneimine (PEI) but also suppressed sheet wrinkling,
optimized the orientation of GO layers, and enhanced the
film's compactness. The hydrogen gas transmission rate
(GTR) of the prepared 10-layer self-assembled film reached
81 cm3 m−2 d atm, which is 65% lower than that of the PEI/
GO film prepared without an electric field. Fig. 6c1 and c2
illustrate the LBL self-assembly process with and without an
electric field. In the absence of an electric field, polymer
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chains in dilute solution adopt a disordered, coiled state that
cannot be stretched, hindering polymer deposition and film
formation. On the other hand, when GO sheets adsorb onto
the substrate, their uniform film formation and spreading
are constrained by the morphology and distribution of
adsorbed polymer chains. This makes it prone to forming
uneven and loosely packed surfaces, resulting in prolonged
processing times and poor hydrogen barrier performance.
Under an applied electric field, the disordered polymer
chains are stretched and extended due to electrostatic
repulsion, accelerating deposition rates. Similarly, the
adsorption of graphene oxide layers is accelerated by the
electric field, resulting in more uniform alignment and
orientation. It is evident that the electric field-controlled LBL
self-assembly technique achieves higher efficiency and
superior hydrogen barrier performance in the resulting
coatings.

LBL technology enables molecular-level precision control
in preparing hydrogen-barrier coatings, facilitating the
fabrication of ultra-thin (nanoscale) layers. However, the
primary drawback of LBL technology lies in its low deposition
efficiency—a single layer requires 5–20 minutes to deposit.
The excessive time cost makes it difficult to meet the
demands of industrial-scale coating preparation for long-
distance pipeline steel.

4.8 Low-temperature curing film formation method

Low-temperature curing film formation methods are
commonly employed in laboratory settings due to their ability
to avoid excessively high processing temperatures. Common
techniques encompass blade coating, spin coating, and spray
coating. In comparison to conventional methods such as
CVD and PVD, low-temperature curing film formation offers
significant advantages through its ability to operate under
mild conditions without requiring complex high-temperature
or high-vacuum environments. As a result, it is especially
advantageous for the preparation of polymer-based
composite coatings and functionalized inorganic–organic
hybrid films under laboratory research conditions.

Blade coating is the simplest method, involving the direct
application of a liquid polymer precursor onto the substrate
surface. After drying and curing at a specific temperature, a
protective coating is formed. Spin coating offers a
straightforward process with strong film thickness
controllability, making it a prominent technique in
experimental research on polymer-based HBCs. The core
process involves dripping a liquid precursor (such as a sol,
polymer solution, or nanocomposite slurry) onto the
substrate surface. Centrifugal force generated by high-speed
rotation drives the liquid to spread uniformly, accompanied
by solvent evaporation or chemical reaction curing, ultimately
forming a dense, uniform functional film. However, spin
coating imposes stringent requirements on substrate surface
flatness, limiting its scalability for large-area or complex
geometries. In comparison, spray coating using small spray

guns effectively overcomes these limitations, enabling coating
preparation on intricate surfaces.

4.9 Comparison of common preparation processes

The hydrogen resistance of coatings depends not only on the
properties of the materials but also on the microstructure. By
adjusting preparation parameters or combining different
processes, the coating structure can be designed and
optimized. Table 3 summarizes the research results of various
coatings prepared using different techniques.

As indicated in the aforementioned table, it is evident that
most preparation processes involve complex procedures and
rely on high temperatures, making it difficult to directly apply
traditional HBCs to existing industrial pipelines. In contrast,
the low-temperature curing film formation method eliminates
the need for stringent high-temperature environments,
simplifies operational steps, and exhibits excellent adaptability
to various surfaces. Consequently, developing and applying an
industrially viable low-temperature curing film formation
method is key to overcoming the limitations of current
engineering applications.

5 Comprehensive evaluation system
for HBCs in transport pipelines

Considerable progress has been achieved in laboratory
research concerning hydrogen barrier materials, permeation
mechanisms, and advanced fabrication processes. However,
the translation of these fundamental findings into industry-
recognized and standardized engineering specifications and
technical guidelines remains a formidable challenge. In
practical industrial networks for pure or hydrogen-blended
gas, the evaluation of coated pipeline systems extends far
beyond the PRF as a singular metric. Within the contexts of
industrial certification and practical engineering applications,
greater emphasis is placed on the structural integrity and
functional durability of coatings under long-term dynamic
conditions. The core evaluative dimensions include the
bonding stability of the coating–substrate interface, overall
hydrogen barrier performance under complex conditions,
synergistic HE failure behavior during extended service, and
long-term durability within the pipeline environment.
Consequently, a multidimensional and comprehensive
methodological framework is required to bridge fundamental
materials science and engineering requirements. On this basis,
a full-chain evaluation framework is established in this section,
encompassing four critical dimensions: preparation quality,
hydrogen barrier efficiency, protective performance, and
pipeline applicability.

5.1 Quality evaluation

The quality of the coating directly affects hydrogen barrier
performance. Based on the factors influencing hydrogen
barrier performance, coating quality evaluation is primarily
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divided into three aspects: density evaluation, adhesion
evaluation, and thickness evaluation.

5.1.1 Density evaluation. The density of a coating, defined
as the uniformity and compactness of its surface structure,
serves as a crucial indicator for evaluating its performance.
Density is typically characterized using two-dimensional
microscopy techniques such as scanning electron microscopy
(SEM), transmission electron microscopy (TEM), and electron
backscatter diffraction (EBSD). Extensive research indicates
that high coating density is a key factor in enhancing
hydrogen barrier performance. Yoo et al.141 utilized EBSD to
compare three intermetallic compound coatings, finding that
coatings with a dense Fe2Al5 phase exhibited the best
hydrogen barrier properties. Fig. 7 displays the phase map
and inverse polar map (IPF) derived from EBSD image
analysis, revealing that the Fe2Al5 phase possesses the most
complete and dense columnar crystal structure. He et al.35,142

confirmed via SEM characterization that aluminum oxide
coatings with higher surface density exhibit superior
hydrogen barrier performance. Liu et al.47 employed field
emission scanning electron microscopy to demonstrate that
suppressing grain growth via energy ion bombardment
enhances the density of CrN coatings, thereby improving
their hydrogen barrier properties. These studies consistently
indicate that optimizing microstructure to increase density is
an effective approach for enhancing hydrogen barrier
performance. However, the hydrogen barrier efficiency of

coatings can be significantly compromised by the presence of
defects, particularly pores. Studies by Shi et al.101 and Oliver
et al.143 explicitly demonstrate that pores provide direct
diffusion pathways for hydrogen atoms, greatly facilitating
hydrogen permeation within the coating. Hydrogen atoms
permeating into the coating may recombine into hydrogen
molecules at microdefects, leading to localized accumulation
of hydrogen pressure. The sustained action of this hydrogen
pressure induces bubble formation, crack nucleation, and
propagation. This damage not only directly compromises the
integrity of the metal substrate but also severely impairs the
coating's long-term barrier function and durability under
demanding service conditions.98 Therefore, thoroughly
investigating the specific influence of coating porosity on
hydrogen permeation kinetics and damage mechanisms—
particularly determining critical porosity thresholds—is
crucial for designing highly reliable HBCs.

Currently, common methods for characterizing porosity
include mercury intrusion porosimetry (MIP) and X-ray
microcomputed tomography (X-CT) technology. MIP is
limited in hydrogen barrier coating evaluation because it
cannot image microstructures, locate specific pores, and
cause irreversible damage to samples. In contrast, X-CT
technology offers non-destructive three-dimensional imaging
capabilities, making it a superior choice for coating
evaluation. X-CT enables quantitative three-dimensional
analysis of film thickness distribution, porosity, and pore

Table 3 Characteristics of the preparation process

Techniques Materials
Structural
design Features Ref.

PVD CrN Single layer Ion bombardment during magnetron sputtering reduces the
formation of grain boundaries, resulting in a dense coating

139

α-Al2O3 Single layer At 973 K, applying a 200 V bias voltage enables the preparation
of dense α-Al2O3 crystals

125

Ni–Cr Gradient By adjusting the sputtering power ratio of Ni/Cr target materials, the
coating composition can be controlled. Combined with annealing
treatment, this enables elemental interdiffusion to form a gradient
structure, thereby enhancing coating adhesion

19

CVD V-Gr Nanolayer Large-area graphene coatings can be synthesized in situ via CVD to
prevent graphene from tearing during transfer

59

Sol–gel method Al2O3 Single layer Sol–gel method can be used for coating complex geometric surfaces,
such as the inner walls of pipes, but requires high-temperature
calcination

131

Er2O3 Single layer High-temperature calcination with a small amount of oxygen yields
excellent coating crystallization

132

PS Fe–Cr–Al Single layer 1. APS coatings exhibit more defects than VPS coatings 133
2. Due to defects caused by residual stresses in the coating, the
PRF of the VPS coating is only 2.5, far below the expected 100

ECD ZrO2 Single layer ECD can be used to seal pores in coatings 140
LBL PEI/GO Nanolayer A multilayer hydrogen-barrier composite coating formed by stacking

double-layer structures can be prepared without high-temperature
conditions. This approach optimizes the two-dimensional packing
orientation of the fillers, resulting in a structurally dense coatings,
but assembly efficiency remains low

87,
138PDDA/SPVDF-GO

Low-temperature curing
film formation method

(f-GO-BN)-TPU-EP Nanocomposite Combining spraying with in situ curing, this method is suitable for
coating the inner walls of complex-shaped containers

64

Gr-PPD-EP/TPU Multilayer Spin coating can be repeated multiple times, but it imposes stringent
requirements on the substrate surface and exhibits poor surface
adaptability

83
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connectivity without damaging the coating, thereby avoiding
the local sampling errors inherent in two-dimensional
measurement techniques.144,145 Zhang et al.146 quantified the
pore space distribution in plasma electrolytic oxidation
coatings using X-CT technology, but failed to detect the
submicron pores observed by SEM. To more precisely analyze
the dynamic evolution of pores, Zhu et al.147 developed an
image processing algorithm based on X-CT technology,
combining Top-Hat segmentation with region growth. This
algorithm significantly improved pore recognition rates and
effectively separated pores from the coating background
structure. Fig. 8 shows the three-dimensional pore cluster
distribution with volume fraction statistics grouped by radius
under this algorithm. Despite the advanced algorithm, the
inherent spatial resolution limitations of current X-CT
technology still make it difficult to clearly resolve the
connectivity behavior of microcracks between pores,

especially at the submicron scale. For this reason, X-CT
technology must still be combined with high-resolution SEM,
TEM, and other microscopic characterization techniques at
this stage to compensate for its limitations in fine-structure
characterization. Furthermore, the comprehensive utilization
of various microscopy techniques to systematically
characterize the microstructure of HBCs—particularly the
evolution of pore size, distribution, morphology, and
connectivity—is crucial for gaining a deeper understanding
of the failure mechanisms of coatings under service
conditions in hydrogen pipelines. This represents a key factor
in evaluating the long-term durability and reliability of
coatings, while also providing essential guidance for
optimizing coating structures and enhancing hydrogen
barrier performance.

5.1.2 Adhesion evaluation. The adhesion between a
coating and its substrate is fundamental to maintaining the

Fig. 7 Image quality maps, phase maps, and IPF for the three coating samples: A93-T, A93-t, and A95-T. (a) The A93-T consists of a surface Fe2Al5
layer, an intermediate FeAl phase, and a ferritic transition layer, with a total thickness of approximately 33 μm; (b) the A93-t contains only the FeAl
phase and a ferritic transition layer, with a total thickness of roughly 18 μm; (c) the A95-T is composed of the FeAl phase and a significantly
coarsened ferritic transition layer reaching a thickness of 22 μm. The IPF maps clearly illustrate the grain morphology and crystallographic
orientation distribution of each phase. Reproduced with permission.141 Copyright 2022, Elsevier.
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structural integrity of the coating and to providing long-term
protection. It directly determines the durability of the coating
under service conditions. Inadequate adhesion may lead to
coating delamination during prolonged use, resulting in loss
of intended functionality. Various methods are available for
evaluating coating adhesion, including nano-indentation or
nano-scratch testing, pulse laser induced shock spallation
testing, blister, bulge and buckle testing, and acoustic
emission testing.148 Currently, the aforementioned evaluation
methods are generally conducted in air environments,
whereas hydrogen environments have been demonstrated to
significantly impact coating adhesion.149 To obtain adhesion
data closer to actual coating operating conditions, testing
under simulated service conditions in high-pressure
hydrogen environments is crucial.

From another perspective, while high adhesion strength
enhances the coating's resistance to spalling, excessively
strong interfacial bonding can introduce new issues such as
“film-induced brittle fracture”. Traditional views held that
only brittle substrates exhibited this phenomenon, but Guo96

tested a brittle film/ductile substrate system (TiN/brass) and
discovered that ductile substrates could also fracture due to
cracks propagating from the coating. It was concluded that
the film–substrate adhesion is a critical factor influencing
substrate cracking. Under strong adhesion, cracks in the
TiN coating directly penetrate the interface and propagate
into the brass substrate, forming cleavage cracks

approximately 1 μm deep. At this stage, no interfacial
delamination occurs, and crack energy is directly transferred
to the substrate. With weak bonding, crack propagation
promotes delamination at the film–substrate interface,
dissipating energy and preventing crack extension into the
substrate, thereby avoiding substrate fracture. Therefore, in
critical applications such as hydrogen transmission pipelines,
the optimization of adhesion must be carefully balanced.
Pursuing excessively high adhesion without considering the
risk of film-induced substrate cracking may compromise the
long-term safety of pipeline systems.

5.1.3 Thickness evaluation. Coating thickness significantly
impacts hydrogen barrier performance. Current non-
destructive testing methods for evaluating coating thickness
include infrared thermal imaging thickness measurement,
ultrasonic thickness measurement, and eddy current
thickness measurement. Additionally, techniques based on
terahertz time-of-flight and laser-induced plasma
spectroscopy are also employed.150 Two-dimensional
microscopic analysis techniques are typical destructive
testing methods. Coating thickness can be accurately
determined through cross-sectional characterization. These
techniques are widely applied owing to their high precision
and reliable results. For instance, Chikada et al.151 precisely
measured the thickness of erbium oxide coatings using
scanning transmission electron microscopy. The reported
coating thicknesses ranged from 0.3 to 2.6 μm. Under the

Fig. 8 Three-dimensional representation of pores with different pore radii extracted from ceramic coatings using top-hat segmentation combined
with region growth. Pore size distribution and volume fractions: (a) 0.9–5 μm (17.05%), (b) 5–10 μm (27.4%), (c) 10–20 μm (26.97%), and (d) >20 μm
(27.83%). Reproduced with permission.147 Copyright 2019, Elsevier.
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ideal assumption of defect-free coatings, Chikada et al.
inferred a positive correlation between hydrogen barrier
performance and coating thickness, consistent with Kalin's
observations. Using SEM analysis, Kalin et al.20 examined
aluminum oxide coatings of varying thicknesses prepared on
Cr18Ni10Ti surfaces via the molten hot-dip aluminum process,
revealing enhanced hydrogen barrier effectiveness with
increasing thickness. Constrained by current coating
materials and preparation techniques, it is still a major
challenge to achieve completely pore-free and crack-free
coatings.

However, the relationship between coating thickness and
hydrogen barrier efficiency is not a simple linear
proportional relationship. Research by Li et al.152 indicates
that hydrogen permeability does not decrease significantly
as the Al2O3 coating thickness increases within the range
of 0.2–1.6 μm. This suggests that within this thickness
range, the chemical barrier mechanism against hydrogen
permeation at the aluminum oxide coating surface
dominates, and the effect of thickness is not evident. Only
when the thickness reaches a certain threshold do the
physical barrier properties begin to manifest. At this point,
hydrogen permeability decreases significantly with
increasing thickness.153 In addition, increasing coating
thickness often carries the risk of performance degradation.
Zhang Hua et al.154 demonstrated that both surface quality
and hydrogen barrier properties of aluminum oxide
coatings prepared on SS316L surfaces exhibited a trend of
initial improvement followed by decline as coating
thickness increased. At a coating thickness of 0.11 μm, the
coating displayed excellent hydrogen barrier performance,
achieving a PRF of 315. As the thickness increased to 0.255
μm, cracks began to appear on the coating surface, leading
to a decline in hydrogen barrier performance. Qamar
et al.45 also found that excessively thick SiC coatings are
prone to cracking under high-temperature conditions.
Therefore, for specific coating systems and service
environments in hydrogen transport pipelines, it is
necessary to determine the optimal thickness range that
balances high hydrogen barrier performance with good
surface integrity.

5.2 Efficiency evaluation

Numerous testing methods exist for evaluating hydrogen
dissolution and permeation into metallic materials. Since
each method employs distinct evaluation criteria, the
appropriate technique is typically selected by considering the
specific application and environmental conditions.

5.2.1 Vacuum gaseous hydrogen permeation tests. Vacuum
gaseous hydrogen permeation testing is dependent on high-
vacuum and high-temperature technologies, comprising three
main units: the sample mounting and heating unit, the high-
vacuum hydrogen charging chamber, and the high-vacuum
hydrogen measurement chamber.7 As shown in Fig. 9a, the
high-vacuum hydrogen charging chamber and high-vacuum

hydrogen measurement chamber maintain distinct vacuum
levels to provide hydrogen diffusion driving force. The high-
vacuum hydrogen charging chamber is connected to a
hydrogen cylinder and utilizes a mass flow controller to
supply constant-pressure hydrogen (a palladium hydrogen
permeation membrane at the hydrogen nozzle enhances
hydrogen purity). A heating system provides high-
temperature conditions by heating the specimen, enhancing
hydrogen atom diffusion through the metallic substrate.
When hydrogen diffuses from the hydrogen charging
chamber to the right side of the sample, hydrogen atoms
combine into hydrogen molecules. After desorption, the
increase in pressure is detected and measured by a high-
sensitivity vacuum gauge (or other instruments such as
quadrupole mass spectrometers that directly measure
hydrogen concentration33,35,40). Since the pressure increase is
proportional to the permeated hydrogen concentration, a
dynamic curve of the hydrogen permeation process can be
obtained, enabling quantitative monitoring of hydrogen
permeation within the material. This method can be applied
to evaluate the hydrogen barrier performance of hydrogen-
resistant coatings under varying hydrogen pressures and
temperatures. The hydrogen permeability can be calculated
using the following equation:155

P ¼ J × L
pn

(4)

where J is the hydrogen permeation flux in mol m−2 s−1; L is
the sample thickness in m; p is the hydrogen source supply
pressure in Pa; n is the constant representing the form of
hydrogen present in the material: n = 1/2 when present as
atoms; n = 1 when present as molecules; P is the permeability
in mol m−1 s−1 Pa−1.

For metallic materials, vacuum gaseous hydrogen
permeation testing is required to provide elevated
temperatures for detecting hydrogen permeation. At
temperatures approaching pipeline operating conditions, this
test may fail to accurately detect permeated hydrogen atoms.
For example, Okayasu and Sato156 observed no hydrogen
atoms detected in the vacuum hydrogen measurement
chamber when heating low-carbon steel specimens after 48
hours of exposure to 0.7 MPa H2 gas at 50 °C. Only when the
sample was heated to 100 °C did hydrogen atom content
reach 140 ppm (wt) after 24 hours of hydrogen charging.
However, tests conducted at temperatures significantly higher
than pipeline operating conditions cannot quantitatively
analyze hydrogen permeation data of coatings under actual
operating temperatures.

5.2.2 Electrochemical hydrogen permeation tests. The
measurement of hydrogen permeation behavior in materials
using the Devanathan–Stachurski (D–S) double-cell system is
termed electrochemical hydrogen permeation testing. As
shown in Fig. 9b, it consists of two independent electrolyte
cells separated by a thin sheet specimen. The hydrogen-
charged cell is positioned to the right of the specimen,
enabling hydrogen injection into the specimen under
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constant current or constant potential conditions.157 It acts
as the cathode, where hydrogen ions migrate to the surface
of the metal sheet sample, acquire electrons to form atomic
hydrogen, and enter the specimen (some atomic hydrogen
may combine into hydrogen molecules and desorb from the
specimen surface; this can be mitigated by adding a poison
to the electrolyte155). On the left side is a hydrogen
measurement cell. The electrochemical workstation applies a
constant potential to the left side of the sample, oxidizing all
hydrogen atoms permeating from the hydrogen-infusion side
into hydrogen ions. This records the hydrogen permeation
current, yielding a current-versus-time hydrogen permeation
curve. Analysis of this curve provides hydrogen permeation-
related parameters.12

The steady-state hydrogen permeation current density i∞
can be calculated by substituting into the steady-state
hydrogen permeation diffusion flux equation:

J∞ ¼ i∞
nF

(5)

where F is the Faraday constant of 96 500 C mol−1; n is the
number of electrons transferred in the reaction; J∞ is the
steady-state hydrogen permeation diffusion flux, measured in
mol m−2 s−1.

The hydrogen diffusion coefficient can be calculated using
the penetration time method or the time delay equation:

Dapp ¼ L2

15:3tb
(6)

Dapp ¼ L2

6t0:63
(7)

where Dapp is the hydrogen diffusion coefficient in m2 s−1; L is
the sample thickness in m; tb is the transfer time (the time at
which the tangent line at the inflection point of the permeation
curve intersects the horizontal axis) in s; t0.63 is the delay time
(the time required for the permeation current to reach 0.63
times the steady-state permeation current value) in s.

Electrochemical hydrogen permeation testing is widely
used for evaluating hydrogen barrier properties in non-high
temperature service coatings due to its simple experimental
setup, ease of operation, relatively low cost, and high
accuracy of test results.158–160 The primary limitation of this
method is that the electrolytic hydrogen production process
struggles to realistically simulate the permeation mechanism
of high-pressure gaseous hydrogen in practical applications
such as hydrogen storage and transportation. Additionally,
prolonged immersion in electrolyte during testing may affect
the surface condition of the specimens.110

5.2.3 In situ gaseous hydrogen permeation tests. To meet
the laboratory simulation requirements for the actual
operating temperatures and gaseous conditions of hydrogen

Fig. 9 (a1) Vacuum gaseous hydrogen permeation testing apparatus and (a2) process flow diagram. Reproduced with permission.58 Copyright
2023, American Chemical Society; (b) schematic diagram of the electrochemical permeation measurement instrument. Reproduced with
permission.12 Copyright 2025, Elsevier; (c) schematic diagram of in situ gaseous hydrogen permeation test equipment. Reproduced with
permission.161 Copyright 2023, Elsevier.
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pipelines, an in situ gaseous hydrogen permeation test has
been developed. It is based on the Devanathan–Stachurski
double electrolytic cell, innovatively replacing the hydrogen
charged side of the electrolyte cell with a high-pressure gas
autoclave to achieve in situ hydrogen permeation
measurement under high-pressure gaseous hydrogen
environments.161 As shown in Fig. 9c, the apparatus consists
of a high-pressure gas vessel on the hydrogen-charged side, a
hydrogen measurement cell, and the sample. Its hydrogen
measurement principle is identical to that of the
electrochemical hydrogen permeation test described in section
5.2.2. Hydrogen atoms diffusing from the gas vessel to the
hydrogen measurement cell are oxidized by the applied anodic
potential, yielding a hydrogen permeation current curve.

The in situ gaseous hydrogen permeation test more closely
aligns with the actual service environment of pipelines,
making this method widely adopted in hydrogen permeation
research on pipeline steels. However, its application in
evaluating the performance of HBCs for hydrogen transport
pipelines remains relatively limited, primarily due to signal
detection sensitivity. For bare steel specimens, detectable
hydrogen permeation current signals are already extremely
weak, typically in the microampere or even nanoampere
range.88 For coating specimens with superior hydrogen
barrier properties, the permeation flux will further
significantly decay, making it uncertain whether a stable
detectable current signal can be generated. Therefore,
overcoming the signal detection bottleneck and achieving
high-pressure in situ gaseous permeation measurement of
HBCs is crucial for evaluating coating performance under
real-world service conditions. This, in turn, is decisive for
guiding the design and application of highly reliable HBCs.

5.2.4 Thermal desorption spectrometry tests. The above
tests all involve monitoring hydrogen permeation during
hydrogen charging, whereas the thermal desorption
spectrometry (TDS) test obtains the hydrogen diffusion
coefficient based on the hydrogen release characteristics of
pre-charged samples.162 In TDS tests, pre-hydrogenation refers
to the process of introducing hydrogen into the specimen
beforehand via high-pressure hydrogen environments,
aqueous solution electrolysis, or molten salt methods. For
hydrogen-containing or pure hydrogen pipeline steel
specimens, high-pressure hydrogen environments are typically
used for pre-hydrogenation, and specimens are usually stored
in liquid nitrogen to prevent hydrogen escape prior to
measurement. During formal testing, the pre-hydrogenated
specimen is continuously heated to a constant temperature in
a vacuum furnace to induce desorption of internal hydrogen.
A mass spectrometer monitors the instantaneous hydrogen
release rate, yielding a hydrogen concentration versus time
curve. Analysis of this curve, combined with the following
equation,163 enables determination of the material's hydrogen
diffusion coefficient.

Dapp ¼ 2:3m

π
l

� �2 þ 2β1
d

� �2 (8)

where Dapp is the hydrogen diffusion coefficient in m2 s−1; m is
the slope of the linear decay segment in dimensionless; l is
the sample length in m; β1 is the root of the Bessel function; d
is the sample diameter in m.

Depending on the heating method employed, TDS tests
can also yield the function of hydrogen atom desorption rate
(ppm s−1) as a function of temperature (°C), thereby enabling
analysis of the hydrogen trap type and its binding energy
with hydrogen.7,88 Yoo et al.141 analyzed hot-pressed steel
specimens with different coatings using TDS analysis. The
results indicated that the A93-T coating (Fe2Al5 + FeAl +
ferrite) exhibited the best hydrogen barrier properties,
significantly outperforming the A93-t coating (FeAl + ferrite)
and the A95-T coating (FeAl + coarsened ferrite). This
conclusion is based on analysis of hydrogen atom desorption
rate curves, where the peak area directly correlates to the
total hydrogen content in the coating/substrate after pre-
charging hydrogen, as shown in Fig. 10. The low-temperature
peak area (approximately 50–100 °C) in Fig. 10a1 indicates
hydrogen escaping from traps within the A93-T coating,
which possess low hydrogen binding energy. The high-
temperature peak area (approximately 100–200 °C) represents
hydrogen escaping from traps within the substrate, which
possess high hydrogen binding energy. Combining Fig. 10a2–
a4, the hydrogen desorption peak area for the A93-T substrate
is the smallest, indicating that the A93-T coating effectively
blocked hydrogen atom permeation during the pre-
hydrogenation process. From the perspective of complete
desorption time, the A93-T substrate exhibited the longest
hydrogen complete desorption time (7 weeks), indicating that
the A93-T coating effectively restricted hydrogen atom escape
during desorption. In summary, the A93-T coating
demonstrates the optimal hydrogen barrier capability.

5.2.5 Inverse gas chromatography. Inverse gas
chromatography (IGC) analysis is a well-established surface
thermodynamic method. Different from hydrogen
permeation tests, which detect hydrogen content, it indirectly
reflects a coating material's hydrogen barrier capability by
examining its interaction with hydrogen molecules.
Generally, the stronger the interaction force between
hydrogen molecules and the metal material surface, the
easier it is for hydrogen molecules to adsorb and dissociate
into hydrogen atoms on the surface. This ultimately increases
the likelihood of hydrogen dissolving into the material
interior, leading to reduced mechanical properties. IGC
analysis operates on this principle: the test material is placed
in a chromatographic column, while a carrier gas (e.g., argon)
carries the target gas molecules (such as hydrogen) as a
“probe” into the column. The interaction strength between
the material and the probe molecules is quantified by
measuring the time taken for the probes to traverse the
column and reach the detector.164

However, the key quantitative metric in IGC analysis—
the residence time of hydrogen within the coating material
—is susceptible to variations in the material's
microstructure, leading to inconsistent test results.
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Consequently, IGC analysis provides only a rapid,
quantitative method for evaluating hydrogen barrier
performance in coatings and cannot be used for long-term
hydrogen barrier testing under real high-pressure hydrogen
environments.

5.3 Evaluation for the protective effect on mechanical
properties

HBCs applied to pipeline steel in hydrogen environments
prevent hydrogen permeation, thereby avoiding degradation

Fig. 10 Hydrogen desorption rate curves of (a1 and a2) A93-T, (a3) A93-t, and (a4) A95-T coatings/substrates obtained by TDS after pre-charging
hydrogen. Reproduced with permission.141 Copyright 2022, Elsevier; (b1) stress–strain curve, (b2) yield strength (YS), ultimate tensile strength (UTS),
and elongation at fracture (EL) derived from (b1). Reproduced with permission.19 Copyright 2024, Elsevier.

Industrial Chemistry & MaterialsReview

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 1

4 
M

ay
 2

02
6.

 D
ow

nl
oa

de
d 

on
 6

/4
/2

02
6 

10
:4

9:
28

 P
M

. 
 T

hi
s 

ar
tic

le
 is

 li
ce

ns
ed

 u
nd

er
 a

 C
re

at
iv

e 
C

om
m

on
s 

A
ttr

ib
ut

io
n-

N
on

C
om

m
er

ci
al

 3
.0

 U
np

or
te

d 
L

ic
en

ce
.

View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/d6im00033a


Ind. Chem. Mater.© 2026 The Author(s). Co‐published by the Institute of Process Engineering,
Chinese Academy of Sciences and Royal Society of Chemistry

of the steel's mechanical properties due to hydrogen-induced
microstructural changes. This prevents hazards such as HE
that threaten hydrogen energy transportation safety.
Therefore, it is essential to conduct systematic evaluations of
the protective efficacy of HBCs on pipeline steel's mechanical
properties. The fundamental mechanical properties of
pipeline steel, such as ductility and fatigue characteristics,
are susceptible to hydrogen effects. Mainstream evaluation
methods for these properties include slow strain rate tensile
testing and fatigue crack propagation testing. Comparing the
mechanical property changes of coated versus uncoated
metallic materials under hydrogen exposure through these
tests is a critical component of the hydrogen barrier coating
evaluation system for hydrogen pipelines.

5.3.1 Slow strain rate tensile tests. Slow strain rate tensile
tests (SSRT) are used to evaluate HE resistance by
comparing results from slow strain tensile experiments
conducted at constant elongation rates under hydrogen-
filled conditions versus control media. Commonly compared
data include elongation, reduction of area, fracture time,
and maximum fracture stress. Existing research indicates
that hydrogen primarily affects the tensile properties of
pipeline steels by reducing ductility, specifically diminishing
fracture elongation and reduction of area.8 The HE index FH
(eqn (9)) can be calculated based on reduction of area to
quantify a material's HE sensitivity and evaluate the extent
of its mechanical property degradation.

AR ¼ S0 − SAð Þ=S0 × 100%
FH ¼ AR0 −ARHð Þ=AR0 × 100%

�
(9)

where S0 and SA are the cross-sectional areas of the
specimens before and after stretching, respectively; and AR0

and ARH are the area reduction values in the inert and
experimental gas (pure or hydrogen-doped) environments,
respectively.

Numerous SSRT tests have shown that the application of
HBCs is an effective strategy to significantly improve the HE
resistance of pipeline steels in hydrogen environments.
Samanta et al.18 found that after cathodic hydrogen charging,
the elongation at break of X70 steel specimens was reduced
from 20.1% to 17.6%. When the specimens were coated with
Ni–P coating with amorphous structure, the elongation at
break exceeded 20% with or without a hydrogen
environment, indicating that the coated specimens had lower
HE susceptibility. Zhu et al.165 compared two kinds of coated
X80 steels in a hydrogen compressed natural gas
environment, proving that epoxy resin coatings could
significantly reduce the HE susceptibility of X80 steel. The
protective effect of the ionic liquid-modified epoxy resin
composite coating on X80 steel was even better, reducing the
HE index of X80 steel from 34.44% to 16.17% under a 5 MPa
hydrogen partial pressure environment. Liu et al.47

investigated the effect of CrN coating density on protective
performance. It was shown that a dense CrN coating formed
by 2 min per cycle ion bombardment could maintain the

fracture elongation and yield strength of X70 steel in a
hydrogen environment at levels comparable to those in a
non-hydrogen environment. This prevented degradation of
the X70 steel's mechanical properties. Meng et al.19

investigated the influence of microstructure in Ni/Cr
composite coatings on protective performance. As shown in
Fig. 10b, the coated specimens were observed to exhibit
higher yield strength, tensile strength, and elongation at
break compared to the uncoated substrate. Furthermore,
the protective effect of coatings on steel mechanical
properties improved with increasing Cr content. Among
them, the Ni28Cr72-coated steel specimen with the highest
Cr content exhibited the highest yield strength and tensile
strength, reaching 691 ± 19 MPa and 728 ± 17 MPa respectively,
with an elongation at fracture of 20.1 ± 0.4%. Therefore,
existing research fully confirms that both inorganic and
organic coatings can effectively block hydrogen permeation,
thereby improving the mechanical properties of the substrate
in hydrogen environments and reducing HE sensitivity.

5.3.2 Fatigue tests. Fatigue is a critical failure mechanism
for metallic materials subjected to cyclic stress,
encompassing properties such as fatigue crack growth rate,
fatigue life, and fatigue limit. In-service natural gas pipeline
steels face significant fatigue failure risks due to frequent
pressure fluctuations and temperature variations.7 This risk
is exacerbated when pipeline steel carries hydrogen-
containing fluids or pure hydrogen, primarily manifested
through a reduction in the threshold stress intensity factor
ΔK0 and an increase in the fatigue crack growth rate da/dN.
Currently, fatigue performance is typically evaluated
according to ASTM E647 (standard test method for
measurement of fatigue crack growth rates), established by
the American Society for Testing and Materials.

However, research on the fatigue characteristics of coated
specimens remains at a preliminary stage. For instance,
although hydrogen pressure cycling tests were conducted by
Junichiro Yamabe et al.166 on notched coated tubular
specimens in hydrogen at 85 °C and 95 MPa, demonstrating
that the coating effectively improved the fatigue life of the
stainless steel substrate in a hydrogen environment, the
fatigue crack growth behavior of the coated specimens has
not yet been analyzed. Therefore, to comprehensively evaluate
and develop hydrogen-resistant coatings that provide
comprehensive mechanical protection for pipeline steel in
high-pressure hydrogen environments, fatigue testing of
coated specimens under hydrogen conditions needs to be
performed. Such studies are essential to address the current
gaps in the fatigue performance evaluation system.

5.4 Applicability evaluation in pipeline transportation
environments

In pipeline transportation environments, the durability of
HBCs is influenced by the inherent properties of both the
coating and substrate materials. Moreover, their delamination
failure represents a typical thermo-mechano-chemical
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coupled process, as illustrated in Fig. 11. Therefore, to
evaluate the compatibility of HBCs with pipelines, it is
necessary to consider the effects of environmental coupling
factors and coating/substrate performance.

5.4.1 The influence of temperature. Long-distance
hydrogen transmission pipeline systems experience
significant temperature fluctuations due to variations in
transported media and diurnal/seasonal ambient changes.
Under these conditions, the difference in the coefficient of
thermal expansion (CTE) between the coating and the
substrate induces interfacial thermal stress. This thermal
stress reduces both the cohesion167 and adhesion of the
coating, representing a primary cause of coating failure. To
mitigate temperature effects on coatings, the CTE of
materials must be considered. The CTE is determined by
atomic radius, bond strength, and crystal packing density.124

It can be regulated through elemental composition design.
Hayashi168 combined experimental and molecular dynamics
simulation methods to study yttria-stabilized zirconia (YSZ)
coatings. It was found that as the Y2O3 content increased, the
decreased Zr–O and Y–O distances led to an increase in
binding energy of the crystal and bulk modulus, resulting in
a reduced CTE. Optimization of the fabrication process can
partially mitigate CTE mismatch. For example, ceramic layers
deposited by magnetron sputtering often exhibit a columnar
crystal structure. The gaps between columns provide buffer
space for thermal expansion. Another feasible approach is
the structural design of an interlayer. Materials with a CTE
similar to that of the substrate are commonly used as an
intermediate layer to enhance adhesion between the
substrate and coating. However, although interlayers can
partially alleviate CTE mismatch, inherent differences
between layers remain unavoidable. These differences
become more pronounced with increasing temperature,
leading to the accumulation of thermal stress. This may

result in crack propagation and eventual interfacial
delamination. Therefore, temperature adaptability testing is
essential to validate the structural stability of coating
materials under thermal cycling conditions.

5.4.2 The influence of stress. Interfacial stresses, including
both thermal and mechanical stresses, are considered key
factors leading to the failure of coatings during service. In
addition to the thermal stresses induced by temperature
fluctuations in the service environment, coatings prepared at
elevated temperatures often contain residual thermal stress.
Hydrogen transmission pipeline systems are also subjected
to various mechanical stresses, such as bending stress and
stresses generated by the transported media.88,141 Among
these, stresses induced by the transported media can
fluctuate due to changes in downstream supply and demand.
Under multi-source stresses, stress concentrations are formed
at geometric discontinuities or interfacial defects within the
coating. Once the critical stress is exceeded, microcracks
initiate. Subsequent crack propagation leads to coating
cracking or even delamination failure. Currently, the state of
residual thermal stress can be evaluated using the Stoney
equation:124

σ ¼ 1
6

EsTs

1 − vsð Þt
1
Rn

− 1
R0

� 	
(10)

where Es, vs, t, Ts, R0, and Rn represent the Young's modulus,
Poisson's ratio, substrate thickness, coating thickness, and
the radius of curvature of the substrate and coating,
respectively. By controlling these parameters, the residual
stress in the coating can be optimized to reduce the risk of
failure. Furthermore, analyzing the stress state of the coating
under environmental loading conditions and understanding
its failure mechanisms under complex stress scenarios are
essential for evaluating the suitability of HBCs for pipeline
applications.

5.4.3 The influence of impurities. Hydrogen-blended
natural gas pipelines typically contain impurities such as
H2S, CO2, and Cl−, presenting challenges of multi-component
acidic corrosion. Existing internal coatings are usually made
of inert materials with excellent chemical stability, which are
difficult to react directly with corrosive media in the
environment. However, surface defects in the coating—such
as pores, cracks, or scratches—can provide pathways for the
permeation of corrosive media. The permeation of these
media disrupts the coating's microstructure and reduces its
overall mechanical properties. Over time, corrosive media
reach the coating/substrate interface, inducing localized
corrosion of the metal. The accumulation of loose corrosion
products at the interface further weakens coating adhesion.
Eventually, under continuous exposure to corrosive
conditions, macroscopic coating delamination occurs,
resulting in a complete loss of protective functionality.
Currently, electrochemical impedance spectrometry (EIS) is
widely used to investigate the corrosion behavior of coating
materials, evaluating their corrosion resistance through
analysis of Nyquist and Bode plots.83,86,169 It is generally

Fig. 11 Environmental coupling factors affecting the adaptability of
hydrogen pipeline coatings.
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accepted that in Bode plots, the low-frequency impedance
modulus is generally regarded as an indicator of corrosion
resistance, with higher values corresponding to better
performance.86

However, in actual corrosion processes, the synergistic
effect of temperature and stress is considered a key
accelerating factor. Meanwhile, corrosion itself also amplifies
the influences of temperature and stress on the coating.
Predicting the service life of coatings by accounting for
thermo–mechano-chemical coupling factors—such as
temperature, stress, and corrosive media—will be essential
for the application of HBCs.

5.4.4 The influence of gas flow. The high-flow state of
transported media is a distinctive feature of hydrogen
transport in pipelines compared to other hydrogen
application scenarios. Under flowing conditions, the actual
hydrogen permeation behavior of barrier coatings is likely to
be more complex. However, this factor has been largely
overlooked in existing evaluations of the hydrogen resistance
of coatings. Such a discrepancy fails to reflect the actual
application effectiveness of HBCs. Existing studies have
preliminarily indicated that flowing conditions can enhance
hydrogen permeation within materials. Compared to static
environments, hydrogen exhibits higher activation energy
and mobility under flow, making it more likely to bind to
specific sites on material surfaces and significantly
increasing the probability of dissociative adsorption.88

Nevertheless, there is still a lack of in-depth research on the
hydrogen permeation behavior of barrier coatings under
flowing conditions. This issue involves numerous complex
factors, including fluid boundary layer effects, surface density
and roughness, and gas components. To better evaluate the
suitability of HBCs for pipeline transport conditions, it is
essential to account for these complexities when analyzing
the influence of flow on coating performance.

5.4.5 The influence of coating–substrate interactions.
Strong adhesion to the substrate is a prerequisite for coatings
with excellent pipeline adaptability. In this context, the
coating, the coating/substrate interface, and the substrate
should be considered as an integrated system. The
deformation compatibility of this system is influenced by
both hardness and toughness, which collectively determine
its overall performance124 and long-term service stability.
Therefore, balancing the trade-off between hardness and
toughness to develop hard yet tough coatings is crucial for
further enhancing the pipeline adaptability of coatings.

Hardness is defined as the ability of a material to resist
permanent plastic deformation under localized loading,
which is specifically reflected in high wear resistance. This
property enhances the coating's ability to resist erosion from
flowing media. The toughness of hard coatings can be
effectively improved through nanocrystalline or amorphous
structural designs. Such microstructural modifications
enhance deformation compatibility while maintaining wear
resistance.18 Ou et al.170 produced a toughened CrN/Si3N4

multilayer coating through the addition of silicon. With

increasing silicon content, the coating's microstructure
transitioned from flaky columnar crystals to dense
nanofibrous grains, achieving an elastic recovery rate of
58.5%. In a separate study, Samanta et al.18 regulated
phosphorus content to obtain amorphous NiP coatings in
three alloy forms—near-eutectic, hypereutectic, and
hypoeutectic—demonstrating superior toughness. As shown
in Fig. 12a, wear tests indicated that the nanocrystalline
structure of CrN/Si3N4 exhibits excellent deformation
compatibility. Even under severe plastic deformation,
excellent surface integrity was maintained. The amorphous
structure of NiP not only provides toughness but also further
enhances wear resistance in Fig. 12b. Under all applied loads,
the three types of amorphous NiP coatings demonstrated
lower wear depths. Furthermore, improving the deformation
compatibility of the coating–substrate system can enhance
resistance to crack propagation under coupled thermo-
mechano-chemical conditions, thereby avoiding coating-
induced brittle fracture.

Toughness refers to the ability of a material to absorb
energy during plastic deformation until failure, which can be
characterized by bending performance. In bend tests, the
bend angle at peak load is used to evaluate the bendability of
materials.141 This parameter effectively reflects the
deformation compatibility of the coating/substrate system. As
shown in Fig. 13a–e, the failure process of the hard coating–
substrate system (A93-T) can be divided into four main
stages: (1) formation of micro V-cracks; (2) increase in the
number and size of V-cracks; (3) initiation and propagation
of shear cracks at the tips of V-cracks; (4) stable propagation
of shear cracks leading to final failure. In comparison, the
toughened coating/substrate system (A95-T) can absorb most
of the energy from bending deformation. No cracks or defects
were observed in the coating–substrate system before a
bending load angle of 65°. As the bending load angle
increased from 68° to 71°, wide groove-like defects developed
into V-cracks on the coating surface. While the substrate
remained unaffected, with no grooves or cracks observed.
Eventually, when the bending load angle reached 74°, shear
cracks initiated and propagated at the coating–substrate
interface due to the inherent hardness mismatch, resulting
in failure. Throughout this process, no significant V-cracks
formed in the substrate during the entire process, which
reveals that the toughened coating–substrate system
possesses superior deformation compatibility, allowing it to
absorb energy and mitigate crack propagation. In addition,
hydrogen was observed to promote the aforementioned
bending failure process. As shown in Fig. 13j–l, the fully
hydrogen-desorbed specimen (7 weeks) exhibited the highest
peak bending load angle, consistent with the uncharged
specimen. As the hydrogen desorption time decreased (i.e.,
hydrogen content increased), the bending load angles of the
coating–substrate specimens decreased, indicating a
reduction in deformation compatibility. To achieve a coating–
substrate system that combines both hardness and
toughness, the role of hydrogen must be considered. This is
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essential for further improving the pipeline adaptability of
HBCs.

5.5 Industrial performance indexes

To effectively bridge the gap between fundamental laboratory
research and practical pipeline engineering requirements,
and to provide a standardized reference for the future
industrial application of HBCs, the proposed “full-chain
evaluation framework” was aligned with existing industry
standards. The key performance indexes, test methods, and
representative standards for each evaluative dimension are
summarized in Table 4.

It should be noted that the diversified and fragmented
nature of the test methods and standards listed in the table

objectively reflects the current absence of prescriptive
standards specifically tailored for HBCs in hydrogen
pipelines. The intrinsic differences between various coating
materials result in evaluation methods that are often
constrained to independent or even cross-disciplinary
localized standards. Presently, industry practice
predominantly relies on conventional internal pipeline
coating standards, supplemented by specialized tests in high-
pressure hydrogen environments to verify product suitability.
Such a decentralized approach is detrimental to the selection
of coating materials, the adoption of fabrication methods,
the definition of performance indexes, and the establishment
of industrial acceptance criteria. Just as ASME B31.12 has
established the industry code for hydrogen pipelines, this
full-chain evaluation framework is intended to foster

Fig. 12 (a) Deformation of the nanocrystalline structure in the CrN/Si3N4 multilayer coatings under different normal loads during dry sliding wear
tests, with two HRTEM images showing details of coordinated deformation at the normal load of 1 N and 4 N. Reproduced with permission.170

Copyright 2020, Elsevier; (b) Wear penetration depth versus test time for substrate and NiP-coated specimens under applied loads of 10 N, 20 N,
and 30 N. Reproduced with permission.18 Copyright 2022, Springer Nature.
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consensus on the development of supporting standards for
HBCs. The ultimate objective is to facilitate the transition of
HBC applications from laboratory-scale research to industrial
standardization.

6 Application of HBCs in industrial
pipelines

To facilitate the transition of coating technologies from the
laboratory to large-scale applications, a balance must be
achieved among engineering feasibility, overall hydrogen

barrier performance, and adaptability to complex service
environments, while taking economic costs into account.
Currently, polymer coatings applied by spraying are
commonly used for corrosion protection in industrial
pipelines, and surface pretreatment is employed to enhance
the interfacial bond strength between the coating and the
substrate.171 In the field of hydrogen transport, the hydrogen
blending ratio in high-pressure natural gas networks is
generally 20% or lower. Under such conditions, hydrogen can
be safely transported with virtually no modifications required
for the existing pipeline infrastructure.15 However, for

Fig. 13 (a–e) Continuous cracking process of the non-H charged A93-T and (g–i) A95-T coating–substrate systems during bending tests; (f) shows
the variation of crack area with bending angle and the load-bending angle curve; (j–l) load-bending angle curves of the three H-charged coating–
substrate systems. Reproduced with permission.141 Copyright 2022, Elsevier.
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application scenarios involving higher hydrogen blending
ratios or even pure hydrogen, the extensive application of
HBCs is deemed necessary as a critical mitigation measure
against the risk of HE in pipelines. From the perspectives of
cost and engineering feasibility, although extremely high
hydrogen barrier efficiencies can be achieved via traditional
techniques such as CVD and PVD, their large-scale
application on pipelines spanning thousands of kilometers
has not been reported.14 It is primarily due to constraints
imposed by vacuum chamber equipment and excessive
energy consumption. Furthermore, the high heat input
associated with such preparation methods often leads to
microstructural coarsening of the substrate and residual
stress accumulation, making it difficult to meet the quality
requirements for high-standard engineering applications.172

In contrast, combined with in-pipe robotic spraying
technologies, polymer-based coatings can further facilitate
the realization of low-cost in situ application.173 Nevertheless,
at critical locations within the pipeline network—particularly
in regions exhibiting elevated fatigue risks or requiring an
enhanced safety factor—the application of high-cost metallic
or ceramic coatings is deemed engineeringly justifiable to
secure absolute safety redundancy.

However, for long-distance pipelines with service lives
spanning up to 30 years, the degradation and failure of
coatings throughout their entire lifecycle cannot be
overlooked. The failure mechanisms of these coatings evolve
dynamically over the service period. In the short term, the
quality of preparation is a key factor in coating failure.
Geometric irregularities and residual stress concentrations at

welds and heat-affected zones exacerbate localized hydrogen
accumulation.174,175 High hydrogen concentrations at the
coating–substrate interface significantly accelerate coating
damage or even delamination, leading to premature failure.
Over the long term, coating degradation is largely
determined by the service environment. Frequent cyclic
loading within the pipeline is highly susceptible to inducing
the initiation and propagation of fatigue microcracks in the
coating. This process continuously impairs hydrogen barrier
performance and accelerates hydrogen permeation, thereby
amplifying the overall risk of coating failure. Furthermore,
long-distance pipelines are typically equipped with cathodic
protection systems. In the event of coating damage,
hydrogen evolution reactions occur at the defects. The
synergistic effect between evolved hydrogen and gaseous
hydrogen can trigger catastrophic cathodic disbondment of
the coating.176 To address the challenges posed by these
industrial applications, in-service pipeline coating robots
offer an excellent comprehensive solution. By leveraging
laser vision and 3D contour sensing, these robots can
reconstruct weld seam topography in real time,177 precisely
plan spray gun orientation and movement trajectories, and
ensure high-quality initial coating. More importantly, these
robotic platforms enable the integration of surface
pretreatment, in situ spraying, non-destructive testing, and
localized coating repair. This multifunctional integration
effectively addresses both short-term coating defects and
long-term in-service degradation, making it crucial for
ensuring the integrity of hydrogen pipeline networks
throughout their entire lifecycle.

Table 4 Comparison of evaluation index for HBCs in pipeline applications

Evaluation
dimensions Performance indexes

Related test
methods

Representative
standard15

Recommended
thresholds

Decision-making
logic Notes

Preparation
quality

Density Porosity
measurement
microscopic
characterization

ASTM B809 Depending on
the type of
coating and the
test methods

Fundamental
thresholds

At present, there is a distinct
lack of unified, standardized
methodologies for evaluating
the comprehensive barrier
performance of HBCs in
pipeline applications. The
majority of existing test
techniques are implemented
as adaptations of conventional
standards

ISO 21809-2

Adhesion Scratch/indentation
test

ASTM D6647

Blister/bulge/buckle
test

ASTM D3359
ASTM D4541

Thickness/consistency Non-destructive test ASTM D7091
Microscopic
characterization

ISO 2178

Hydrogen
barrier
efficiency

Permeation rate Hydrogen
permeation test

ASTM D1434 Core indicators

PRF TDS ASTM G148
IGC ISO 17081

Mechanical
protection
performance

HE index SSRT ASTM G129 Service
effectivenessASTM G142

Fatigue resistance Fatigue test ASTM E647
Pressure cycling test

Applicability
evaluation

Environmental
tolerance

EIS ISO 16773-2 Scenario
adaptabilityNACE TM0185

Coating–substrate
performance

Wear test ASTM
D522/D522MBend test

Peel test ASTM G42
Scratch test
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Based on the five critical engineering dimensions identified
above, a visual comparison of the large-scale application
potential for four types of coating materials is presented in
Fig. 14. The axes represent key comparative dimensions—
namely economic feasibility, engineering feasibility, overall
barrier performance, adaptability to complex environments,
and long-term operational stability—ranging from “extremely
low” to “extremely high”. This relative distribution illustrates
the trade-off relationships of the coating materials across
various industrial standard dimensions. Notably, polymer-
based composite coatings, which exhibit both superior
economic and engineering feasibility, demonstrate significant
potential for industrial-scale application.

The large-scale application of coatings further necessitates
compliance with industrial acceptance standards. As
previously discussed, the selection of industrial-grade coating
materials should not be driven by the blind pursuit of
extremely high PRF while disregarding practical engineering
requirements. However, according to the analysis in section
5.5, specific evaluation standards currently do not exist for
the use of HBCs as a mitigation measure for pipeline HE. In
the existing ASME B31.12 standard, which is dedicated to
hydrogen transport pipelines, the primary objective of
coatings is the protection of the substrate against corrosion,
erosion, and wear. This gap has resulted in a lack of
industrial consensus regarding the application of HBCs in
this context. Future research is required to further investigate
the influences of coating materials, hydrogen barrier
mechanisms, fabrication processes, and evaluation
methodologies on the large-scale implementation of such
coatings. Such efforts will facilitate the development of an
application guideline for HBCs, ensuring compliance with
pipeline design standards and maintaining long-term

hydrogen barrier performance under diverse and complex
service environments.

7 Future development trend forecast
analysis

High-performance, functionalized HBCs of excellent quality are
considered essential for inhibiting hydrogen permeation,
preventing hydrogen-induced failure, and ensuring the long-
term safety of hydrogen pipelines. This review systematically
summarizes four categories of HBCs and provides a comparative
analysis of their hydrogen barrier properties. It also clarifies
three hydrogen barrier mechanisms in inorganic materials: the
physical barrier, the chemical barrier, and the trap capture
mechanism, while the significant application potential of
synergistic mechanisms in polymer composites incorporating
functional fillers is emphasized. Furthermore, this review not
only provides a comprehensive examination of preparation
methods for HBCs but also synthesizes existing evaluation
technologies. On this basis, it proposes a unified evaluation
framework structured around four key criteria: preparation
quality, hydrogen barrier efficiency, protective performance, and
pipeline applicability. Finally, the requirements for HBCs in
industrial applications are analyzed in detail.

However, the development of high-performance HBCs
faces formidable challenges, primarily stemming from the
specific technical requirements of hydrogen transport
pipelines. These challenges are threefold: the high cost and
technical difficulty of applying coatings over long distances,
the complexity involved in predicting long-term service life,
and the absence of a comprehensive performance test and
evaluation system. To accelerate the development and enable
the large-scale engineering application of these coatings for
long-distance hydrogen pipelines, future research should
focus on the following directions:

(1) Analysis of multi-scale hydrogen barrier mechanisms.
The hydrogen barrier stability of coatings is governed by a
combination of extrinsic service conditions and intrinsic
material defects. Key pipeline operational factors (e.g.,
thermal and pressure cycling, as well as corrosive medium)
interact with inherent coating flaws (e.g., micro-cracks and
porosity introduced during fabrication), complicating
hydrogen barrier mechanisms. A systematic investigation of
hydrogen barrier performance is therefore required across
nano-, micro-, and macro-scales under such multi-factor
coupling. Future work should focus on establishing
quantitative relationships between coating characteristic
parameters (e.g., porosity, micro-crack density) and key
hydrogen barrier properties (e.g., hydrogen diffusion
coefficients, trap density). Clarifying the influence of these
defect features on long-term barrier stability is essential to
unravel the underlying inhibition mechanisms under realistic
service environments.

(2) Material system design for functional coatings. The
development of functional HBCs must be driven by the
concurrent requirements of economic viability, superior

Fig. 14 A radar chart for the qualitative comparison of four
mainstream HBCs in industrial applications.
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performance, and extended service life. Consequently, a
thorough investigation is needed to elucidate the structure–
property relationships between coating designs and their core
properties (e.g., hydrogen barrier efficiency, long-term
stability, and substrate compatibility). Establishing a robust
design framework founded on the “composition–structure–
property” relationship is critical. This foundation will enable
the creation of definitive guidelines for the design and
optimization of coatings in engineering applications.

(3) Optimization of coating preparation processes and
establishment of a comprehensive evaluation system. Two
parallel initiatives are critical. First, the excellent engineering
applicability of polymer-based composites necessitates the
optimization of synthesis processes to develop coatings that
combine exceptional hydrogen barrier performance,
mechanical compatibility, and multifunctionality (e.g., self-
healing). Second, it is imperative to develop advanced testing
and evaluation methods that faithfully replicate the thermo-
mechano-chemical coupling encountered in real-world
service, complemented by accurate life prediction models.
This will enable the creation of a comprehensive, multi-
metric performance evaluation system to rigorously validate
coating reliability in complex, dynamic environments.

(4) Breakthroughs in application techniques for in-service
pipeline coatings. To address the stringent cost and efficiency
constraints, it is imperative to develop specialized application
equipment and spraying techniques that enable high-quality,
in situ coating on large-diameter pipelines under pressurized,
in-service conditions. In parallel, standardized field-
assessment methods for quantifying the interfacial overall
performance of these coatings must be created. In the future,
priority should be given to developing spraying robot
technology that integrates surface pretreatment, in situ
spraying, non-destructive testing, and localized repair in
order to achieve a fully intelligent workflow. Together,
success in these areas will pave the way for a comprehensive
and practical engineering technology system for
implementing HBCs on in-service pipelines.
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