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WiFi Channel State Information (CSI) has emerged as a powerful sensing modality for device-free Human
Activity Recognition (HAR), enabling fine-grained motion understanding without requiring wearable
sensors or cameras. However, any type of HAR — either CSI signal-based or device-based, inherently
encodes sensitive behavioral patterns, raising significant privacy concerns. In this work, we propose an
end-to-end privacy-preserving CSl-based HAR framework that integrates a Convolutional Neural
Network (CNN) with a temporal attention mechanism. We perform extensive evaluations on multiple
benchmark datasets consisting of varying distance and height factors, as well as different environmental
conditions. Our baseline non-privacy-preserving CNN—-temporal attention model achieves state-of-the-
art performance. Additionally, we incorporate differential privacy (DP) into the training pipeline —
enabling rigorous privacy guarantees through controlled noise injection and gradient clipping. We
evaluate the proposed framework's privacy—utility trade-off and demonstrate that even strong privacy
protection can maintain excellent recognition accuracy. Our framework can progressively approach the

non-privacy-preserving performance for some parameter regimes. As such, our experimental results
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Accepted 14th May 2026 clearly demonstrate that the proposed architecture remains robust under privacy constraints and
generalizes effectively across heterogeneous sensing conditions. We argue that our work provides

DOI: 10.1035/d6dd00077k practical insights into deploying secure and privacy-aware WiFi sensing systems for real-world HAR
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1 Introduction

Human Activity Recognition (HAR) automatically identifies and
categorizes human actions and plays a vital role in numerous
real-world applications, including smart homes, healthcare
monitoring, assisted living, surveillance, and security
systems.”? As an example in healthcare scenarios, continuous
activity monitoring is essential for patients suffering from
chronic conditions such as diabetes, cardiovascular diseases,
and obesity, where maintaining prescribed physical activity
routines is critical.>” Similarly, detecting abnormal behavior in
patients with cognitive impairments or mental health disorders
can help prevent adverse events and enable timely interven-
tion.*” Recently, incorporating HAR with digital twin systems
has translated real-world human activity into virtual replicas,
allowing real-time monitoring and predictive decision-making
in smart systems.® These practical demands have motivated
the development of accurate and scalable HAR systems, which
are realized through various sensing modalities, including
vision-based and wearable sensor-based approaches.”*® These
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methods are limited by environmental sensitivity, continuous
user participation, and long-term device attachment.***?

In recent years, WiFi-based HAR has emerged as a promising
alternative to vision-based and wearable-sensor-based
approaches.” WiFi sensing enables device-free activity recog-
nition, overcoming the limitation of requiring users to carry
sensors or remain within the field of view of cameras.
Compared to existing methods, WiFi-based approaches are
robust to lighting conditions and Line-of-Sight (LOS)
constraints. WiFi-based HAR commonly relies on two comple-
mentary signal representations: Received Signal Strength (RSS)
and Channel State Information (CSI). RSS is available on almost
all WiFi devices at the MAC layer, but provides coarse packet-
level measurements with low sensitivity. In contrast, CSI is ob-
tained at the physical layer on limited devices and offers high
sensitivity through fine-grained multipath information with
higher temporal resolution. Also, WiFi-based HAR systems still
suffer from several factors that degrade performance, including
moving objects, human-related variability, and signal interfer-
ence from other wireless devices. Additionally, noise, hardware
heterogeneity, and device placement variations can introduce
inconsistencies in CSI measurements. Temporal variations,
such as changes in occupancy or environmental conditions over
time, further reduce model robustness and generalization
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capability.’ As a result, recent research has predominantly
focused on incorporating CSI for HAR for its better generaliza-
tion in complex real-world scenarios.****

Alongside the rapid advancements, privacy has become
a pivotal factor for the deployment of HAR technology.'*"
Vision-based HAR systems inherently expose sensitive visual
information of the user in homes and healthcare setups. Recent
deepfake generation technologies can readily alter facial data,
significantly amplifying the privacy risk of vision-based
systems.'® Audio-based sensors pose privacy risks by continu-
ally capturing speech and ambient sounds, which may reveal
sensitive personal information.” Inertial Measurement Unit
(IMU)-based approaches can reveal sensitive personal attributes
(activities and demographics) and behaviors, and remain
vulnerable to inference attacks and leakage during data trans-
mission and processing.”® Although CSI-based HAR avoids
direct visual and on-body sensing like traditional approaches,
adversaries can still exploit CSI measurements to infer sensitive
activities, occupancy patterns, and behavioral routines.**
Deployed deep learning-based HAR systems are vulnerable to
attacks such as model inversion,* membership inference,”® and
adversarial manipulation,” which allow adversaries to infer
private user information from model outputs, parameters or
perturbed inputs, compromising data confidentiality.>® Conse-
quently, ensuring strong privacy protection across all HAR
modalities, particularly in a CSI-based framework, has become
essential for trustworthy deployment.

Motivated by these challenges, we propose a robust and
privacy-preserving CSI-based HAR framework that provides
formal and quantifiable privacy guarantees through differential
privacy (DP). We design a lightweight convolutional neural
network (CNN) augmented with a temporal attention mecha-
nism to effectively capture discriminative temporal patterns
from CSI sequences without relying on conventional recurrent
architectures (RNN, LSTM, and GRU) to avoid computational
bottlenecks. To protect sensitive training data, we integrate DP
training using the Gaussian mechanism,*® ensuring that the
learning process satisfies (¢, 0)-differential privacy. We con-
ducted extensive experiments on multiple CSI HAR benchmark
datasets — namely the CSI-HAR,”” WiAR,*® and CSLOS datasets.*®
The datasets consist of variations in distance, antenna height,
and environmental conditions. Experimental results demon-
strate that our proposed model achieves high recognition
accuracy while maintaining strong privacy guarantees. Notably,
across several configurations, DP training incurs only marginal
performance degradation (7-8%) and, in some cases, improves
generalization due to its regularization effect.>® These findings
indicate that accurate, efficient, and privacy-preserving CSI-
based HAR is achievable through careful algorithm and model
design. The main contributions of our work are summarized as
follows:

e We propose an end-to-end CNN-temporal attention
architecture for CSI-based HAR that avoids recurrent networks
while effectively modeling temporal dynamics.

e We design a unified preprocessing and training pipeline
that supports distance-, height-, and environment-variant CSI
data.
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e We integrate differential privacy into the training process
using the Gaussian mechanism and analyze the privacy-utility
trade-off through an extensive parameter sweep.

e We demonstrate our proposed model's robust and privacy-
preserving performance across multiple publicly available
datasets and heterogeneous sensing conditions, highlighting
the practicality of the proposed framework for real-world
deployment.

1.1 Notations

Scalars are denoted by lowercase letters (e.g., t and k), vectors by
bold lowercase letters (e.g., x), and matrices by bold uppercase
letters (e.g., X). For a matrix XeR™® T and S denote the
number of time frames and CSI subcarriers, respectively, and x,
represents the CSI vector at time index ¢. The Gaussian distri-
bution with mean u and variance ¢” is represented by .4 (u, a2)..
In the context of differential privacy, ¢ and ¢ denote the privacy
parameters, and .# represents a randomized mechanism.
Probabilities are denoted by Pr(-), and expectation by E[-].

2 Related studies

HAR has been widely explored using diverse sensing modalities,
including vision-based, audio-based, wearable sensors, and
wireless  signal-based approaches. Vision-based HAR
approaches have evolved from probabilistic and machine
learning methods (e.g., HMM, SVM, and KNN) to state-of-the-art
deep learning models leveraging transfer learning such as
CNNs, RNNs, and autoencoders, enabling automatic feature
learning and robust activity recognition.***> For example, Lin
et al* proposed Spike-HAR and Spike-HAR++, end-to-end
spiking neural network architectures with spiking attention
and transformer blocks, to efficiently perform event-based
human activity recognition. Liu et al. proposed an Aligned
Compressed Event (ACE) tensor representation and a Branched
Event Network (BEN) to address noise, sparsity, and temporal
misalighment in event-based vision and achieved the fastest
inference speed of 3.28 ms and 304 fps.** Integrating audio with
visual information enhances HAR by providing complementary
temporal and contextual insights and improving robustness of
the system.*® Kim et al.*® introduced an audio event recognition
model for elderly people in household events. Shaikh et al.
proposed MAiVAR, a multimodal audio-vision fusion frame-
work that jointly learns both audio and visual features.®”
However, audio-visual HAR systems are prone to high compu-
tational cost, data-hungry behavior, and prolonged training
times, leading to significant privacy concerns, limit scalability,
and deployment in practical settings.**

To address the aforementioned challenges, wearable sensor-
based HAR has been widely adopted in existing literature for its
low-cost and privacy-aware sensing of human movements and
real-time performance.*** Xu et al introduced a multi-
frequency channel attention framework for HAR that replaces
global average pooling with DCT-based compression, enabling
more informative yet lightweight channel modeling and
achieving state-of-the-art performance on multiple benchmark

© 2026 The Author(s). Published by the Royal Society of Chemistry


http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
https://doi.org/10.1039/d6dd00077k

Open Access Article. Published on 19 May 2026. Downloaded on 6/10/2026 7:20:47 PM.

Thisarticleislicensed under a Creative Commons Attribution 3.0 Unported Licence.

(cc)

Paper

datasets.* Recently, Arafa et al. proposed a hybrid CNN-Bi-
LSTM framework with oversampling techniques to address
class imbalance and spatiotemporal modeling challenges in
wearable sensor-based HAR.** Bigelli et al.** introduced an
energy-efficient privacy-preserving HAR approach using an
autoencoder to obfuscate sensitive attributes while retaining
high recognition accuracy on low-power devices. Despite these
advantages vision-based HAR, sensor-based HAR
approaches require continuous wearing of devices and reliable
connectivity, which can reduce user comfort, increase mainte-
nance overhead, and limit long-term deployment.**

CSI-based HAR offers a promising device-free alternative
using WiFi signals to recognize human activity without
continuous user participation.*® Chen et al.*® introduced an
attention-based BiLSTM model that leverages temporal depen-
dencies in raw WiFi CSI sequences, improving the accuracy of
activity recognition through adaptive feature weighting. Ding
et al. proposed HARNN, a CSI-based framework that combines
environmental detection, noise suppression, handcrafted
statistical features, and an RNN to robustly model activity-
channel relationships in indoor settings.*” Wang et al. devel-
oped MCBAR, a multimodal CSI-based HAR system that
employs GAN-driven semi-supervised learning to mitigate
performance degradation caused by environmental dynamics
and data imbalance.*® Addressing robustness and privacy-aware
deployment, Yadav et al. presented CSITime, a lightweight
attention-enhanced CNN architecture with data augmentation
strategies that achieves state-of-the-art performance and strong
generalization  without intrusive  sensing
modalities.”

To address the abovementioned limitations in current HAR
research practice, our work focuses on jointly addressing model
efficiency, privacy preservation, and robustness. The proposed
framework integrates temporal attention within a lightweight
CNN while avoiding computationally expensive recurrent
architectures, enabling effective temporal modeling with
reduced overhead. Furthermore, the incorporation of DP
provides formal privacy guarantees, mitigating inference risks
overlooked in prior CSI-based approaches.

over

relying on

3 Background and problem
formulation

In this section, we briefly review the fundamental concepts
underlying CSI-based HAR and DP, which form the theoretical
basis of this work.

3.1 Multipath propagation

In a typical wireless communication system, the transmitted
signal propagates from the transmitter to the receiver through
multiple paths due to reflection, diffraction, and scattering
caused by surrounding objects. This phenomenon is known as
multipath propagation, where signal components are attenu-
ated in power, delayed in time, and shifted in phase or
frequency.® Based on small-scale fading models, multipath
propagation can be broadly categorized into line-of-sight (LOS)

© 2026 The Author(s). Published by the Royal Society of Chemistry
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and non-line-of-sight (NLOS) propagation. LOS channels are
modeled using Rician fading due to the presence of a dominant
direct path, whereas NLOS channels are characterized by Ray-
leigh fading models to describe the statistical time-varying
nature of the wireless signal.*® To this end, human motion
can dynamically perturb these propagation paths by intro-
ducing additional reflections and obstructions, thereby
inducing measurable variations in the received signal charac-
teristics that can be exploited for activity recognition. Mathe-
matically, the received baseband signal r(f) can be
expressed as®

(1) = Z a;(1)s(t — (1)), 1)
i=1

where s(¢) denotes the transmitted signal, and a,(t), t(t), and
¢,(t) represent the time-varying amplitude attenuation, propa-
gation delay, and phase shift of the i-th propagation path,
respectively. In LOS environments, a dominant propagation
component exists with significantly larger a,(t), leading to
a Rician fading distribution. In contrast, NLOS environments
lack a dominant path, and a Rayleigh distribution explains the
fading amplitudes well.

3.2 Orthogonal frequency division multiplexing

Orthogonal Frequency Division Multiplexing (OFDM) is a multi-
carrier transmission technique widely used in modern WiFi
systems. Instead of transmitting data over a single wideband
channel, OFDM divides the available bandwidth into multiple
orthogonal narrowband subcarriers for accommodating
multiple users.*® This design improves spectral efficiency and
mitigates inter-symbol interference (ISI) by ensuring orthogo-
nality among subcarriers.> In IEEE 802.11 systems, each sub-
carrier experiences different channel conditions, enabling fine-
grained channel measurements that can be exploited for HAR
applications.®

3.3 Channel state information

Channel State Information (CSI) describes the frequency-
domain response of a wireless channel and captures the
effects of multipath propagation. For an OFDM system, the CSI
of the k-th subcarrier can be expressed as*®

H(k) = [H(k)|/“H®, (2)

where |H(k)| and £H(k) denote the amplitude and phase,
respectively. Phase measurements are often corrupted by carrier
frequency offset and sampling frequency offset.”” Consequently,
CSI amplitude is widely adopted in HAR due to its stability.
Human activities perturb the multipath structure of the wireless
channel, producing distinctive temporal patterns in CSI
measurements. These patterns can be used to recognize activ-
ities without the use of devices.”®® As such, we illustrate
a typical CSI-based human activity recognition pipeline in
Fig. 1, where raw WiFi CSI signals are captured, processed, and
fed into a deep learning model for activity classification.
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Fig. 1 A typical human activity recognition pipeline.

3.4 Differential privacy

Signal processing and ML algorithms often operate on sensitive
data and may leak private information about individuals
through their learned representations or outputs.* Differential
privacy®*®® provides strong protection by ensuring that the
outcome of a randomized algorithm is statistically indistin-
guishable regardless of whether any single individual's data are
included in the input dataset. This property offers robustness
against a wide range of privacy attacks, including those
leveraging auxiliary or background information.

Definition 3.1 (Differential privacy*®). A randomized algo-
rithm .4 : 9— 7 satisfies (¢, o)-differential privacy if for all
measurable subsets SS4 and for all datasets D,D'e % that
differ in at most one entry, it holds that

Pr(#(D)eS)<ePr(u(D)eS) + 0. 3)

Here, the privacy parameter ¢ controls the privacy budget, with
smaller values indicating stronger privacy guarantees, while 6 can
be interpreted as the probability that the privacy guarantee may
be violated. In practice, ¢ is chosen to be negligibly small, typi-
cally on the order of the squared inverse of the dataset size.>®
Several mechanisms exist for achieving DP, including input
perturbation, output perturbation, and objective perturbation.®
In this work, we adopt the Gaussian mechanism, which ensures
differential privacy by injecting calibrated Gaussian noise into
the learning process.®> During training, per-sample gradients are
first clipped to a fixed norm to bound their sensitivity, after which
Gaussian noise proportional to the clipping threshold is added.®
This approach guarantees (¢, 6)-differential privacy while allowing
effective optimization of DNN.

4 Proposed framework
4.1 Exploratory data analysis (EDA)

First, we conduct an EDA of CSI data to gain insights into its
intrinsic characteristics and sensitivity, focusing on the walking

Digital Discovery

activity across varying distances, antenna heights, and envi-
ronments. The analysis is based on time-subcarrier CSI
amplitude representations.

4.1.1 Effect of distance. As can be seen in the spectrograms
in Fig. 2, CSI patterns exhibit clear distance-dependent
behavior. At a short distance of 1 m, the CSI amplitudes
demonstrate moderate fluctuations with localized temporal
variations, indicating strong LOS and near-field multipath
components. At 3 m, the CSI responses become more dynamic,
with increased temporal variability and deeper amplitude fades,
reflecting enhanced sensitivity to human motion. In contrast, at
6 m, the CSI signals appear more uniform across subcarriers
with reduced temporal contrast due to signal attenuation and
spatial averaging. These observations suggest that mid-range
distances provide richer discriminative motion cues for
activity recognition.®

4.1.2 Impact of antenna height. The spectrograms in Fig. 3
illustrate the influence of antenna height on CSI signal char-
acteristics. At 60 cm, the CSI amplitudes remain relatively stable
with limited temporal modulation, indicating weaker interac-
tion between walking motion and dominant signal paths. At
90 cm, pronounced temporal transitions and subcarrier-specific
streaks emerge, corresponding to strong Doppler and shadow-
ing effects caused by limb movements intersecting the Fresnel
zone. At 120 cm, the CSI patterns become smoother while
maintaining consistent temporal variations, suggesting
a balance between motion sensitivity and signal stability. This
confirms antenna height as a critical factor in capturing
discriminative CSI features.*

4.1.3 Environmental variability. CSI signal responses
across different environments, shown in the spectrograms of
Fig. 4, reveal noticeable distributional shifts. Although the
temporal structure of walking activity remains consistent, each
environment introduces unique subcarrier-level amplitude
variations due to differences in layout. Certain subcarriers
consistently exhibit higher sensitivity to motion, whereas others
remain relatively invariant. This environment-dependency
highlights the domain shift challenge in CSI-based HAR.®**”

© 2026 The Author(s). Published by the Royal Society of Chemistry
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Fig. 2 Spectrograms of CS| data for walking activity across different transmitter—receiver distances (1 m, 3 m, and 6 m) of the WiAR dataset.

4.2 Data preprocessing

We applied a consistent preprocessing and augmentation
strategy to all the datasets under investigation to ensure
robustness and fair comparison.®® Since CSI data recordings
corresponding to different activities and trials exhibit varying
temporal lengths, the minimum number of time frames among
all recordings is first identified. Each sample is then truncated
to this minimum length to ensure uniformity across samples.
Although truncation to a fixed length may introduce partial
information loss, the use of overlapping sliding windows
enables effective recovery of discriminative temporal patterns
from CSI sequences, enabling consistent windowing and batch
processing without introducing zero padding or interpolation.
Then, each truncated sample is normalized independently
using z-score normalization to mitigate subcarrier-wise ampli-
tude bias and environment-induced scale variations. Specifi-
cally, for a CSI matrix Xe R"*5, where T and S denote the
number of time frames and subcarriers, respectively, the
normalization is performed as

o _ X0 —p?

Xnorm - 0_(,)—_’_7’ )

(4)
where X' denotes the i-th CSI sample, and u and ¢'” represent
the mean and standard deviation computed from the i-th
sample, respectively. The constant 7 is added for numerical
stability to prevent division by zero, ensuring that each sample
is normalized to have approximately zero mean and unit vari-
ance, which improves convergence during training. Each
normalized sample is segmented using a sliding window

60cm 90cm

e F

T T
100 150

Subcarrier

T
£
215
1 1 i LB R mn

.§ 10" I [ ]
=

5

0 . 1 1 J L

o 50 100 150 0 50 100 150

Subcarrier

approach. Fixed-length windows of 128 time frames are
extracted with a stride of 32 frames, producing overlapping
segments that preserve temporal continuity, while increasing
the number of training samples. Each windowed segment
retains the original subcarrier dimension, forming a two-
dimensional time-frequency representation. Gaussian noise is
injected into each windowed CSI segment as a form of data
augmentation to enhance model robustness and reduce over-
fitting. Specifically, for each original windowed data W, an
augmented version is generated as

W =W +.4(0,0,%), (5)

where .#(0,5,%) denotes zero-mean Gaussian noise with stan-
dard deviation o,,. We note that in our experiments, we used o,
= 0.03. All windowed CSI segments are stacked to form the final
input tensor Xe R¥*128%S where N denotes the total number of
segments and S represents the number of subcarriers. Corre-
sponding activity labels are encoded into a one-dimensional
label vector ye RY. This preprocessing pipeline ensures consis-
tent temporal structure, normalized feature distributions, and
enhanced data diversity for reliable CSI-based HAR.*"°

4.3 Model architecture

In the following, we describe the proposed lightweight CNN
model with a temporal attention mechanism, designed to effi-
ciently capture discriminative spatio-temporal patterns from
CSI data without relying on recurrent layers. The architecture
processes CSI inputs of shape 128 x S. Our proposed network
begins with two 1D convolutional layers that operate along the

120cm

| l o m
N =
CSI Amplitude

I
w

Subcarrier

Fig. 3 Spectrograms of CSI data for walking activity captured at different antenna heights (60 cm, 90 cm, and 120 cm) of the WiAR dataset.

© 2026 The Author(s). Published by the Royal Society of Chemistry

Digital Discovery


http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
https://doi.org/10.1039/d6dd00077k

Open Access Article. Published on 19 May 2026. Downloaded on 6/10/2026 7:20:47 PM.

Thisarticleislicensed under a Creative Commons Attribution 3.0 Unported Licence.

(cc)

Digital Discovery

Env 1

N
'
(=]

N
o
(=]

100

Time Window
=
v
=)

[
(=]

(-]

40 60
Subcarrier

40
Subcarrier

View Article Online

Paper

Normalized CSI Amplitude

60 40 60
Subcarrier

Fig. 4 Normalized spectrograms of CSI data for walking activity across three different environments of the CSLOS dataset.

temporal dimension to extract local temporal dependencies
across subcarriers. Each of the convolutional layers is followed
by a rectified linear unit (ReLU) activation and group normali-
zation to stabilize training. A max-pooling layer reduces the
temporal resolution by a factor of two, enabling hierarchical
feature abstraction while reducing computational complexity.
Dropout is applied to mitigate overfitting.”* Next, a temporal
attention module is applied to model long-range temporal
dependencies.”” More specifically, the attention mechanism
assigns adaptive importance weights to individual time steps,
allowing the network to emphasize temporally salient CSI
segments associated with human activities. The weighted
features are aggregated into a fixed-length representation.
Finally, the aggregated feature vector is passed through a fully
connected (FC) layer with ReLU activation to an output layer for
classification. The details of the network (as shown in Fig. 5) are

| Input CSI Data |
¥
| Conv1D (k=5,64) |

v

[ ReLU+ GroupNorm ]

v

| Conv1D (k=3,128) |

v

[ ReLU+ GroupNorm ]

v

Maxpooling (2)

Dropout (0.25)

I Temporal Attention |

| Fully Connected Layer |

|ReLu + Dropout(0.3)|

Fig. 5 Proposed CNN-temporal attention architecture for CSI data.
The model comprises stacked 1D convolutional layers with group
normalization and RelU activations, followed by temporal attention
and fully connected layers for the final prediction.
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provided in Table 1. Overall, the model contains only 58 824
trainable parameters, requiring approximately 5.29 million
multiply-add operations per inference. We note that the re-
ported parameter counts correspond to the 7-class activity
recognition setting. Only the final classification layer parame-
ters change for experiments with 12 and 16 activity classes.
Additionally, the total model size is ~0.22 MB - making it
suitable for deployment in resource-constrained edge-devices
and privacy-sensitive environments.”> While the model is
lightweight for inference, we note that DP-based training may
introduce additional computational overhead due to per-
sample gradient operations, which are typically handled in
offline or high-resource environments.

4.4 Training and evaluation

In this section, we describe the training configuration, evalua-
tion protocol, and performance assessment procedures used to
validate the proposed CSI-based HAR framework. Identical data
splits, preprocessing pipelines, and model architectures are
used across all experiments.

4.4.1 Non-privacy-preserving (baseline) model training.
The baseline experiments are conducted using the proposed
CNN-temporal attention model trained without privacy
constraints. For all datasets, CSI samples are divided into
training and test sets using an 80 : 20 stratified split to preserve
class distribution. The model is optimized using the AdamW
optimizer with an initial learning rate of 10™® and a weight

Table 1 Architecture summary of the proposed CNN-temporal
attention network

Layer Input shape Output shape Parameters
ConvlD (k = 5, 64) 52 x 128 64 x 128 16 704
ReLU + GroupNorm 64 x 128 64 x 128 128
Convi1D (k = 3, 128) 64 x 128 128 x 128 24704
ReLU + GroupNorm 128 x 128 128 x 128 256
Max pooling (2) 128 x 128 128 X 64 —
Dropout (0.25) 128 X 64 128 X 64 —
Temporal attention 64 x 128 128 8321
Fully connected 128 64 8256
ReLU + dropout 64 64 —
Output layer 64 7 455
Total - - 58824

© 2026 The Author(s). Published by the Royal Society of Chemistry
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decay of 10™*. Cross-entropy loss with label smoothing is
employed to mitigate overconfidence in class predictions. A
cosine annealing learning rate scheduler with warm restarts is
used to facilitate stable convergence.”” We employed early
stopping based on validation accuracy across the datasets - if
the validation performance does not improve for 15 consecutive
epochs, training is terminated to prevent overfitting. Model
checkpoints corresponding to the best validation accuracy are
retained for final evaluation.

4.4.2 Differentially-private model training. DP is incorpo-
rated into the training process using the Opacus framework.”
The same model architecture and data splits used in the base-
line experiments are retained to enable a fair comparison
between private and non-private training regimes. During DP
training, per-sample gradients are computed and clipped to
a fixed ¢, norm to bound the sensitivity.*® Gaussian noise is then
added to the clipped gradients, ensuring that the training
procedure satisfies (e, 6)-differential privacy.” The privacy
parameter 6 is fixed to 107> for all experiments, while the
privacy budget ¢ is varied to analyze the privacy-utility trade-off.
The DP model is trained for 50-100 epochs using the AdamW
optimizer with a learning rate of 1073. The effect of DP on
recognition performance is analyzed by comparing test accu-
racy across varying privacy budgets with the non-private base-
line. Lower ¢ values correspond to stronger privacy guarantees
but introduce higher levels of noise during optimization, which
can reduce classification accuracy.>® Conversely, larger ¢ values
relax privacy constraints and allow the model to approach non-
private performance.

4.5 Computational complexity and efficiency metrics

We analyzed several computational and system-level metrics,
including FLOPs, MACs, latency, throughput, memory usage,
and energy-related indicators to assess the practical deploy-
ability of the proposed model. These metrics are profiled in
a Kaggle execution environment using PyTorch-based profiling
tools under a GPU/CPU runtime, ensuring reproducibility and
consistency.

4.5.1 FLOPs and MACs. The number of floating-point
operations (FLOPs) and multiply-accumulate operations
(MACs) quantify the computational cost of the model. For
a convolutional layer, the MACs can be estimated as:

MACs = K x Cin X Cout X LOth

where K is the kernel size, C;, and C,, denote the number of
input and output channels, and L, is the output length. FLOPs
are typically approximated as:

FLOPs = 2 x MACs

4.5.2 Latency and throughput. Latency measures the time
required to process a single input sample:

Total inference time

Lat =
atency Number of samples

© 2026 The Author(s). Published by the Royal Society of Chemistry
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Throughput represents the number of samples processed per
second:

Th hput = ————
roughpt Latency

4.5.3 Memory usage. Memory consumption includes both
model parameters and intermediate activations during
inference:

Memory = model parameters + activation memory

4.5.4 Energy proxy. The energy proxy provides an approxi-
mate indication of energy consumption and is typically
proportional to computational cost:

Energy proxy « MACs x memory access cost

4.5.5 Realtime factor (RTF). RTF measures the ratio
between processing time and input duration:

RTF — Processing t}me
Input duration

4.5.6 Parameter density. Parameter density reflects the
compactness of the model relative to its representational
capacity:

Number of parameters

Model size(MB)

Parameter density =

5 Experimental results
5.1 Evaluation on the WiAR dataset

5.1.1 Performance variation with distance. As discussed in
Section 4.1, the WiAR dataset®® contains CSI data variations with
different distances. First, we analyze the performance of the
proposed model architecture (both without and with DP
constraints) with varying distances from the receiver. In Fig. 6,
we show the classification accuracy of the WiAR system across
different transmitter-receiver distances with and without DP.
Additionally, in Table 2, we summarize the classification
performance with recall and Fi-score under the distance
settings for the WiAR dataset. At a distance of 1 m, the proposed
CNN-temporal attention model achieved near-perfect non-DP
performance, with an overall accuracy of 95% and recall, and
F1-scores of 0.96 and 0.95, respectively. This indicates that,
under close-range conditions with no privacy constraints, the
CSI measurements provide highly discriminative patterns for
activity recognition. As the distance increased to 3 m, the
accuracy slightly decreased to 94%, accompanied by recall and
Fl-scores of 0.93 and 0.94, respectively. This performance
degradation can be attributed to increased multipath
complexity and reduced signal sensitivity to fine-grained
human motion at moderate distances. At a distance of 6 m,

Digital Discovery


http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
https://doi.org/10.1039/d6dd00077k

Open Access Article. Published on 19 May 2026. Downloaded on 6/10/2026 7:20:47 PM.

Thisarticleislicensed under a Creative Commons Attribution 3.0 Unported Licence.

(cc)

Digital Discovery

B Without DP
3 with DP

Accuracy

1m 3m 6m
Distance

Fig. 6 Classification accuracy across different transmitter—receiver
distances on the WIAR dataset without and with DP (¢ = 12, 6 = 107°).

Table 2 Performance comparison of the proposed model on the
WIAR dataset across different transmitter—receiver distances. DP
results are reported at ¢ = 12 and 6 = 10~°. Recall and F1-score are
reported for the non-private (Non-DP) setting

Distance DP Acc Non-DP Acc Recall F1-score
1m 0.88 0.95 0.96 0.95
3m 0.85 0.94 0.93 0.94
6 m 0.85 0.96 0.95 0.96

the model achieved an accuracy of 96%, demonstrating
a recovery in performance compared to the 3 m setting. This
suggests that the proposed architecture effectively captures
robust temporal patterns in CSI data even at extended sensing
distances, potentially benefiting from more stable multipath
structures in the far-field region.

In Fig. 7, we illustrate the privacy-utility trade-off, that is, the
variation of performance with the overall privacy budget ¢ for
different distance conditions. The figure reaffirms that lower ¢
values (corresponding to stronger privacy guarantees) introduce
higher levels of noise and thereby reduce classification accu-
racy. On the other hand, larger ¢ values relax privacy constraints
and allow the model to approach non-private performance,
irrespective of distance settings.

1.00
0.95 - e T e e e e e e e e e e e
0.90 -

0.85 - —T .2
> -~

& 0.80 - -

co -

Y 0.75 4

—— 1m (DP)
0.70 - > —== 3 m (DP)
%= 6 m (DP)
0.65 - —- 1 m (Non-DP)
0.60 ’a’ = = 3 m (Non-DP)
" ++-- 6 m (Non-DP)
0.55 ~— : . . - -
2 a 6 8 10 12

Privacy Budget (€)

Fig. 7 Privacy-utility trade-off on the WIiAR dataset under different
distance settings: variation of classification accuracy with the privacy
budget .
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5.1.2 Performance variation with height. Next, we investi-
gate the variation in performance of our proposed model on the
WIAR dataset using three receiver height configurations to
observe the impact of antenna height: 60 cm, 90 cm, and
120 cm. In Fig. 8, we show the classification accuracy of the
WIAR system across different antenna heights with and without
differential DP. Additionally, in Table 3, we tabulate the clas-
sification performance of the proposed CNN-temporal atten-
tion model under both non-private and DP training settings. In
the non-private setting, the model achieved consistently high
accuracy across different heights, with non-DP accuracies of
99%, 97%, and 99% at 60 cm, 90 cm, and 120 cm, respectively.
The corresponding recall and Fi1-scores indicate balanced
classification performance across activity classes, demon-
strating the robustness of the proposed architecture to varia-
tions in antenna height. When privacy -constraint is
incorporated into the training process, only a slight reduction
in accuracy was observed. Specifically, the model achieved
accuracies of 92%, 91%, and 93% for heights of 60 cm, 90 cm,
and 120 cm, respectively.

In Fig. 9, we illustrate the variation in performance with the
overall privacy budget ¢ for different height configurations. As
in the experiments under different distance conditions, the
figure clearly demonstrates that lower ¢ values reduce classifi-
cation accuracy. On the other hand, larger ¢ values allow the
model to approach non-private performance, irrespective of
height configurations.

5.2 Evaluation on the CSLOS dataset

We conduct experiments on the CSLOS dataset® across three
distinct indoor environments to assess the robustness of the
proposed CNN-temporal attention model. These environments
exhibit varying multipath characteristics, spatial layouts, and

Without DP
With DP

Accuracy

60 cm 90 cm

Height

Fig. 8 Classification accuracy across different antenna heights on the
WIAR dataset without and with DP (e = 12; 6 = 107°).

Table 3 Performance comparison of the proposed model on the
WIAR dataset under different antenna height configurations. DP
accuracies correspond to ¢ = 12 and 6 = 10>, while recall and F1-
scores are reported for the non-private (Non-DP) setting

Height DP Acc Non-DP Acc Recall F1-score
60 cm 0.92 0.99 0.98 0.99
90 cm 0.91 0.97 0.96 0.97
120 cm 0.93 0.99 0.99 0.99

© 2026 The Author(s). Published by the Royal Society of Chemistry
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Fig. 9 Privacy—utility trade-off on the WIAR dataset under different
height settings: variation of classification accuracy with the privacy
budget ¢.

Table 4 Performance comparison of the proposed model on the
CSLOS dataset across different environments. DP results are obtained
with ¢ = 12 and 6 = 107>, Recall and F1-scores are reported for the
non-private (Non-DP) setting

Environment DP Acc Non-DP Acc Recall F1-score
Env.1 0.89 0.94 0.93 0.94
Env.2 0.82 0.90 0.90 0.90
Env.3 0.87 0.93 0.93 0.94

levels of environmental clutter. In Table 4 and Fig. 10, we
summarize the classification performance under both non-DP
and DP training settings on the CSLOS dataset across
different environments. In the non-private setting, the proposed
model achieved accuracies of 94%, 90%, and 93% for Envi-
ronments 1, 2, and 3, respectively. The performance variation
across environments reflects differences in signal propagation
conditions and multipath complexity inherent to each envi-
ronment. When DP was incorporated into the training process,
the model demonstrated slight performance degradation across
the environments. Specifically, accuracies decreased to 89% in
Environment 1, 82% in Environment 2, and 87% in Environ-
ment 3. The corresponding macro-averaged and weighted F1-
scores remained consistent, indicating balanced recognition
performance across activity classes.

B Without DP
3 with DP

Accuracy

o
@
©

0.75

Environment 2 Environment 3

Environment

Environment 1

Fig. 10 Classification accuracy across different environments on the
CSLOS dataset without and with DP (¢ = 12; 6 = 107°).
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Fig. 11 Privacy-utility trade-off on the CSLOS dataset across different
environments, showing classification accuracy as a function of the
privacy budget e.

In Fig. 11, we depict the privacy-utility trade-off by analyzing
how classification accuracy changes with the privacy budget ¢
under different environmental conditions. As in the experi-
ments on the WiAR dataset, the figure demonstrates that lower ¢
values (stronger privacy guarantees) reduce classification accu-
racy. On the other hand, larger ¢ values allow the model to
approach non-private performance, irrespective of height
configurations, at the cost of weaker privacy.

5.3 Evaluation on the CSI-HAR dataset

Finally, we investigate the performance of the proposed
framework on the CSI-HAR dataset™ to assess its effectiveness
under standard indoor sensing conditions. In Table 5, we
summarize the classification performance achieved with and
without DP constraints. In the non-private setting, the proposed
model achieved an overall classification accuracy of 98%,
demonstrating strong baseline performance. When DP was
incorporated into the training process, the model achieved an
accuracy of 91%. In Fig. 12, we present the privacy-utility trade-
off of the proposed CSI-HAR framework by showing how clas-
sification accuracy varies with the privacy budget ¢. We observed
a similar trend for this dataset as in the previous cases.

5.4 Performance variation with training sample size

We investigated the effect of training sample size on classifi-
cation performance and privacy guarantees under DP on the CSI
HAR dataset” and WiAR dataset.”® For the WiAR dataset's
distance variation, we took the 1 m subset, and for the height

Table 5 Performance comparison of the proposed model on the CSI-
HAR dataset with and without differential privacy. DP results are re-
ported at e = 12 and 6 = 107>

Setting Accuracy Recall F1-score
DP training 0.91 0.90 0.91
Non-DP training 0.98 0.98 0.98
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Fig. 12 Privacy—utility trade-off for the proposed CSI-HAR frame-
work, illustrating the impact of the privacy budget ¢ on classification
accuracy.

dataset, we took the 60 cm subset. More specifically, we trained
the proposed model with different numbers of training samples
using DP-SGD,* implemented via the Opacus framework,” and
then tested it on the test set. For each configuration, the
resulting privacy budget ¢ was computed while keeping the
noise multiplier and norm clipping parameters fixed to enable
fair comparison across different training sample sizes. Specifi-
cally, the noise multiplier was set to ¢ = 1.0, and the clipping
norm was fixed to C = 1.0.

As shown in Fig. 13 and 14, increasing the number of
training samples consistently improves classification accuracy
while maintaining a lower privacy cost. Specifically, Fig. 13
illustrates the performance variation with the number of
training samples for the CSI HAR dataset,” whereas Fig. 14
shows the corresponding performance trends for the WiAR
dataset. For Fig. 14(a), the 60 cm height subset, and for
Fig. 14(b), the 1 m distance subset was considered. When the
model is trained with fewer samples, the accuracy remains
relatively low due to limited data diversity and the regularizing
effect of DP noise. As the training dataset grows, the model
learns more robust and discriminative features, resulting in
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Fig. 13 Effect of training sample size on the classification accuracy
(left axis) and the overall privacy budget ¢ (right axis) under differential
privacy for the CSI-HAR dataset.
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accuracy improvements exceeding 90% for the largest sample
size of the CSI HAR dataset®” and near 90% for the distance and
height variations of the WiAR dataset*. Simultaneously, the
privacy budget ¢ decreases monotonically as the number of
training samples increases. This reduction is attributed to
privacy amplification through subsampling in DP-SGD, where
each sample contributes proportionally less to the overall
privacy loss as the dataset size grows. Consequently, stronger
privacy guarantees are achieved when more training data are
available.”” These results demonstrate that increasing the
training sample size yields a dual benefit: enhanced recognition
performance and improved privacy protection. This finding is
particularly relevant for privacy-sensitive CSI-based HAR, indi-
cating that scalable data can effectively mitigate the privacy-
utility trade-off imposed by DP.

5.5 Ablation analysis

Although our proposed model is quite light-weight, we conduct
an ablation study on the CSI-HAR dataset” in the non-DP
setting to quantify the contribution of the different architec-
tural components of the proposed CNN-temporal attention
model. In Table 6, we summarize the classification performance
of different model variants. The full model, as shown in Fig. 5,
combines two convolutional layers with temporal attention, and
achieves the highest accuracy of 97.84%, demonstrating the
effectiveness of the complete architecture. When the network
was simplified to a single convolutional layer, the accuracy
decreased to 94.38%, indicating that deeper convolutional
feature extraction plays a critical role in capturing discrimina-
tive spatial-temporal patterns from CSI signals. Further
performance degradation was observed when the temporal
attention mechanism was removed, with accuracy dropping to
93.65%. This result highlights the importance of adaptive
temporal weighting in emphasizing salient CSI segments
associated with human activities. Without attention, the model
treats all time steps equally, limiting its ability to focus on
informative temporal regions. Overall, the ablation results
confirm that both multi-layer convolutional feature extraction
and temporal attention are essential components of the
proposed architecture, jointly contributing to improved recog-
nition accuracy and robust performance in CSI-based HAR.

5.6 Edge deployment and computational efficiency analysis

To evaluate the suitability of the proposed model for resource-
constrained environments, we analyzed the computational
efficiency, memory footprint, and inference performance of the
proposed model. The detailed results are summarized in
Table 7.

As shown in Table 7, the proposed model is highly efficient
in terms of both computation and memory. With only 58 824
parameters and a compact model size of approximately 0.22
MB, the architecture is significantly smaller than typical deep
HAR models. The computational cost is also low, requiring only
5.29 MFLOPs per inference, which enables fast execution. The
model achieves a latency of 2.071 ms and a throughput of
482.81 samples per second, indicating its capability for real-

© 2026 The Author(s). Published by the Royal Society of Chemistry
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Fig. 14 Effect of training sample size on the classification accuracy (left axis) and the overall privacy budget ¢ (right axis) under differential privacy

for the WIAR dataset: (a) for 60 cm height and (b) for 1 m distance.

Table 6 Ablation study evaluating the contribution of architectural
components on the CSI-HAR dataset

Model variant Accuracy (%)

Full model (CNN + attention) 97.84
One convolution layer 94.38
Without temporal attention 93.65

Table 7 Edge suitability analysis of the proposed model

Metric Value

Total parameters 58824
Model size 0.2244 MB
FLOPs 5.29 MFLOPs
MACs 5.29 MMACs
Latency 2.071 ms
Throughput 482.81 samples/sec
Memory usage 28.72 MB
Peak memory 28.72 MB
Energy proxy 10961.85
Real-time factor 0.001618
Parameter density 0.011115

time processing. The real-time factor (0.0016) further confirms
that the system can operate well within real-time constraints.
Additionally, the memory footprint remains modest at 28.72
MB, making it suitable for deployment on edge devices with
limited resources. Overall, these results demonstrate that the
proposed framework offers an excellent balance between
performance and efficiency, making it well-suited for real-
world, resource-constrained, and privacy-sensitive deployment
scenarios.

5.7 Comparison with existing studies

5.7.1 Comparison in the non-privacy-preserving (baseline)
setting. In Table 8, we compare the proposed light-weight

© 2026 The Author(s). Published by the Royal Society of Chemistry

network with recent CSI-based HAR approaches. ABLSTM,”*
GraphHAR,” and TSHNN”® report strong performance for 16
activities of the WiAR dataset, with TSHNN achieving the
highest F1-score among prior studies. PWCNN®*® also demon-
strates competitive precision. For reduced activity sets,
ABILSTM,* DenseLSTM,** and 2DCNN?” exhibit relatively lower
accuracy and incomplete metric reporting. Recent state-of-the-
art models such as GrapHAR™ and TSHNN"® achieve very high
recognition accuracy by employing more complex architectures.
Specifically, GrapHAR models CSI sub-carrier correlations using
graph attention networks combined with temporal causal
convolutions, achieving approximately 98-99% accuracy with
around 4.95 M parameters. Similarly, TSHNN adopts a compu-
tationally intensive design by converting CSI signals into video-
like representations and applying 3D CNNs followed by GRU
layers, achieving over 99% accuracy but with more than 1 M
parameters and significantly higher computational cost. In
contrast, our approach focuses on a computationally light-
weight and privacy-preserving design, using only 58824
parameters (~0.22 MB) while maintaining competitive perfor-
mance (approximately 94-99%) across 7, 12, and 16 activity

Table 8 Comparison of HAR methods under non-DP conditions in
terms of accuracy, precision, recall and F1-score

Method Activities  Precision (%) Recall (%) F1-score (%)
ABLSTM”? 16 97.75 95.44 95.59
GraphHAR”® 16 97.88 97.76 97.82
TSHNN"® 16 98.93 98.90 98.92
PWCNN®® 16 97.03 — 97.00
ABIiLSTM®! 12 92.86 — —
DenseLSTM®> 7 94.70 — —
2DCNN?’ 7 95.50 — -
This work 7 98.00 98.00 98.00
12 93.50 93.00 94.00
16 98.30 97.60 97.30
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Table 9 Comparison of HAR methods under DP conditions in terms
of accuracy degradation — accuracy drop indicates performance loss
relative to the corresponding non-DP baselines

Method Activities Accuracy drop (%) (e, 9)

Debaditya et al.®® 18 9-11 (8, 107°)~(33, 107?)
Bigelli et al.*® 6 =5 —

Nadira et al.®® 12, 16 10-12 (15,107°)

This work 7,12,16 7-9 (12,107°)

scenarios, thereby offering a more practical solution for
resource-constrained and real-world deployments.

5.7.2 Comparison in the privacy-preserving setting. Next,
we compare the performance of our proposed light-weight
network in a privacy-constrained setting against existing
studies. In Table 9, we present a comparative analysis of existing
DP-based HAR methods in terms of the accuracy degradation
induced by privacy preservation. Prior studies report a notice-
able performance drop when DP mechanisms are incorporated
into CSI-based or sensor-based HAR pipelines. Specifically,
Debaditya et al.® introduced TEMPDIFF, and observed an
accuracy reduction of approximately 9-11% for an 18-activity
classification task. Bigelli et al.** achieved a relatively lower
degradation (=5%) but considered only six activities for low-
power IoT devices. In contrast, methods by Piran et al.®** and
Nadira et al.*® reported higher performance losses ranging from
10-15% and 10-12%, respectively, as the number of activities
increases. Compared to these approaches, our proposed
method consistently limits the accuracy drop to 7-9% across
varying activity sets of 7, 12, and 16 classes and across different
transmitter-receiver distances, antenna heights, and LOS-NLOS
environments. This shows that our proposed framework ach-
ieves a more favorable privacy—utility trade-off, maintaining
robust recognition performance even under stringent differen-
tial privacy constraints.

We further compared our proposed framework against the
baseline models mentioned in Table 9 on the CSLOS Env. 1
dataset. Table 10 presents a comparison of DP-based HAR
methods in terms of accuracy degradation. The accuracy drop
indicates the relative performance loss compared to the corre-
sponding non-DP baseline models. Our proposed method
achieves an accuracy drop of 5.3% at (¢ = 12, 6 = 10~°), which is
lower than the degradation in prior studies, such as 9% in ref.

Table 10 Comparison of HAR methods under DP conditions in terms
of accuracy degradation on the CSLOS Env. 1 dataset — accuracy drop
indicates performance loss relative to the corresponding non-DP
baselines

Method Accuracy drop (%) (¢, 0)

Debaditya et al.® 9 (21,1077)
Bigelli et al.*? 6.5 (17,107?)
Nadira et al.® 10 (15,107%)
This work 5.3 (12, 107°)
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83 6.5% in ref. 43 and 10% in ref. 85. This suggests that the
proposed framework is capable of maintaining better utility
under privacy constraints.

6 Discussion

In this work, we propose a novel light-weight privacy-preserving
CSI-based HAR framework by jointly addressing classification
accuracy, and robustness across heterogeneous sensing condi-
tions. Across all three real datasets and different experimental
configurations, incorporating differential privacy introduces
a predictable yet controlled reduction in classification accuracy.
This can be considered as the cost of incorporating privacy into
the model training pipeline. The observed performance degra-
dation, typically ranging between 7 and 9%, aligns with the
theoretical expectations of DP-SGD due to gradient clipping and
noise injection.®® Despite this, the proposed CNN-temporal
attention model maintains excellent accuracy and F1-scores
even under strong privacy (e.g., ¢ = 12), indicating that CSI
representations retain sufficient discriminative structure under
DP-induced noise. The proposed framework demonstrates
strong robustness across diverse sensing conditions, including
variations in transmitter-receiver distance, antenna height, and
indoor environments. Distance-based evaluations on the WiAR
dataset reveal that mid- and long-range sensing scenarios
preserve discriminative motion signatures, even under DP
constraints. This observation aligns with multipath propaga-
tion characteristics, where stable far-field components continue
to encode meaningful activity-induced perturbations.

Similarly, antenna height experiments confirm that the
proposed model effectively captures temporal motion patterns
across different Fresnel zones. Although DP training introduces
slightly higher performance degradation in -cluttered or
dynamically changing environments (e.g., CSLOS Environment
2), the overall accuracy drop remains reasonable. These results
indicate that the proposed architecture generalizes well under
realistic deployment variability - a critical requirement for
practical WiFi sensing systems.

Our ablation study highlights the critical role of temporal
attention in modeling CSI dynamics. Removing the attention
mechanism leads to a notable decline in accuracy, confirming
the importance of adaptive temporal weighting in emphasizing
motion-salient CSI segments.” Unlike recurrent architectures,
such as LSTM or GRU that impose higher computational and
memory overhead, the proposed attention module enables
effective long-range temporal modeling with minimal
complexity. This design choice proves particularly advanta-
geous under DP training, where deeper or recurrent architec-
tures are more sensitive to gradient noise.** The results
highlight that temporal attention combined with convolutional
feature extraction is sufficient for capturing discriminative CSI
patterns, supporting efficient and privacy-aware model design.

The training sample size analysis provides quantitative
insights into the privacy-utility trade-off inherent in differential
privacy. As expected, stronger privacy guarantees (that is, lower
¢) lead to reduced recognition accuracy, while increasing the

number of training samples simultaneously improves

© 2026 The Author(s). Published by the Royal Society of Chemistry
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performance and reduces the effective privacy budget through
privacy amplification.®® This dual benefit suggests that scalable
CSI data collection can effectively mitigate DP-induced perfor-
mance loss. While smaller ¢ values provide stronger theoretical
privacy guarantees, in practice, moderate ¢ (e.g., ¢ = 12) offers
a more realistic balance between privacy and utility for deep
learning-based CSI HAR systems.®”*® In safety-critical health-
care scenarios, the privacy-utility trade-off must be carefully
considered, as even modest accuracy degradation (e.g., 7-9%)
may impact reliability and necessitate application-specific
tuning or complementary validation mechanisms. While
differential privacy provides formal guarantees, evaluating
robustness against empirical attacks, such as membership
inference remains an important direction for future work.*
From a system design perspective, the proposed framework
enables flexible privacy configurations, allowing practitioners to
select operating points that balance recognition accuracy and
privacy protection according to application requirements.
Although the scope of this work does not include a dedicated
hardware implementation, the proposed lightweight and
infrastructure-free framework is inherently scalable and can be
readily deployed across large-scale real-world and industrial
environments using existing WiFi systems.***° Additionally,
a limitation of the work is that the evaluation was conducted on
public datasets, where activities follow predefined scripts. The
performance on “in-the-wild” datasets containing natural and
unconstrained human activities is yet to be evaluated.

Future work can explore adaptive or layer-wise DP mecha-
nisms, as well as multi-user real-time HAR.®”*"*> Federated or
self-supervised learning and validating the framework in large-
scale, real-world deployments with heterogeneous devices can
be a promising research direction.” Emerging approaches
such as domain adaptation,” multimodal sensing,”” and a self-
supervised learning framework, along with SOTA architectures,
can be promising directions for improving robustness and
accuracy. While phase information can provide additional
spatial cues, its instability and limited availability across data-
sets motivate our use of amplitude-only features in this work;
incorporating calibrated phase information remains an
important direction for future work.> Although evaluated across
multiple environments, explicit cross-environment generaliza-
tion (training and testing across disjoint environments)
remains an important direction for future work to assess
robustness under distributional shifts.

7 Conclusion

In this work, we present a lightweight and privacy-preserving
CSI-based HAR framework that integrates a CNN-temporal
attention architecture with differential privacy-aware training.
The proposed architecture effectively models temporal CSI
dynamics without relying on computationally expensive recur-
rent networks, making it suitable for deployment in resource-
constrained and privacy-sensitive environments. Extensive
evaluations on multiple public datasets and under heteroge-
neous sensing conditions demonstrate that excellent recogni-
tion performance can be achieved, while providing strict (e, 6)-

© 2026 The Author(s). Published by the Royal Society of Chemistry
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DP guarantees. Our investigation indicates that DP training
incurs only a modest performance degradation (7-8%) while
significantly strengthening protection against inference attacks.
Furthermore, robustness across distance, antenna height, and
environmental variations highlights the practicality of the
framework for real-world WiFi sensing applications. Although
we employed the standard DP-SGD, designing a CSI-aware
privacy mechanism that exploits the structure of OFDM sub-
carriers can be an important direction for improving the
privacy-utility trade-off.”® Additionally, we report detailed
computational efficiency metrics, and evaluating the model on
physical edge devices (e.g., Raspberry Pi or Nvidia Jetson plat-
forms) remains an important direction for future work. Overall,
our work provides empirical evidence that accurate, efficient,
and privacy-aware CSI-based HAR is achievable when privacy is
incorporated as a first-class design constraint.
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