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Development of cost-effective fluorescent carbon
nanoparticles as security ink for anticounterfeiting

and fingerprint visualization
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Anticounterfeiting and latent fingerprinting have become ever-growing global demands, impacting national
economies, defence and various technological fields. This has led to an increasing need for

photoluminescent materials that are nontoxic, highly luminous, photostable, more sensitive and low-

cost. However, there is a lack of research reports that offer a detailed exploration of photoluminescent

materials for both anticounterfeiting and latent fingerprinting. Thus, we explored waste pistachio shell

biomass-derived tunable fluorescent carbon nanoparticles as an invisible/security ink for latent

fingerprint visualization and anticounterfeiting labels. Three levels of security characteristics for

fingerprint analysis were investigated to enable a more comprehensive exploration of the synthesised

fluorescent carbon nanoparticles. The invisible distinctive impression of the ridges, grooves, and furrows

of the fingers was visible on the thin layer chromatographic plate after fluorescent carbon nanoparticle-
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based ink was applied to the finger under UV-light excitation. The anticounterfeiting study was

performed after labelling the prepared ink on Whatman filter paper, TLC plates, PVA films and Indian
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1 Introduction

Invisible inks are stimuli-responsive optical materials composed
of luminophores that exhibit specific responses to ultraviolet (UV)
or infrared (IR) illumination. These inks are invisible under
natural visible light, but they luminesce and become visible under
UV & IR irradiation. This encryption technique of invisible ink is
utilised for anticounterfeiting, fingerprint visualisation and many
more purposes.'” Anticounterfeiting is a potent tool that makes
original products arduous to copy and it easy to verify essential
and valuable products, including bank currency, pharmaceuti-
cals, agrochemical products, luxurious items, tickets, certificates,
and documents.*” These days, counterfeiting of high-security
products, valuable items, currency, and certificates is a global
problem that challenges companies, governments, and
customers. This is why anti-counterfeiting techniques are crucial
for authenticating trademarked products and protecting
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currency to investigate its diversified applications. This study provides a new prospect for low-cost and
non-toxic photoluminescent carbon nanoparticles as invisible ink for security, encryption, and labels.

intellectual property rights. Barcodes, holograms, special codes,
product information and QR codes with luminescent encryption
are valuable techniques that provide additional security and
address the counterfeiting problem.*™°

Like anticounterfeiting, latent fingerprinting is also
a powerful technique for providing distinct and crucial physical
evidence at a crime scene, identifying a particular individual
and offering investigative clues to help track the criminal. When
a hand comes into contact with anything, the wrinkled patterns
of the finger will leave a mark on the surfaces of the objects."***
Fingerprints have ridges, grooves and furrows that are unique to
each person and do not change throughout life. These finger-
prints on the surface of objects are called latent fingerprints and
effectively serve as a trace of evidence for identifying a person.
The morphology of the fingerprints is categorised into three
distinct points: the first level signifies the overall details, such
as whorls, arches and loops; the second level represents
minutiae points, including bifurcation and termination of
ridges, and the third level signifies specific levels such as pores,
furrows, ridges, and grooves.'*'> Among them, the second and
third levels of fingerprint features are most valuable and suit-
able for particular identification. However, identifying their
characteristics, especially the third-level features, which express
a high level of security and require high-resolution methods, is
challenging.'®"” Typically, latent fingerprints are invisible to the
naked eye; for visualization, it is necessary to develop
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visualization techniques. Several methods, such as the powder
approach, chemical treatment, etc., are adopted to make the
latent fingerprints of an individual visible."®'* However, their
uses are hindered by their weak contrast, toxicity, low selec-
tivity, and expensive and contamination problems. Photo-
luminescent nanomaterial-based invisible ink has caught the
attention of people who want to extract fingerprints with high
contrast, colour accuracy, small size, and colour variety. Fluo-
rescent organic dyes, rare earth nanoparticles and semi-
conductor polymer dots, inorganic metal complexes, etc., have
been recently explored as invisible inks, but their use is also
limited due to the challenges of their complex synthesis,
toxicity, stability issues, and low quantum yield.***

Fluorescent carbon nanoparticles (CNPs), a type of photo-
luminescent carbon nanomaterial, arouse growing interest as an
invisible ink due to their outstanding functional properties such
as low toxicity, good biocompatibility, high stability, excellent
quantum yield and cost-effectiveness. These exciting features of
fluorescent CNPs make them attractive for multifunctional
applications, including photovoltaic, bio-medical, sensor,
lighting, display technologies, etc.>>** The applications of fluo-
rescent CNPs for invisible ink have not been explored much in the
literature for broader usage. Additionally, fluorescent CNPs
exhibit tunable fluorescent properties that provide extra security
features to imitate and duplicate, making them excellent candi-
dates for invisible ink applications. A range of synthetic methods,
including hydrothermal, solvothermal, laser ablation, arc
discharge and ultrasonication, are employed for the preparation
of fluorescent CNPs from distinct chemical precursors such as
citric acid, malic acid, trimeric acid, urea, ascorbic acid, fructose,
etc.>**® However, biomass has gained significant attention as
a precursor to developing fluorescent CNPs due to its wide
availability and pre-existing functional groups.***' The design
and synthesis of fluorescent carbon nanoparticles from waste
biomass in a green manner is an innovative and cost-effective
approach for preparing invisible ink.

Thus, in this study, we choose the pistachio shell as a waste
biomass precursor, mainly consisting of carbon, hydrogen,
nitrogen, sulphur, and oxygen for synthesising tunable fluorescent
CNPs. Herein, tunable fluorescent CNPs were reported from waste
pistachio shells using dimethyl sulfoxide as a dispersion medium
through mild pyrolysis-assisted ultrasonication. This innovative
approach is scalable, combining waste-to-wealth principles, green
solvents, and ultrasonication for rapid, eco-friendly fluorescent
CNP production compared to previously reported methods. The
developed fluorescent CNPs were thoroughly utilized as an invis-
ible ink for latent fingerprint visualization and anticounterfeiting
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labels under UV-light excitation. A comparative table is mentioned
in Table 2, highlighting key parameters between our synthesised
fluorescent CNPs and previously reported carbon nanomaterial-
based invisible inks. Our developed method stands out by
requiring lower temperatures, avoiding toxic chemicals, and
reducing synthesis time, offering significant advantages over
existing approaches. Furthermore, an anticounterfeiting investi-
gation was conducted after labelling the prepared fluorescent
CNP-based ink on Whatman filter paper, TLC plates, PVA films,
and Indian currency to study its diversified applications. Three
levels of security characteristics for fingerprint analysis were
investigated to enable a more comprehensive exploration of the
synthesised fluorescent carbon nanoparticles. Additionally, the
use of green solvents such as dimethyl sulfoxide, ethanol, and
glycerol in the development of fluorescent CNPs and invisible ink
provides a safer, biodegradable, and environmentally friendly
alternative to traditional organic solvents in UV ink formulations,
helping minimize health and ecological risks. Therefore, these
findings offer promising possibilities for using fluorescent CNPs
as biocompatible and eco-friendlier security ink in the anti-
counterfeiting and latent fingerprinting fields, especially in
forensic investigations, as both offer improved contrast and
greater details in latent prints compared to traditional methods,
making them highly effective tools for forensic analysis.

2 Experimental study
2.1 Materials

The pistachio shells (Pistacia vera L.) were collected from used
dry fruits. High-quality filter papers and chemicals, such as
dimethyl sulphoxide and ethanol, were procured from Sigma-
Aldrich Ltd. Double-distilled water was prepared in our labo-
ratory to make water-dispersed materials. Glycerol was
purchased from SRL Pvt Ltd, India, for making invisible ink.

2.2 Instrumentation

Shape and morphological characterisation of prepared CNPs
was done by using a Thermo Fisher Scientific Talos F200X G2,
a high-resolution transmission electron microscope (HRTEM).
A Shimadzu Iraffinity-1S infrared spectrophotometer is used to
detect the various surface functionalities. The X-ray photoelec-
tron spectroscopic study was also performed using the PHI 5000
VersaProbe III equipment to determine various surface func-
tionalities, and the elemental compositions of CNPs were
confirmed by X-ray photoelectron spectroscopy using PHI 5000
VersaProbe III equipment, which has a monochromatic argon
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Scheme 1 Schematic representation for the synthesis of blue-emitting CNPs using ultrasonication of the pyrolyzed material from pistachio

shells.
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Scheme 2 Possible mechanism of the development of CNPs via the ultrasonication of pistachio shell-derived biochar.

gun in the range of 5-5000 eV. The UV-visible and steady-state
fluorescence studies have been carried out using Agilent Cary
5000 UV-vis-NIR and Hitachi F-7000 fluorescence spectropho-
tometers (150 W xenon lamps), respectively.

2.3 Synthesis of fluorescent CNPs

We used waste pistachio shells (Pistacia vera L.) as a carbon-rich
precursor and DMSO as a dispersion medium using an ultra-
sonication method. Pistacia vera peels were pyrolyzed in
a volatile matter (VM) furnace for 3.0 h at 500 °C in the absence

Glycerol ( Cross lin

Scheme 3 Mechanism of formation of security UV ink from CNPs and

© 2025 The Author(s). Published by the Royal Society of Chemistry

of oxygen to decompose the biomass into combustible gases
and carbon-rich (>80%) bio-char.*> Then, the pyrolyzed material
(biochar) was powdered finely with the help of a mortar and
pestle. After that, from the powdered biochar, 0.1 g of powdered
material is dispersed in 30 mL of DMSO and then ultra-
sonicated at 45 °C for 10 minutes. Then, the solution is filtered
through Whatman 40 filter paper and centrifuged at 7000 rpm.
After that, we get the clear CNP solution with a concentration of
0.2 mg mL ™' (Scheme 1). The prepared CNP solution emitted
cyan blue fluorescence under 365 nm UV light excitation.
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o

a glycerol and ethanol mixture.
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Fig.1 HRTEM images of CNPs: (a) low magnification; (b) high magnification with a particle size distribution plot in the inset; (c) the SAED pattern
showing a dull ring and (d—f) HADF mapping of carbon and oxygen, respectively.

2.4 Mechanism of formation of CNPs

The mechanism of formation of CNPs involves the cracking of
the polymeric structure of the shell skeleton, resulting in the
generation of some oxygenate forms such as furan, pyran
derivatives, and phenolic compounds, together with small
amounts of acid, alcohols, and light aromatic hydrocarbons via
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dehydration. These species are repolymerised at higher
temperatures to form graphene oxide-like structures, followed
by CH,4, CO and CO, elimination. When a carbonised material is
ultrasonicated with DMSO as a dispersion medium, a reduction
reaction occurs and a graphene oxide-like structure is reduced
to an amorphous carbon skeleton-like moiety (Scheme 2).
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(a) Full scan of the XPS survey spectra with the atomic percentage of CNPs; (b) high-resolution C 1s full spectrum; (c) high-resolution O 1s
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2.5 Preparation of security ink using fluorescent CNPs

For application as invisible ink, the components of that ink
must be invisible under natural light. The invisible ink was
fabricated using CNPs, ethanol and glycerol as the dehydrator,
evaporator and viscosity modifier binders in a 2:1:1 ratio,
respectively. Ethanol acts as a dehydrator to accelerate the
evaporation, helping the paper dry out quickly. The inclusion of
glycerol enhances both wet and rub resistance while also
maintaining the ink's viscosity and consistency. It serves as an
effective viscosity modifier and cross-linking agent.

2.6 Formation mechanism of security ink

Invisible ink was prepared by mixing CNPs with glycerol and
ethanol. Glycerol has a trifunctional structure, and it can serve as
a non-toxic cross-linking agent through the interaction between its
hydroxyl groups and surface functional groups (-OH and ~-COOH)
of the CNPs. As a dehydrating agent, ethanol helps eliminate water
molecules during the reaction process. The possible mechanism
of the formation of UV ink is presented schematically in Scheme 3.

3 Results and discussion
3.1 Morphological and topographical characterisation

The size distribution and morphology of the prepared CNPs were
observed using high-resolution transmission electron microscopy
(HRTEM). The HRTEM images in Fig. 1(a) and (b) confirmed the
spherical shape with asymmetrical distributions of the CNPs. The
size distribution plot in Fig. 1(b) confirmed that the average size of
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the CNPs ranged from 30 to 36 nm. The faint ring patterns
observed in Fig. 1(c) using the selected area electron diffraction
(SAED) analysis further confirmed the amorphous nature of the
CNPs. The high-angle annular dark-field (HAADF) analysis from
the scanning transmission electron microscopy study indicated
the elemental composition of CNPs, which is mainly composed of
carbon and oxygen (Fig. 1a—f).

3.2 Surface functionalisation study

The XPS spectroscopic measurement was performed to analyze
the elemental state and chemical bonds in the as-synthesized
CNPs. Fig. 2(a) shows the full range XPS spectra with two
different peaks at 284.6 and 532.2 eV, which correspond to the
atomic C 1s and O 1s, with an existence ratio of 66.9% and
32.9% for C and O, respectively.*® The high-resolution scan of
the atomic C 1s confirmed the six-bonding state, such as C=C
at 284 eV, C-C/C-H at 284.6 eV, C-O-C at 285.8 eV, C-OH/Ph-
OH at 286.8, C=0 at 287.5 and O-C=O0 at 288.6 eV (Fig. 2b).
The other scan of the atomic O1s confirmed the three different
bonding states, such as C=0 at 531.6 eV, C-O/C-OH/Ph-OH
bonds at 532.5 eV, and COOH at 533.3 eV (Fig. 2c).

The FTIR study further confirmed the presence of various
surface functional groups of CNPs. The very broad peak in the
3300-2500 cm ™' region, centred near 3000 cm ™, corresponds
to the O-H stretch of the carboxylic acid groups. The peak at
1590 cm ™' confirms the presence of the C=C stretch of the
aromatic ring and at 1180 cm ™' corresponds to the -C-O stretch
of phenolic groups (Fig. 2d).
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(a) Absorption and emission spectra of the blue fluorescent CNPs (Aexc = 370 nm and Aem = 475 nm); (b) normalized excitation-dependent

emission spectra of DMSO dispersed CNPs, [CNPs] = 0.2 mg mL™%, with the inset showing the blue, yellow and green emitting CNPs under the
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Fig. 4 Photographs of loaded information using the CNP-based invisible ink on (a) the Whatman filter paper and (b) on the TLC plate under

natural light and 365 nm UV-light irradiation.
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Information loaded on a PVA film and Indian currency using gel pen filled with invisible ink

Fig. 5 (a) Components of UV ink (b) loaded information (bar coding) on a PVA film, (c) encrypted information on the PVA film under daylight, (d)
decrypted information on the PVA film under 365 nm UV-light irradiation, (e) loaded information (CIMFR logo) on the PVA film, (f) encrypted
information under daylight, (g) decrypted information under 365 nm UV-light irradiation, (h) encrypted information on Indian currency under
daylight and (i) decrypted information on Indian currency under 365 nm UV-light.

a b Fingerprint analysis
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Fig. 6 (a) Image of the fluorescent CNP based invisible ink-loaded fingerprint on the TLC plate under visible light and UV excitation, respectively.
(b) The expended finger impressions on the TLC plate showing individual characteristics showing level-I details (whorls and arches), level-l
details (bifurcations, dots, terminations, etc.) and level-IIl details (sweat pores and scars) with high-level security under UV light illumination. (c)
Classification of the three levels of characteristics of fingerprint analysis.
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3.3 Photophysical study

The photophysical characterisation of the synthesised CNPs was
conducted in a polar aprotic DMSO solution at 25 °C. A clear,
dispersed CNP solution with a 0.2 mg mL " concentration showed
characteristic absorption in the 280-600 nm range with a peak at
280 nm. The absorption band at 280 nm indicates the distinctive
peak of phenolic 7 systems or the m-m* transition of oxygen
functionalities, which involves trapping excited-state energy by the
surface states. The shoulder peak at 325 nm is due to the n-m*
transition of the carbonyl and carboxyl functionalities of the CNPs.
The CNP solution showed intense blue fluorescence, with an
emission peak at 475 nm (Fig. 3a). To investigate the tunable
behaviour of DMSO-dispersed CNPs, the CNP solution was scan-
ned at the excitation starting from 350 to 520 nm wavelengths with
10 nm intervals, and emission response was recorded from 370 to
700 nm. A remarkable bathochromic shift was observed in the
normalised emission spectra of the CNP solution (Fig. 3b). A real-
time colour change of the CNP solution under different excitations
was also seen in the inset of Fig. 3b.

4 Applications as invisible ink
4.1 Anticounterfeiting analysis

The anticounterfeiting analysis was carried out after preparing
the CNP-based invisible ink solution, described in Section 2.5.
Furthermore, to test the ink's compatibility and versatile

View Article Online
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applications, various writing and templating tools, including
Whatman filter paper, thin layer chromatography (TLC) plates,
a polyvinyl alcohol (PVA) film, and Indian currency, were used
for information loading.

The encrypted information, as “Central Institute of Mining
and Fuel Research (CIMFR) and its logo”, was written on the
Whatman filter paper (Fig. 4a) and TLC plate (Fig. 4b) using
a commonly used gel pen. The writing was invisible under
natural light, while it became visible under 365 nm UV illumi-
nation (Fig. 4a and b).

In addition, when this invisible ink was applied to encrypt
the barcode (Fig. 5b-d) and CIMFR logo (Fig. 5e-g) information
on the PVA film, the information was visible, which emitted
bright blue fluorescence under UV illumination. The invisible
ink was also employed in Indian currency to write hidden
information using an invisible ink-filled gel pen. The informa-
tion was also invisible under natural light and visible under UV
light illumination (Fig. 5h-5i).

4.2 Fingerprint analysis

Fingerprint analysis is the most effective tool for representing
an individual's identity in investigative practices, such as crime
scene investigations, twin studies, inheritance research, and
forgery cases as evidence. Fingerprint analysis involves three
levels of characteristics, including levels 1, 2 and 3, as shown in

Table 1 Usefulness of prepared fluorescent CNPs for fingerprint visualisation based on the level of characteristics and their limitations

Levels of characteristic Description/key feature

Limitations

Level-1 (arches and whorls)

orientation

(1) Useful for initial screening of fingerprints to
determine the global pattern type and

(1) Not sufficient to differentiate individuals
because they represent only the general pattern.
Thus, level-2 & 3 characteristics are essential for
accurate fingerprint analysis and matching

Level-2 (bifurcations, dots and terminations)

Level-3 (scars, bridges, and pores)

(2) These can be used to quickly specify the
search for a fingerprint within a large database
(3) Imparts image orientation and
enhancement, making it easier to analyse other
levels of details

(1) These are also known as minutiae. By
concentrating on minutiae, we can achieve
higher accuracy in fingerprint matching

(2) Useful for quick identification of individuals
based on minutiae points, where dots or
bifurcations are used to compare fingerprint
patterns

(3) various automated fingerprint identification
systems trust level-2 minutiae to match
fingerprints

(1) It shows microscopic features such as pores,
bridges and scars, which provide unique details
in fingerprint analysis

(2) These have a crucial role in fingerprint
analysis by imparting abundant and large
details of fingerprint structures, enhancing
accuracy, and providing the identification of
individuals

(3) Provides additional information for
problematic fingerprint recognition and even
donor profiling (age, sex, race, etc.)

© 2025 The Author(s). Published by the Royal Society of Chemistry

(2) It cannot establish a reliable correspondence
between live and spoof fingerprint samples

(1) These can be difficult to extract if ridges are
smudged and damaged

(wear and tear on the skin)

(2) The reliable identification of level 2 features
can be challenging when only a portion of the
fingerprint is available

(3) If the fingerprint image is in low resolution,
it may not be easy to discern the subtle details of
level 2 characteristics

(1) Level 3 characteristics are magnificent and
require high-resolution fingerprint imaging
(e.g, 1000 dpi) for proper extraction

(2) Extracting and matching level-3
characteristics have some challenges. Pores can
be complex and computationally intensive

(3) High-resolution requirements pose

a challenge, particularly when handling latent
fingerprints left at crime scenes, which may be
of poor quality due to smudging or partial prints

Nanoscale Adv., 2025, 7, 4591-4599 | 4597
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Table 2 A comparative table highlighting key parameters between our synthesized fluorescent CNPs and previously reported carbon nano-

material-based invisible inks

Fluorescent carbon

S.No. nanomaterials Precursor Solvents Temp (°C) Time (min) References

1 Carbon dots Wasted coffee grounds Diluted nitric acid 220 1200 Hong et al.**

2 Carbon dots Turtle shell Water 500 300 Guo et al.®®

3 Carbon dots Glutathione Water 220 1080 Zhang et al.*®

4 Carbon quantum dots =~ Mopan persimmon pulp Water 150 240 Ma et al.”’

5 Carbon dots Dried spinach leaf powder Water 180 480 Wang et al.*®

6 Carbon dots Citric acid Ethylene-diamine and water 220 300 Kalytchuk et al.*’

7 Carbon nanoparticles  Meta-phenylenediamine Ethanol 180 1440 Luo et al.>®

8 Carbon dots Meta-phenylenediamine and  Ethanol 180 240 Wang et al.>!
phosphoric acid

9 Carbon dots Crystal violet Sulfuric acid and water 200 120 Yang et al.>?

10 Carbon nanoparticles  Pistachio (pistacia) shell Dimethyl sulfoxide 45 10 This study

Fig. 6. The detailed description of these characteristics is given
in Table 1.

For fingerprint analysis, the fluorescent CNP-based invisible
ink was first applied to the finger, and then the fingerprint was
initially developed on the TLC plate. The encrypted fingerprint
on the TLC plate was invisible under natural light but became
visible under 365 nm UV light (Fig. 6a). Later, we demonstrated
the first, second and third levels of fingerprint security details
such as whorls, arches, bifurcations, terminations, dots,
bridges, scars, and pores to determine the selectivity and
contrast of the fluorescent CNPs. Using the emission of the
fluorescent CNP-based inks, we displayed the second- and third-
level finger pattern details such as whorls, arches, bridges,
islands, deltas, lakes, scars, terminations, bifurcations, dots,
hooks, and pores as shown in Fig. 6b. Classification of the three
levels of characteristics of fingerprint analysis is shown in
Fig. 6c.

As shown in the expanded images, both the papillary ridges
and the furrows were revealed clearly with sharp edges, result-
ing in high selectivity due to the small size and optimal
adsorptive properties of fluorescent CNP-based inks. Although
we haven't explored them yet, the tunability properties of the
developed fluorescent CNPs are crucial factors in developing
different excitation decryption methods, which will be valuable
for future studies.

5 Conclusions

In summary, this study demonstrates a novel approach to syn-
thesise biocompatible fluorescent CNPs from biomass waste,
Pistacia vera peel, as a carbon-rich source. Later, the prepared
fluorescent CNPs are utilized as an invisible ink for anti-
counterfeiting and fingerprint applications. The anticounter-
feiting investigation was conducted by applying the prepared
fluorescent CNP-based ink onto Whatman filter paper, TLC
plates, PVA films, and Indian currency to explore its diverse
applications. The anticounterfeiting investigation was con-
ducted by labelling the prepared fluorescent CNP-based ink on
various writing and templating tools to explore its diversified

4598 | Nanoscale Adv,, 2025, 7, 4591-4599

applications, and it was observed that the ink successfully
encrypted coded information under natural visible light and
decrypted it under UV light. In the latent fingerprint investiga-
tion, the fluorescence-based invisible ink showed highly con-
trasted, distinctive impressions of the fingers' ridges, grooves
and furrows. This analysis supports future advancements in
forensic science, particularly in the identification and analysis
of evidence. Additionally, these UV-sensitive inks can be
seamlessly integrated into high-security documents, such as
passports, currency, and certificates, to provide an advanced,
tamper-evident layer of protection against counterfeiting. These
findings present promising opportunities for CNP-based invis-
ible ink for anti-counterfeiting and latent fingerprinting in
secret communications and forensic analysis. In our future
work, we aim to address the limitations of these findings and
explore their broader applications through new and innovative
approaches (Table 2).
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