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ion effects of Al3+ on different
types of carbon quantum dots and potential
applications in information encryption

Changdao Han,†a Huan Yang,†b Yan Fan,a Zhikun Wang,a Pei Li, *b Jie Jiang,b

Mohan Huang,a Jing Xu, *a Junlang Chen *a and Liang Chen b

Regulating the photoluminescence (PL) of carbon quantum dots (CQDs) through ionmodification is a well-

established and effective approach. Herein, we report the opposite regulation effects of Al3+ ions on the PL

properties of two distinct types of CQDs (graphene quantum dots, GQDs, and nitrogen-doped carbon

quantum dots of 2,3-diaminophenazine, DAP), and elucidate the underlying mechanism of the binding of

Al3+ ions to different PL sites on CQDs by employing ultraviolet-visible spectroscopy, X-ray

photoelectron spectroscopy, and density functional theory calculations. Specifically, Al3+ ions are

primarily situated around the oxygen-containing groups, which do not impact the p–p regions of GQDs.

However, Al3+ ions are preferentially adsorbed on the top of pyridine nitrogen in the phenazine rings of

DAP, thus reducing the PL regions of DAP. Based on the opposite PL effects of Al3+ on GQDs and DAP,

we explore potential applications of information encryption and successfully realize multi-level

information encryption and decryption, whichmay provide new strategies for CQDs in information security.
1. Introduction

Quantum dots (QDs) are nanoscale semiconductor materials
with unique optical properties, such as high brightness, narrow
emission spectra, and tunable emission wavelengths,1 which
have attracted wide attention in the elds of optoelectronic
devices,2,3 energy storage,4,5 biosensing6,7 and biomedicine.8,9

Among many types of QDs, carbon quantum dots (CQDs) are
a new type of zero-dimensional carbon nanomaterial10–12 with
unique optical properties, such as tunable photoluminescence
(PL), good biocompatibility, low toxicity and easy prepara-
tion.13,14 Due to their excellent PL performance,15 CQDs have
attracted extensive attention in various elds, such as chemical
sensing,16,17 uorescence imaging,18,19 tumor diagnostics,20,21

anti-counterfeiting22 and information security.23 However, the
PL mechanism of CQDs is still not fully understood,24 and the
factors that affect their PL properties are complex and
diverse.25–28 Therefore, exploring the PL regulation of CQDs is of
great signicance for understanding their PL mechanism and
expanding their application potential.

Among these methods, the surface modication of CQDs
with metal ions is a simple and effective approach.29 Metal ions
e of Optical, Mechanical and Electrical
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can interact with the surface of CQDs through electrostatic
interactions30,31 or ligand effects,16,30,32 thereby altering CQDs'
charge states, energy level structures,33 and surface
morphology,34 thus inuencing their PL properties. In general,
certain heavy metal ions can cause uorescence quenching of
CQDs, since their cation–p interactions with CQDs lead to the
disruption of p–p bonds in CQDs. For example, Barman et al.
prepared graphitic carbon nitride quantum dots (g-CNQD,
a nitrogen-doped CQDs) using microwave mediated method.
They found that the selective affinity of Hg2+ to g-CNQDs caused
the uorescence quenching of g-CNQDs,35 and realized the
“ON–OFF–ON” uorescence response of g-CNQDs with the help
of Hg2+ and I−. Wang et al. rst reported the uorescence
quenching of CQDs by Fe3+, enabling the concentration detec-
tion of Fe3+.36 Shen et al. have also reported the synthesis of new
nitrogen and sulfur co-doped graphene quantum dots (N,S-
GQDs) and their application as uorescence probes for the
parallel and specic detection of Fe3+, Cu2+, and Ag+, based on
the aggregation-induced-quenching of N,S-GQDs.37 Further, Li
et al. conrmed that metal ions (such as Fe3+, Cr3+, and Cu2+)
were adsorbed on the center of the aromatic rings of CQDs,
leading to the decrease of p-conjugation regions and as a result,
quenching the uorescence of CQDs.38 On the other hand,
metal ions may be able to restore or enhance the uorescence of
some specic CQDs. For example, As3+ ions can enhance the
uorescence emission of magnetic Fe-GQDs due to the
restricted intramolecular rotations induced by the unusual Fe-
GQDs–As3+ interactions.39 Similarly, Zn2+-passivated carbon
dots (CDs) can restore the uorescence of CDs synthesized from
© 2024 The Author(s). Published by the Royal Society of Chemistry
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glucose. Zn2+ prevented uncontrolled condensation and aggre-
gation during pyrolysis, while acting as a surface passivator,
helping to stabilize CDs and further enhance PL strength.40 Fu
et al. prepared CDs using one-step electrolysis methods for the
selective detection of Al3+. In contrast to the uorescence
quenching of GQDs by Fe3+ and Cr3+, Al3+ may chelate with the
abundant oxygen functional groups on the surface of the CDs,
which increases the rigidity of the CDs and leads to enhanced
uorescence.41

However, studies on the different regulatory effects of metal
ions on different CQDs have not been complete. Therefore, it is
still a very important direction to further research the ion-
mediated control of the PL of CQDs. Such investigations hold
the potential to expand the application scenarios of CQDs in
various elds, such as biomedical imaging, sensor technology,
and information security. In this work, we investigated the PL
effects of Al3+ on two types of CQDs, namely graphene quantum
dots (GQDs) and nitrogen-doped carbon quantum dots (2,3-
diaminophenazine, DAP). Specically, Al3+ either maintains or
slightly enhances the uorescence of GQDs, yet it quenches the
uorescence of DAP. To elucidate the mechanism underlying
the distinct effects of Al3+, ultraviolet-visible absorption spec-
troscopy (UV-vis), X-ray photoelectron spectroscopy (XPS), and
density-functional theory (DFT) calculations were employed.
Based on the PL effects of Al3+ on GQDs and DAP, we propose an
application of multi-level information encryption, which may
pave a new technical route for information security.
2. Materials and methods
2.1 Materials

Starch, anhydrous ethanol, FeCl3, and AlCl3 were purchased
from Shanghai Aladdin Biochemical Technology Co., Ltd
(China). 2,3-Diaminophenazine (DAP, 95%) was obtained from
Shanghai Dingfen Chemical Technology Co. Aqueous chloride
solutions of various salts were prepared with deionized water of
18.2 MU resistivity. The thin-layer silica gel (GF254) plates were
purchased from Zhejiang Taizhou Luqiao Sijia Biochemical
Plastic Factory (China). All reagents were utilized directly
without purication.
2.2 Synthesis of CQDs

We selected GQDs and DAP as two kinds of CQDs because both
GQDs and DAP are electronegative, but the difference lies in
that the electronegativity of GQDs originates primarily from
oxygen-containing groups, whereas that of DAP derives from
pyridine nitrogen atoms. GQDs were prepared from soluble
starch by an eco-friendly hydrothermal synthesis method.42 The
detailed steps were as follows: 0.12 g soluble starch was rst
dissolved in 100 mL of deionized water and the mixture was
stirred at 60 °C for 15 min, then the solution was transferred
into a PTFE-lined stainless-steel autoclave and further heated at
190 °C for 2 h. Aer the reaction was completed, it was centri-
fuged for 30 min and then ltered through a 0.22 mm MCE
membrane to remove the impurities such as sediment. Finally,
the GQDs solution with a concentration of 2.5 mg mL−1 was
© 2024 The Author(s). Published by the Royal Society of Chemistry
obtained by proportional dilution. DAP was dissolved in anhy-
drous ethanol to obtain a 5 mg mL−1 solution.

2.3 Characterization

Fluorescence photographs were acquired by a UV analyzer (ZF-
7N, Shanghai Jiapeng Technology Co., Ltd) under UV light
irradiation at 365 nm and 254 nm. Fluorescence spectra were
recorded by a uorescence spectrometer (F-4600, Hong Kong
Tianmei Co., Ltd), with the slit widths of 0.5 nm for all
measurements. All UV-vis spectra were performed at room
temperature by a UV-vis/NIR spectrophotometer (UH4150,
Hitachi High-Tech Science Corporation, Japan) in the wave-
length range of 200–800 nm. The samples were freeze-dried
using a gland vacuum freeze dryer (LGJ-10, Beijing Songyuan
Huaxing Co., Ltd). XPS was carried out by Thermo Scientic K-
Alpha spectrometer, with an excitation source of Al Ka rays (hn
= 1486.60 eV), and the charge correction and data processing
were performed using Avantage 5.9931 soware with an energy
standard of C1s at 284.80 eV. Transmission electronmicroscopy
(TEM) images of GQDs were measured by JEM-2100F
microscope.

2.4 Theoretical calculation

Theoretical calculations were conducted using the Gaussian 16
program package,43 and all structural optimization and
frequency calculations were performed at the M06-2X44/Def2-
SVP,45 level of theory. All optimized structures exhibited positive
frequencies. The adsorption energies (DE) were calculated using
the following equation:

DE = E(Al3+@M) − E(M) − E(Al3+)

where E(Al3+@M) represents the total energy of the Al3+ cation
adsorbed on the substrate material model. E(M) is the energy of
the substrate material. E(Al3+) denotes the energy of the Al3+

cation.

2.5 Fluorescence intensity detection

In a typical experiment, 1.6 mL of 2.5 mg mL−1 aqueous solu-
tion of GQDs and 1.6 mL of 5 mg mL−1 anhydrous ethanol
solution of DAP were separately mixed with 1.6 mL of AlCl3
solution with the concentrations varying from 0.1 mM to
10 mM. The uorescence quenching and enhancement were
assessed by the relative uorescence ratio (F/F0), where F and F0
denote the uorescence intensity of GQDs and DAP before and
aer the addition of ions, respectively. The uorescence
brightness of these solutions was examined under UV light
irradiation (center wavelength 365 nm) and captured by
photographs.

3. Results and discussion
3.1 Opposite PL effects of Al3+ on GQDs and DAP

We rst measured the size distribution of GQDs in water. Fig. 1a
and b show that GQDs are well dispersed in water, and the
particle size of GQDs ranges from 0.5 to 2.5 nm, with the highest
RSC Adv., 2024, 14, 1944–1951 | 1945
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Fig. 1 (a) TEM image of GQDs. (b) Size distribution of GQDs. Fluorescence emission spectra of GQDs (c) and DAP (d) at excitation wavelengths of
310–370 nm for GQDs and 360–420 nm for DAP. (e) Fluorescence emission spectra of AlCl3 (340 nm and 390 nm), GQDs (340 nm) and DAP
(390 nm) solutions. The inset illustrates the AlCl3, GQDs and DAP solutions under natural and UV lights. Fluorescence emission spectra of GQDs
(f) and DAP (g) with the increasing concentrations of Al3+ from 0.1 to 10 mM. (h) Relative fluorescence intensity of (f) and (g). (i) Photographs of
fluorescence enhancement of GQDs and quenching of DAP by Al3+.
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View Article Online
frequency around 1.5 nm. We used uorescence spectra of
GQDs and DAP without Al3+ as control, at the excitation wave-
lengths of 310–370 nm for GQDs, and 360–420 nm for DAP. As
shown in Fig. 1c and d, both GQDs and DAP have PL properties.
Meanwhile, we observed that the optimal excitation wave-
lengths of GQDs and DAP were 340 nm and 390 nm, respec-
tively. Therefore, these two UV wavelengths were employed in
the following PL experiments. Fig. 1e shows the colour of AlCl3,
GQDs and DAP solutions under natural and UV lights. It has
been found that the AlCl3 solution has no uorescence under
natural and UV lights, indicating that Al3+ and Cl− themselves
1946 | RSC Adv., 2024, 14, 1944–1951
have no PL properties. Similarly, GQDs and DAP have no uo-
rescence under natural light. In contrast, GQDs emit blue
uorescence and DAP glows with green uorescence under UV
lights.

Then, we explored the effects of Al3+ on the PL properties of
GQDs and DAP. AlCl3 solution was added into GQDs and DAP
(denoted as Al3+@GQDs and Al3+@DAP) with concentrations
ranging from 0.1 to 10 mM. The mixtures were irradiated by UV
lights with their respective optimal excitation wavelengths. The
uorescence intensities of pure GQDs and DAP were also
measured as controls. Interestingly, we observed that the
© 2024 The Author(s). Published by the Royal Society of Chemistry
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uorescence intensities of GQDs were gradually enhanced with
the increasing concentration of Al3+ (Fig. 1f), while those of DAP
were gradually weakened (Fig. 1g). Fig. 1h shows that the rela-
tive uorescence intensity of GQDs increases from 1.0 to 1.2,
while that of DAP decreases from 1.0 to 0.5 with the increasing
Al3+ concentrations from 0 to 10 mM, which implies that Al3+

has opposite effects on the PL properties of different CQDs.
Fig. 1i illustrates the opposite regulation of Al3+ on the PL of

GQDs and DAP, in which each pixel point is the top view of
a cuvette lled with GQDs or DAP. We observed that the uo-
rescence intensity of the number “123” emitted from GQDs was
obviously enhanced by the addition of Al3+. On the contrary, the
green uorescence of the number “888” emitted from DAP was
selectively quenched by the addition of Al3+, and the
unquenched uorescence of cuvettes that are not added with
Al3+ shows the number “123”, which conrms again the oppo-
site regulation of the PL of different CQDs by Al3+.

We performed UV-vis spectra to reveal the mechanism of the
opposite regulation effects of Al3+ on the PL of different CQDs.
As shown in Fig. 2a, the UV-vis spectra of both pure GQDs and
Al3+@GQDs exhibit absorption peaks at 227 nm and 282 nm,42

corresponding to the p–p* transitions of C]C and C–C, and n–
p* transitions induced by defects or oxygen-containing groups
in GQDs,46,47 respectively. The absorption peaks of Al3+@GQDs
are slightly higher than those of GQDs at both positions, and
generally rise with the increasing Al3+ concentrations, indi-
cating that the presence of Al3+ facilitates the electron transi-
tions of GQDs. In other words, Al3+ ions bind to the defects or
oxygen-containing groups of the GQDs through weak electro-
static or coordination interactions, thereby inuencing the
charge transfer of GQDs.13,48 Consequently, the adsorption of
Al3+ on GQDs does not impair the main p-conjugated PL
regions of GQDs, which does not lead to the uorescence
quenching of GQDs.

Similarly, the UV-vis spectra of pure DAP and Al3+@DAP
(Fig. 2b) also show two absorption peaks near 260 nm and
435 nm,49,50 respectively. The two peaks are separately desig-
nated to the p–p* transitions of C]C/C]N and electron
transitions in the conjugate structure between the phenazine
rings and –NH2 groups of DAP.49,51 On the contrary, the intensity
of the absorption peaks of Al3+@DAP at the p–p* transition is
signicantly lower than that of pure DAP, and the two
Fig. 2 UV-vis spectra of GQDs (a) and DAP (b) with and without Al3+. The
circles).

© 2024 The Author(s). Published by the Royal Society of Chemistry
absorption peaks are red-shied, whichmay be attributed to the
interactions of Al3+ with the phenazine rings and the –NH2

groups.47,52 In other words, Al3+ is most likely adsorbed on the p-
conjugated regions of DAP, resulting in the diminution of the p-
conjugated regions, and thus weakening the uorescence of
DAP, contrary to the uorescence enhancement of Al3+ on
GQDs.

Furthermore, the regulation mechanism of Al3+ on the PL of
GQDs and DAP was analysed by XPS spectra. As shown in
Fig. 3a–c, the survey spectra illustrate that the GQDs are mainly
composed of 286.12 eV of C1s and 533.01 eV of O1s, with an
atomic content percentage of C : O = 65.65 : 34.35. Then, the
C1s spectrum shows four peaks at 284.8, 286.4, 287.7, and
288.5 eV, with an error margin of ±0.2 eV in both GQDs and
Al3+@GQDs, corresponding to C–C/C]C, C–O–C/C–OH, C]O,
and O]C–OH,16,49 implying that GQDs and Al3+@GQDs still
have the same chemical composition. However, the addition of
Al3+ has a greater effect on the oxygen-containing groups of
GQDs and relatively enhances the PL of GQDs dominated by p-
conjugated regions, which is consistent with the results of UV-
vis spectra. The high-resolution spectrum of the O1s further
indicates that the C]O groups of GQDs are more affected by
Al3+, compared with the C–O chemical sites.49,53

As shown in Fig. 3d–f, the survey spectra of DAP consist
mainly of 285.41 eV of C1s and 399.43 eV of N1s, with an atomic
content percentage of C : N z 3 : 1. Similarly, the C1s spectrum
exhibits four peaks at 284.8, 286.0 and 288.7 eV, with an error
margin of±0.3 eV in both DAP and Al3+@DAP, corresponding to
C–C/C]C, C–N and NH2 groups,16 respectively. These over-
lapped peaks indicate that pure DAP and Al3+@DAP still have
the same chemical composition, yet their intensity varies about
the p-conjugated regions of the phenazine ring of DAP, espe-
cially pyridine nitrogen, which may lead to the attenuation of
the PL of DAP. The high-resolution spectrum of the N1s of DAP
shows that the pyridine nitrogen in the phenazine ring of DAP is
more affected by the Al3+ than that near the –NH2 groups at the
edge of DAP54 in agreement with the results of UV-vis spectra.

To gain molecular-level insights into the adsorption of Al3+

on the two types of CQDs, quantum chemical calculations were
performed for Al3+@GQDs and Al3+@DAP complexes. We
employed the C54H18 hydrocarbon as the model for GQDs and
the C46N8H18 hydrocarbon as the model for DAP with the same
right panels are magnifications of the specified regions (highlighted by

RSC Adv., 2024, 14, 1944–1951 | 1947

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/d3ra07801a


Fig. 3 (a)–(c) XPS spectra of GQDs and Al3+@GQDs and fine spectra of C1s and O1s. (d)–(f) XPS spectra of DAP and Al3+@DAP and fine spectra of
C1s and N1s.
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molecular size as GQDs to compare their adsorption energies
against Al3+. The calculated results have demonstrated the
stable adsorption of Al3+ on both models, as shown in Fig. 4a
and b. Specically, in the Al3+@GQDs complex, Al3+ adsorbs
above the center of the benzene ring with an adsorption height
of 2.52 Å. In contrast, in the Al3+@DAP complex, Al3+ adsorbs on
the top of a nitrogen atom with an adsorption height of 2.25 Å.
Additionally, due to the strong interaction between nitrogen
and the cation, the planar structure is slightly distorted to
expose the nitrogen atom to the surface. As depicted in Fig. 4c,
the calculated adsorption energies, energies corrected with
zero-point energy, and Gibbs free energies for Al3+@DAP are
approximately 770 kcal mol−1. In comparison, the correspond-
ing values for Al3+@GQDs are around 650 kcal mol−1. These
results indicate that DAP exhibits a stronger adsorption capacity
for Al3+ than GQDs.
Fig. 4 (a) and (b) The most stable geometries of Al3+@GQDs and Al3+

hydrogen, and nitrogen atoms, respectively. Pink balls represent Al3+ cati
energies, zero-point corrected energies, and Gibbs free energies of Al3+

1948 | RSC Adv., 2024, 14, 1944–1951
It has been reported that heavy metal ions (such as Fe3+) can
cause uorescence quenching of CQDs, due to their strong
cation-p interactions with the aromatic rings of CQDs, which
inhibit the p–p* transitions of the aromatic rings.55,56 Inter-
estingly, we found that Al3+ can restore the PL of GQDs that are
quenched by Fe3+. As shown in Fig. 5a, when 0.8 mL of 0.1 mM
Fe3+ was added to the GQDs, the relative uorescence ratio of
Fe3+@GQDs was reduced to 0.92, exhibiting a uorescence
quenching effect. However, the relative uorescence ratio of
Fe3+@Al3+@GQDs increased and recovered to 1.00 when 0.8 mL
of 1.0 mM Al3+ was added. And with the increasing Al3+

concentration, the uorescence intensity of Fe3+@Al3+@GQDs
continued to enhance, which conrmed again that the binding
site of Al3+ is not on the centre of the aromatic rings of GQDs,
but near the defects or oxygen-containing groups of GQDs.
Conversely, when Fe3+ and Al3+ were added to DAP, the relative
@DAP complexes. Spheres in green, white, and blue denote carbon,
ons. Adsorption distances (in Å) are listed. (c) The calculated adsorption
@GQDs and Al3+@DAP at the level of M06-2X/Def2-SVP.

© 2024 The Author(s). Published by the Royal Society of Chemistry
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Fig. 5 Fluorescence emission spectra of (a) Fe3+@Al3+@GQDs and (b) Fe3+@Al3+@DAP. (c) Relative fluorescence intensity of Fe3+@Al3+@GQDs
and Fe3+@Al3+@DAP. (d) Fluorescence pictures of Fe3+@GQDs and Fe3+@DAP before and after the addition of Al3+. (e) Schematic illustration of
fluorescence response of GQDs and DAP with Fe3+ and Al3+.
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uorescence ratio of Fe3+@Al3+@GQDs was always lower than
1.0 (Fig. 5b and c), and no uorescence restoration or
enhancement effect was observed. This indicates that both Fe3+

and Al3+ tend to bind to the phenazine ring of DAP and inhibit
its uorescence emission. Fig. 5d demonstrated that the addi-
tion of Al3+ caused the uorescence of Fe3+@DAP to be signi-
cantly attenuated, while the uorescence intensity of
Fe3+@GQDs was augmented. Fig. 5e shows the schematic
illustration of the uorescence response of GQDs and DAP with
Fe3+and Al3+. The PL of GQDs can be quenched by Fe3+ and
further restored by the addition of Al3+. This process was termed
as “on–off–on”, which may be utilized to exploit uorescence
switch. As a comparison, the quenched PL of DAP by Fe3+ is
further quenched by the addition of Al3+, denoted as “on–off–
off”.
3.2 Potential applications in information encryption

Eventually, we devised special applications of multilevel infor-
mation encryption using the opposite effects of Al3+ on GQDs
and DAP. As shown in Fig. 6a, we wrote the letters “wo” and
© 2024 The Author(s). Published by the Royal Society of Chemistry
“man” on a card using AlCl3 and Al3+@GQDs solutions,
respectively. Aer the card was dried, the handwriting vanished
under natural light, effectively hiding the letters “wo” and
“man” and implementing information encryption. Then, under
the irradiation of UV light (365 nm), the letters “man”written by
Al3+@GQDs appear clearly, while the letters “wo” written by
AlCl3 solution are still invisible, since the AlCl3 solution has no
uorescent effect, thus realizing the rst level decryption.
Finally, the DAP solution is sprayed on the card. Due to the
uorescence quenching effect of Al3+ on DAP, the dark trace of
the letters “wo” emerges instead. On the other hand, the letters
“man” written by Al3+@GQDs can still emit weak uorescence
aer being coated by the DAP solution. Thus, the word
“woman” appears intact, achieving the second level decryption
of information.

We designed another scheme of multi-level information
encryption using ion regulation strategy, which is based on the
different PL effects of Al3+ and Fe3+. The detailed process was
depicted in Fig. 6b, rst, we wrote the equation “1949 + 74 =

2023” on a GF254 plate, in which “19j23” and “49 − 74 = 20”
RSC Adv., 2024, 14, 1944–1951 | 1949
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Fig. 6 (a) Multi-level information encryption and decryption scheme for GQDs and DAP by Al3+. (b) Multi-level information encryption and
decryption design strategies for other fluorescent carriers by metal ions.
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were written by AlCl3 and FeCl3 solutions, respectively. Aer
drying, the original handwriting disappeared under natural
light, effectively concealing the information of “1949 + 74 =

2023” (step 2). Then, the card was exposed to the UV light (254
nm), and it emitted green uorescence. However, the dark trace
of “49 − 74 = 20” appeared, since Fe3+ has a uorescence
quenching effect on GF254. The rest of the equation “19j23”
written by AlCl3 solution is still invisible, since Al3+ has no
uorescence quenching effect on GF254, thus realizing the rst-
level decryption (step 3). Finally, DAP solution was sprayed on
GF254. Because Al3+ can quench the uorescence of DAP, the
dark trace of “19j23” also appeared, and the whole equation
“1949 + 74 = 2023” was unveiled, achieving the second-level
information decryption.
4. Conclusion

In summary, we investigated the effects of Al3+ on the PL
properties of two types of CQDs (GQDs and DAP), and found
that Al3+ can exert opposite effects on different CQDs, namely,
enhancing the uorescence of GQDs whereas quenching the
uorescence of DAP. UV-vis spectra indicate that the PL of GQD
and DAP are mainly attributed to the p–p* transitions of carbon
atoms in the aromatic rings at 227 nm and the N-doped phen-
azine rings near 260 nm, respectively. XPS spectra further
conrm that Al3+ ions are mainly located around the oxygen-
containing groups, which does not affect the p–p regions of
GQDs. However, XPS spectra and DFT calculations demonstrate
that Al3+ ions prefer to be adsorbed on the top of pyridine
nitrogen within the phenazine rings of DAP, thus reducing the
PL regions of DAP. In addition, the PL of GQDs, which is
quenched by Fe3+ and restored by Al3+, exhibits an “on–off–on”
uorescence response. Based on these ndings, we have
proposed two strategies of information encryption, which may
have potential application prospects in the future.
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