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The fast and reliable detection, segmentation and visualization of latent fingerprints are the main tasks in foren-
sics. Currently, conventional fingerprints are searched for, recorded and subsequently analyzed via traditional
destructive physical and chemical methods. For firmly defined crime objects and undefined crime scenes, the
forensic process is very time-consuming and can take several hours for a single fingerprint. In this context, a
laser-based measurement technique that records complete latent fingerprints under fifteen seconds in a non-
destructive manner was developed that digitizes the fingerprint for postprocessing steps. The optical system is
based on confocal measurements in the mid-infrared wavelength range (2 ym-4 pm) to analyze specific
chemical substances at crime scenes. The resulting chemical segmentation allows molecule-dependent ana-
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lysis of latent and visually invisible fingerprints, providing clear conclusions about the perpetrator or the course
of the crime. In this study, the application of the developed measurement system (MIR scanner) to capture
fingerprints in a molecule-dependent manner within few seconds is demonstrated, compared with reference
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Introduction
Ways to find latent fingerprints

The search for and securing fingerprints aid the collection of
inculpatory and exculpatory circumstantial evidence to estab-
lish a suspect. Fingerprints can identify culprits, prove their
presence at crime scenes, establish the manner in which the
crime was carried out and determine the intensity of the
crime. The dactyloscopic examination of fingerprints includes
tasks such as investigating the crime location, seizures, chemi-
cal or physical pre-treatment and analysis of the print with a
microscope in the forensic laboratory, as well as comparison
with a database of digitized fingerprints.'™

Ultimately, the described process determines the quality of
the captured image.

Latent fingerprints in the dactyloscopy context

The fact that every individual has a different fingerprint,
which does not change, is the basis for legal decision-making
and jurisprudence and is fully recognised.”®
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methods such as FTIR (Fourier transform infrared spectroscopy) imaging, and extended to real crime objects.

The unique three-dimensional pattern of fingerprints is
caused by papillary ridges developed on the dermis. This
ensures the permanence and stability of fingerprints.
Therefore, the pattern can only be modified or destroyed by
destroying the dermis.””®

The information contained in fingerprint ridges is pro-
cessed at three levels.””® The first level classifies the general
pattern. Generally, fingerprint patterns can be grouped into
whorl, radial and lunar loops, tented arch, plain arch, their
combinations, etc. For further information, singular points
such as the core and deltas as well as the ridge count between
the core and deltas are examined more closely.® ™

The ridge and valley patterns can exhibit uniquely shaped
irregularities called minutia.'> Minutiae can be ridge endings,
bifurcations, convergences, fragments, breaks, enclosures,
points or dots, overlaps, crossbars, bridges, opposite bifur-
cations, docks, trifurcations and returns. These features are
developed in the second level and due to scars.” >

In the third level, details such as ridge contours or edges,
the position and shape of pores, as well as incipient ridges are
examined.®’

Most fingerprint recognition systems, such as the auto-
mated fingerprint identification system (AFIS), currently use
level 1 and level 2 features. Institutions, such as the Federal
Bureau of Investigation (FBI), employ various characteristics
specified in AFIS image quality specification (IQS) and per-
sonal identity verification (PIV) to determine the quality of an
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image and produce valid matches in their systems. Some
requirements set by the FBI relevant to the MIR scanning
system to ensure sufficient quality are listed below:

- Pixel density: a suitable image should at least have a
resolution of 500 dpi (dots per inch).

+ Minimum size: a single fingerprint image must have a
length of at least 16.5 mm and a width of 12.8 mm.

« Geometric accuracy describes the distortion of an image
generated by the respective recording device. This can be
measured by the difference in distance between two points
through a calibration target on the image and the real distance
between these two points. The geometric accuracy must not
exceed 1% for a crossbar and 0.016 for a long bar.

« 256 gray levels (8 bits per pixel) are required.”>™**

» Depending on the imaging method used for recording
and digitization of fingerprints, a physical or chemical pre-
treatment is performed.*'®

To capture fingerprints, physical and chemical methods are
used to make direct changes to the sample and contrast it for
visualization. Respective examples include the application of
graphite powder and chemicals, such as Ninhydrin or even
silver nitrate.”’>* This is in contrast to the non-invasive
imaging techniques used to image finger fat, like FTIR, VIS
and fluorescence microscopy.>*' This also makes it possible
to record the fingerprints more than once or by another
method. The imaging techniques make use of a physical or
chemical property to enable the visualization of the
sample.>”*° For this reason, the chemical composition of the
fingerprint is examined in more detail below.

A review of the chemical composition of latent fingerprints

Fingerprints consist of eccrine sweat, apocrine sweat, sebac-
eous secretions, epidermal substances, and external
contaminants.****** These substances are present along the
papillary lines of the finger and are visible in the form of the
pattern created by these lines.

The chemical composition of the secretion, as well as the
number of sweat glands, can vary between people and the
body parts studied. This also depends on the physical con-
dition of the subject.**° As a result, the chemical compo-
sition of a fingerprint may also change. Therefore, it is necess-
ary to consider not only the whole fingerprint but also the
composition of its individual components.

The main component of eccrine sweat is water, along with
various electrolytes, such as sodium, chloride, potassium,
calcium, and magnesium, dissolved in it. It also contains
lactate, ammonia, amino acids, glucose, urea and bicarbonate,
as well as various peptides and proteins.>®3%44

Apocrine sweat is an oily secretion containing proteins,
lipids and steroids. As the sweat is secreted at the hair root the
same way as the sebum, their ingredients are tricky to differen-
tiate as they can easily get mixed up. The components of apoc-
rine sweat include amino acids conjugated with carrier pro-
teins of pheromones, sugars, electrolytes, urea and
ammonia.*>*>*%** By selecting appropriate wavelengths, scan-
ners can be tuned to record the absorption of all listed sub-

This journal is © The Royal Society of Chemistry 2024

View Article Online

Paper

stances in the eccrine and apocrine sweat. Exceptions are the
electrolytes, which do not show NH and CH absorption bands.
The other substances show an absorption band in at least one
of the ranges.**>*

Sebum is composed of glycerides, free fatty acids, wax,
esters, squalene, cholesterol esters, and cholesterol. It constitu-
tes a major part of the secretions present on the skin
surface.”®**% Free fatty acids are fatty acids with an acid
residue containing long-chain CH bands of up to
18 members.®"%%%

Similar to sebum, the epidermal substance of the skin is
composed of molecules with long-chain CH bands as well. It
consists of lipids, such as triglycerols, free fatty acids, sterols
and phospholipids.®®®

Current analytical methods of fingerprint detection and
development

Especially, fingerprints that cannot be transferred to the lab-
oratory for development are often treated with a contrasting
powder. This powder is available in different colours for sub-
surface contrasting as it can be dyed with fluorescent particles,
and also is magnetic for easy application. After physical appli-
cation, the fingerprint is fixed to a carrier card with duct tape
and transferred to the laboratory.'”-*82%6%70

Another traditional technique is chemical fingerprint devel-
opment using ninhydrin, DFO, crystal violet, silver nitrate, cya-
noacrylate, amido black, ardrox dye and other chemicals. The
goal of these methods is to increase the contrast of the finger-
print with respect to the background. The contrast agents
themselves form a chemical bond with one or more com-
ponents in the fingerprint, causing a change in the physical
properties of the fingerprint. These can manifest as a change
in the colour impression or fluorescence. However, most of
these chemicals are harmful to human health.'7:>0:1,69-80

Established imaging methods for chemical and forensic
tracing

Since handling harmful substances is difficult, other methods
like imaging are also used to digitize fingerprints and compare
them with databases. Most of these imaging methods are non-
invasive, which means that the analysis is non-destructive and
does not cause any changes to the sample. However, in visual
microscopy and fluorescence microscopy, contrasting agents
or markers are often used in the sample preparation process.
This can change both chemical and physical properties to
induce a desired effect, such as fluorescence, or enhance the
contrast in conventional microscopy. The disadvantage of this
is that the modified sample may no longer be usable for
further analysis.>*?9731:69:81-87

The advantage of examination by fluorescence microscopy
is that fingerprints can be examined for certain molecule
groups by using a suitable contrast medium. However, only
those corresponding to the contrast agent can be examined.
The natural fluorescence signal of organic substances in the
fingerprint is too low for recording and negatively influences
the image recorded using contrasting agents.>®31:87:88
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Fourier transform infrared spectroscopy (FTIR) is a non-
invasive method that evaluates the vibration bands of specific
molecular groups. The peak position in the recorded spectra
provides information about the molecular group and the
intensity denotes layer thickness and concentration. The
sample is scanned pixel by pixel, and a complete infrared (IR)
spectrum is recorded. Afterwards, the wavelengths of the
corresponding chemical groups can be selected and compared
with each other. This contrasts the fingerprints that differ
chemically from the background. The disadvantages of this
method are high image acquisition time (~30 min per cm?)
and the need for IR marking to increase the acquired optical
signal of the fingerprint components to achieve sufficiently
high contrast. Thus, this method is often associated with long
acquisition times and increases with the sample size or higher
resolution,>#1-8¢

Similar to FTIR, Raman microscopy measures molecule-
specific vibrational bands. However, this is done using high-
power excitation and detection of the resulting inelastic scat-
tering. For this purpose, the signals must be distinct from the
excitation wavelength and not in the immediate vicinity of the
excitation, as the molecule-dependent Raman bands are easier
to identify spectrally than the infrared bands. This allows the
subtraction of background polymer bands without the loss of
analyte information even on porous or granular surfaces. In
contrast, FTIR tends to favour reflective surfaces in order to
display distinct contrast. The disadvantages of the described
measurement technique are acquisition speed, mostly poor
spatial resolution and low sensitivity.?"8%89792

More advanced strategies, such as matrix-assisted laser de-
sorption ionization, can be used to characterize specific sub-
stances. This presents an advantage over traditional measure-
ment techniques that can only identify chemical groups. The
disadvantages of this method are high initial cost, long image
acquisition time, very limited measurement area, the destruc-
tion of measured samples, and highly complex interpretation
of the recorded data. Often other imaging methods are used
upstream to record the region of interest. Therefore, this
method is often used when information beyond the finger-
print itself is of interest, such as for the analysis of residual
traces of drugs.®>%*

Chemical challenges posed by different surfaces

Due to the chemical challenges in contrasting fingerprints
from different surfaces and the variability of sample yield with
relevant fingerprints, all measurement methods can outper-
form the others in certain applications. While the difference
between reflective, transmissive and colored subsurfaces can
directly benefit or exclude certain options, the measurement
conditions can be complex. Another issue is the nature of the
substrate. As the roughness and porosity of the substrate
increase, optical measurement becomes more complicated
and inefficient due to scattering effects. Three-dimensional
patterns can also cause local resolution differences, which also
negatively affect the final result. Likewise, the accessibility of
the fingerprint to contrast agents is not always guaranteed and
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is dependent on the substrate. Fingerprints can be on hidden
surfaces that are not accessible without considerable effort.
Practical examples include taped envelopes, plastic bags and
packages associated with the crime. Pulling the tape off the
surface can directly cause the destruction of the fingerprint.
There is great interest in the forensic evaluation of the
adhesive layer of the tape because a fingerprint is left on the
adhesive layer when the tape is pulled off and re-applied. Since
the adhesive tape then adheres to another layer or to itself on
this side, it is difficult to gain non-destructive access to the fin-
gerprints. Refrigerants can be used to remove the adhesive
tape as it allows better preservation of the traces compared to
careful peeling without tools or solvents. Thermal heating
deforms the sample and thus cannot be used for peeling. With
increasing access to liquid nitrogen and oxygen at forensic
facilities, quick freezing and thawing of small areas are often
used to detach adhesive layers. Although the technique is
simple to perform, it requires experience and practice to
handle the refrigerants because they are capable of instantly
freezing even living tissues and skin. Appropriate protective
equipment, especially for the eyes and hands, must also be
worn during this procedure. By this method, it is possible to
remove adhesive strips even from dead victims without tissue
damage. Common methods include immersing the sample
in liquid nitrogen or applying it using a cryo-applicator. In
the rarest of cases, however, it is still possible to remove the
tape completely without alterations. In case of alterations a fin-
gerprint can often no longer be developed appropriately.
Depending on the material, it may also be advantageous to use
a solvent. This depends on the situation, and therefore, a
material test is necessary before method selection.”™”

Given the disadvantages of this method, including a
limited field of application, long acquisition times and large
data sets, a new type of measuring instrument based on the
principles of FTIR has been developed in recent years. In this
case, the scanning system is used to contrast latent finger-
prints under different conditions.

Material and methods

Novel measurement method for rapid latent fingerprint
detection

The developed laser-based measuring system is specially
designed for the detection of lipid- and protein-containing
substances. The measuring technique involves measurement
at several wavelengths to detect the absorbance of the sub-
stances and the local scattering properties of the sample or
sample substrate. The scattering properties are important to
measure the general optical influence on the sample and are
used as references for absorption measurements.’® %2
Therefore, a wavenumber with low absorption is used. The
measured absorption properties of the sample directly corre-
late with chemical properties. This is because the energy pro-
vided to the molecule by a light beam can be converted in
different ways, such as thermal conversion, and vibration or

This journal is © The Royal Society of Chemistry 2024
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rotation energy. As the vibrational energy of a molecule is
described by its quantum number, it can only take molecule-
specific values. The converted energy corresponds to radiation
energy and is, therefore, dependent on the wavenumber. To
achieve radiation energy matching the vibrational energy, the
radiation has to be in the range of 12 800-200 cm™". If the
energy provided by radiation is not sufficient, the molecule
converts it into rotational energy, which is also quantised
again and thus is dependent on the wavenumber. Vibrational
or rotational movement can also be associated with the move-
ment of electric charges, which are not necessarily distributed
symmetrically in the molecule or can become asymmetrical
due to vibrations. Accordingly, infrared radiation with a suit-
able wavenumber has an effect only on atomic groups in
which dipole moment changes happen or are brought about
by antisymmetric vibrations.3%9%:103:104

The wavenumbers of the scanning system were, therefore,
selected for common molecular groups found in organic
samples, such as the valence vibrations of CH, (2926 cm™)'*
and NH (3200 to 3570 cm™*)'%¢7'% oroups.

The laser wavenumbers were, therefore, selected as follows:

» Laser 1: detection of the scattering properties of lipid
structures with wavenumber 2790 cm ™.

+ Laser 2: detection of the absorption properties of lipid
structures with wavenumber 2926 cm ™.

« Laser 3: detection of the absorption characteristics of
protein structures with wavenumber 3350 cm™".

« Laser 4: detection of the scattering properties of protein
structures with wavenumber 3700 cm ™.

By detecting both scattering and target signals, it is feas-
ible to compute and mitigate the influence of suboptimal
background conditions because scattering signals reflect the
irregularities and surface roughness of the observed sub-
strate. These irregularities also manifest as interference
signals in the image acquired at the absorption wavenumber.
Using the Lambert-Beer calculation, it is possible to effec-
tively eliminate these interference signals from the absorp-
tion image, thereby facilitating enhanced contrast and clarity
of the sample. The associated chemical segmentation of the
fingerprints is then based on four selected wavelengths in the
IR wavelength range and not on the whole IR spectrum like
FTIR imaging.

The collimated laser beams illuminate the sample sequen-
tially and pass through an optical lens system, which expands
and finally focuses the corresponding laser beam onto the
sample. In the process, the light beam is deflected linearly
over the sample by moving the agile mirrors in the scan
system. The sample then moves orthogonally to the generated
laser line, achieving a rectangular measurement field. The
movement is facilitated by a microscope stage. The spectrum
is recorded confocally using a single-photon detector attached
to a computer unit and the image is obtained based on calcu-
lations. As shown in Fig. 1, a linearly moving mirror aligns the
lasers one at a time with the optical lens system.

The laser light, beam guidance and the confocal arrange-
ment of the IR detector in combination with the sample move-
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ment enable extremely short measurement times of up to
three seconds per cm? for each laser. The spatial resolution is
20 um. However, these measurement times are only possible
due to the optical properties of the lenses used (CaF, and
BaF,), mirrors (gold-coated) and the highly sensitive IR detec-
tor (D* = ~4 x 107*° cm Hz"> W™?). This is because, at a high
speed, the exposure time of the IR detector is very low (5 ns).
Therefore, only minor losses through optical components can
be tolerated as confocally measured absorbance can only be
acquired in the sensitivity range of the detector unit.'*™"*

As mentioned in the introduction section, all chemical sub-
stances present in the sebum and epidermal substance exhibit
a CH absorption peak in the range of the wavelength
used.81,82,112—120

In confocal measurements, it is important to record the
scattering signal when the sample surface is not perfectly
smooth because the measured signals of rough surfaces are
more influenced by light scattering than the intended direct
reflection. Therefore, the direct reflection of uneven surfaces
cannot be measured, which results in a drop in the signal. In
order to record the fingerprint found in difficult background
conditions, it is, therefore, necessary to offset the signals of
the scattering properties.

As most components of fingerprints consist of functional
CH,- or NH-groups, the IR spectra of all components will
exhibit absorption peaks at least for one of the selected lasers.
Since externally ingested substances vary from case to case, no
precise analysis can be made on this. Nevertheless, the above
functionality test verifies that the scanner covers a wide range
of organic substances, including some externally ingested sub-
stances. The organic substances also visualize for the spectra
of the fingerprint itself. Therefore the the scanning system
described in the following is able to detect both fingerprints
and their components.

Sample preparation and measurement conditions

For basic comparative measurements between the MIR scan-
ning system and FTIR imaging, the fingerprints were applied

Fig. 1 Schematic of the MIR scanning system with inbuilt lasers of
wavenumbers 3700 cm™ (L1), 3350 cm™ (L2), 2926 cm™ (L3) and
2790 cm™ (L4).
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to gold-coated (MN10-AU8632, Science Services GmbH,
Germany) or silver-coated (MirrIR Low-e Corner frosted, Kevley
Technologies, Ohio) slides. This is due to the nearly ideal
reflectivity of both substrate substances, which ensures com-
parability between the measurement methods. This research
was approved by the Medical Ethics Committee II, Faculty of
Medicine, Ruprecht Karl University of Heidelberg (approval
number 2024-620). All procedures were performed by following
the institutional guidelines, along with any applicable national
and international regulations. Patient information and
consent were obtained in compliance with the guidelines set
by the ethics committee (guaranteeing adherence to the
Declaration of Helsinki).

To investigate the effect of problematic substrates, sample
carriers made of other materials commonly found in weapons
or similar to their composition were also prepared. An alumi-
num sheet with a thickness of 3 mm was cut to 25 x 75 mm
samples. A plastic card from the Mannheim University of
Applied Sciences was also used. With this, comparable results
to a German identity card were achieved. In order to protect
the holders, only the results of the plastic card described and
not those of the ID card are published. Furthermore, a wooden
tongue depressor (wooden tongue depressor, Zarys, Poland)
was sprayed with clear varnish (3468683, OBI, Germany) and
cut to a length of 75 mm after the varnish had dried. Another
untreated wooden tongue depressor (wooden tongue depres-
sor, Zarys, Poland) was also cut to 75 mm. A paper sheet, a
dollar note, as well as the plastic card and the wooden tongue
depressors, were each taped onto a silver-coated glass slide
(Carl Roth GmbH+ Co.KG, Germany). After this step, all
sample carriers were cleaned with 99% ethanol and air-dried.
A fingerprint was then applied to all sample carriers and exam-
ined the next day using the FTIR and MIR scanners.

Scotch tape (TESA SE, Germany), insulating tape (TESA
SE, Germany), duct tape (3M 1900, Germany) and parcel
tape (TransPak AG, Germany) were cut into 15 x 25 mm
pieces to create the required sample carriers. Disposable
gloves were worn during this process to avoid leaving any
traces on the samples during preparation. A fingerprint was
then applied to the sample carriers and they were respect-
ively applied to a silver-coated object carrier. Then, the
samples were examined first using the FTIR system and then
the MIR scanner.

For examination with the MIR scanner, the recorded finger-
prints were placed in the sample holder of the measuring
device. The sample was then moved into the measuring range
of the instrument in an automated manner. The sample was
sequentially scanned with all four laser wavelengths. Then, the
resulting measurement points were calculated to form an
image that was used for further image processing and analysis.
Due to possible inaccuracies while transferring the lasers into
the optical path of the system, the scanner results may have an
offset. This was recorded using a calibration target (Edmund
Optics, Germany) and compensated by moving the microscope
stage in the system. This target moved with precisely 5 pm
more positioning accuracy than the resolution achieved later.
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The successful implementation of this calibration target was
then validated.

For fingerprint examination by FTIR imaging, the measur-
ing instrument (Spotlight 400, PerkinElmer) was precooled in
advance using liquid nitrogen for ~35 min. Subsequently, the
sample was moved by hand to the desired measurement area
and then focused. An overview image (measurement time per
cm® ~20 min) was then used to more concretely delimit the
area of spectral measurement (generation of a region of inter-
est; ROI). After subsurface measurement, the areal spectral
survey of the samples was obtained. In our experiments, the
spatial resolution was 25 pm, the spectral resolution was
16 cm ™", and the travel speed of stage movement between two
measurement points was 2.2 m s~ '. In combination with an
accumulation of a factor of 10, this allowed samples to be
measured at a time of ~30 min per cm”. The spectral measur-
ing range was limited to 750 cm™" to 4000 cm™" per measuring
point. The intensity of the sample was measured by direct
reflection. Further, a reference measurement was carried out
on a gold-coated slide before the actual scan. This was used by
the FTIR device to calculate an absorption spectrum for every
measured pixel.

Algorithms and data (pre)processing

The two-dimensional scan field was drawn up by a deflection
of the agile mirror unit in the system and a movement perpen-
dicular to it through the microscope stage. Image distortion
was reduced by adjusting the speed of the described com-
ponents. Synchronisation between the deflection units and
signal processing in the detector was achieved by using a
mathematical correlation to trigger data acquisition depending
on the deflection of the laser beam and displacement of the
microscope stage. During the scanning process, pixels were
generated with a sampling rate of up to ~2.7 MS s~ (including
oversampling). The number of pixels determines the number
of measuring points during the scanning process. The number
of measuring points during the scan does not correspond to
the final number of image points, as oversampling leads to
better imaging results. Thus, ten measuring points were aver-
aged to obtain one image point,"* >

To generate absorption-based images, it is necessary to
offset the scan images obtained using the reference laser with
the scan images captured using the target laser. For this
purpose, each pixel of the two images was correlated with each
other according to the Beer-Lambert law.*®*>122

A= —log (i)
= i

Therefore, two images, one target and one reference image
were used to obtain each absorption-based image.

Due to deteriorating measurement conditions in this study,
measurements were carried out in the noise range of the detec-
tor. In addition, the intensity decreased horizontally from the
center with greater deflection of the laser. These effects mean
that clear contrasting is only possible with difficulty during
target measurement under difficult conditions. This can be

This journal is © The Royal Society of Chemistry 2024
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improved by mathematical correction of the image data. For
this purpose, fifth-degree polynomial regression was carried
out for each horizontal data set and subtracted to obtain the
difference. This normalization step reduced the gradient
formed in the image due to signal drop and the intensity gra-
dient between individual horizontal data sets caused by detec-
tor noise. This correction only improved the data recorded
using the MIR System but not the FTIR system.

Results
A proof of concept: challenging common imaging methods

For the spectral measurement of latent fingerprints, four fin-
gerprints were applied to gold-coated slides under different
conditions. One of the fingerprints was applied without physi-
cal exertion and one after an hour of jogging. Another finger-
print was applied after wetting the finger with adeps lanae
anhydricus (Caelo, Art. Nr. 3010), which is a contrast agent for
the lipid band in the mid-infrared range. The last fingerprint
was contrasted with previously drawn blood. The fingerprints
were measured one day after they were applied on the slides to
allow evaporation of any residual moisture or water and
exclude the possibility of interference with the spectrum. The
analysis of vibrational bands relevant to this study would
otherwise not be possible as the vibration band of water over-
laps with the bands of interest."**** This issue of fingerprints
being overlaid by moisture would not only be visible in the
spectra of the FTIR scans but the difference in intensity levels
within the images acquired with the MIR scanner would also
be displayed. As this was not the case, disruptive effects due to
moisture could be ruled out in our samples.

To evaluate the spectral data, especially, the NH band at
3350 cm™" and the CH band at 2926 cm™" were examined.

The peak of the NH band was more pronounced in the fin-
gerprints contrasted with blood and after physical exertion
than in the normal fingerprint, as shown in Fig. 2. According
to the literature, sweat increases the concentration of amino
acids in the fingerprint, which explains this difference in
intensity.>***** The proteins and amino acids in the blood
also ensured an extremely high intensity of the NH band."**"*’
This peak was not recognizable in the spectra of the adeps-
lanae-enhanced fingerprint.

The peak of the CH band was visible in the spectra of every
fingerprint. The fat-enhanced fingerprint showed the highest
intensity as it is a contrast agent for this absorption
band."”®'?° The other spectra showed very close CH- peaks,
with the fingerprint imprinted after exertion showing the
lowest intensity. This could be the result of some fingerprint
components being washed away by sweat.

The characteristic peaks of the NH and CH bands respect-
ively at 2926 cm™' and 3350 cm™' also varied in intensity
within the fingerprint, as shown in Fig. 3 and 4. The normal
fingerprint showed areas where both CH and NH bands were
dominant. This indicates that chemical differences within the
fingerprint are recognizable by this approach.
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Fig. 2 FTIR spectra of a latent fingerprint, a fingerprint enhanced with
blood, a fingerprint enhanced with fat and a fingerprint after physical
exertion.

The differences in intensity of the NH band indicate that
incorporating this wavenumber in the scanning system
enhances the quality of acquired data and data load. Adding
the NH band for more chemical information enabled better
contrast against the background. Before validating this added
value, a comparison was first made between the developed
scanning system and FTIR. For this purpose, in the FTIR data,
the intensities observed at wavenumbers used in the mid-infra-
red scanner were calculated according to the Beer-Lambert
equation to visualize the layer thickness and concentration of
the CH bands or NH bands within the latent fingerprints
according to the absorbance values. The absorption-based
images showed the latent fingerprints based on both vibration
bands in contrast to the background. On closer inspection,
however, it was noted that the intensities varied within the
traced papillary lines due to differences in their concentration
and layer thickness within the fingerprint. The MIR system
was also used to record all four samples using the four lasers,
and differential images of the two bands were created accord-
ing to the Beer-Lambert equation.

Rapid chemical segmentation of latent fingerprints on
different surfaces

In order to compare the differences in contrast between the
two measurement methods and to understand their limits, fin-
gerprints were applied to different surfaces. The surfaces used
were aluminum, a plastic card, coated and uncoated wood, a
currency note and paper. The selection of substrates was based
on the frequently used crime weapons.”*'*' The materials
used as surfaces are similar to those found in weapons. In
addition, the reflectivity of the selected materials was
different. In the first step, the highly reflective substrates,
including aluminum and plastic card, were examined. In this
study, aluminum delivered comparable results to stainless
steel, for example. It is, therefore representative of metals with
a higher degree of reflectivity in the mid-infrared range,
including gold, silver, aluminum, copper, platinum, rhodium,
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Fig. 3 Images acquired based on the CH and NH absorbance bands of  Fig. 4 Images acquired based on the CH and NH absorbance bands of

a normal latent fingerprint, a fingerprint enhanced with blood, a finger-
print enhanced with fat and a fingerprint after physical exertion scanned
using the FTIR system.

tungsten, chromium, vanadium, iron and magnesium."**"?

The plastic card showed scanning results similar to a German
identity card. On the grounds of discretion, these details are
not published in this study.

The measurement of fingerprints on various substances
using the FTIR imager and the recently developed MIR
scanner is discussed below. In the FTIR scans, the fingerprint
could only be contrasted weakly from the background for most
of these surfaces. Especially, the fingerprint on the plastic card
displayed a clear contrast with respect to the CH band. As seen
in Fig. 5, the others were barely visible.

With the MIR scan, all the bands presented reliable con-
trast for the fingerprints on the aluminum and the plastic card
surface, as shown in Fig. 6.

Next, substrates with non-reflective surfaces, including stan-
dard glass slides (Carl Roth GmbH+ Co0.KG, Germany) and
wood (wooden tongue depressor, Zarys, Poland) coated with

5774 | Analyst, 2024,149, 5768-5783

a normal latent fingerprint, a fingerprint enhanced with blood, a finger-
print enhanced with fat and a fingerprint after physical exertion scanned
using the MIR system.

clear lacquer (3468683, OBI, Germany), were examined. These
fingerprints showed weak contrast when scanned by the FTIR
device, as shown in Fig. 5. This is comparable to the alumi-
num substrate. The strongest contrast was from the CH bands
of coated wood. The contrast obtained with the MIR system
was much higher. The fingerprints were visible on the glass
slide, as well as coated wood.

In the last step, fingerprints were applied to substrates
without a reflective surface but were chemically composed of
many CH and NH groups to mimic more difficult scanning
conditions and also show the limitations of the two scanning
systems. The chosen substrates were wood (wooden tongue
depressor, Zarys, Poland), paper and a US-dollar note. Fig. 5
shows that no fingerprints measured using the FTIR system
showed contrast. Only the impressions on the dollar note were
visible. In comparison, Fig. 6 shows that the MIR scans
enabled the visualization of the fingerprint on paper. On wood

This journal is © The Royal Society of Chemistry 2024
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Fig. 5 Images acquired based on the CH and NH absorbance bands of
latent fingerprints scanned on aluminum, a plastic card, a glass slide, wood
(coated and uncoated), a dollar note and paper using the FTIR system.

and the dollar note, only a part of the fingerprint was visible.
Although the contrast was not sufficient for automated evalu-
ation by software, the images still clearly showed the differ-

This journal is © The Royal Society of Chemistry 2024
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Fig. 6 Images acquired based on the CH and NH absorbance bands of
latent fingerprints scanned on aluminum, a plastic card, a glass slide, wood
(coated and uncoated), a dollar note and paper using the MIR system.

ences between the contrast ratios of the two systems,
suggesting that the MIR scanner outperforms the state-of-the-
art FTIR spectroscopy.
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Imaging hidden latent fingerprints on chemically similar
substances

In general, fingerprints can only be obtained from surfaces.
Therefore, traditional chemical or physical dactyloscopy
methods for retrieving fingerprints are not suitable for covered
fingerprints. In our study, we assumed a case where finger-
prints are located on tapes that are tightly adhered to a
surface.

As mentioned in the introduction, the process of obtaining
fingerprints located on tapes is intricate. We investigated the
capability of the measurement method developed here in
detecting fingerprints on adhesive layers adhering tightly to a
surface.

In this pre-study, the adhesive layers used were common
transparent scotch tape (TESA SE, Germany), insulating tape
(TESA SE, Germany), duct tape (3M 1900, Germany) and parcel
tape (TransPak AG, Germany). A fingerprint was applied to the
side of the adhesive layer, and the tape including the finger-
print was fixed to a MirrlIR slide. Thus, the fingerprint was
located between the substrate and the covering plastic layer.
Importantly, the tape was not smoothed out after its appli-
cation to avoid the destruction of the fingerprint. The resulting
trapped air bubbles would make it difficult to measure the fin-
gerprint homogeneously. However, a forensic scientist must
also deal with these factors at the crime scene.

The measurement results in Fig. 7 show the results
recorded by the FTIR system. No fingerprint could be recog-
nized under the duct tape and parcel tape. The fingerprint
under the common transparent scotch tape was weakly con-
trasted, suggesting that clear identification of the person can
probably not be guaranteed afterwards. Only the fingerprint
under the insulating tape was well contrasted.

Fig. 8 shows that the mid-infrared scanner was able to
clearly contrast the fingerprint under the scotch tape in
addition to the insulating tape. Another striking feature was
the images formed from the NH absorbance bands. The added
value of the additional laser pair found in the proof of concept
was observed again, in which the fingerprint under the parcel
and scotch tape could be recognized more clearly than the
images based on the CH absorption bands.

3D latent fingerprint visualization depends on chemical
information from the middle-infrared range

In forensics, in addition to the distance between individual
papillary lines and their width, the layer thickness can also be
used to convict the perpetrator.’*3> The extraction of height
information contained in a fingerprint can therefore be an
advantage in identification.

Due to the existing correlation between light absorption
and layer thickness, it is possible to extract height information
from the recorded absorbance values. To realize this, a model
was created for clear height assignment to the recorded
absorption values. For this reason, adeps lanae used in the
earlier experiments was coated onto a microscope slide. In
order to assign height values to the coated adeps lanae, a
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Fig. 7 Images acquired based on the CH and NH absorbance bands of
latent fingerprints between a MirrIR slide and scotch tape, insulating
tape, duct tape and parcel tape scanned using the FTIR system.

wedge was produced using Computer Aided Design (Autodesk
Inventor) to be used as an application aid during coating. This
was 3D-printed with a resin printer (Black Standard Resin,
Form3, Formlabs Inc., USA) at a resolution of 25 um. The
wedge had a height gradient of 200 pm down to 1500 um over
a distance of 50 mm. A homogeneous coating of grease is only
achievable only under heat as high-viscosity coatings can
cause unevenness of the surface. Adeps lanae was heated to 70
degrees and then coated at room temperature so that it had a
low viscosity during coating but also hardened quick enough
to avoid running. The resulting adeps lanae wedge was
scanned several times with the CH band lasers, and multiple
samples were produced to check for data reproducibility. The
data was averaged over their positions on the fat wedge, and
the standard deviation was determined. The intensity values
plotted over the height show a logarithmic correlation in
Fig. 9. In order to calculate the intensities, their offset was
determined by measuring a pure gold slide.

This journal is © The Royal Society of Chemistry 2024
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Fig. 8 Images acquired based on the CH and NH absorbance bands of
latent fingerprints found between a MirrIR slide and scotch tape, insulat-
ing tape, duct tape and parcel tape scanned using the MIR system.
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Fig. 9 Logarithmic intensity correlation with different layer thicknesses
of adeps lanae scanned using the MIR system.
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After calculating the absorption from the measured intensi-
ties, a linear slope was obtained as expected. Because of small
surface variations, as well as gloss effects influencing the data, a
median filter was applied over ten values for each calculated
adsorption. Ten values represented 0.2 mm of the scanned area.
As the influence of gloss and surface defects is at a larger scale,
this calculation does not eliminate all outlier values. As shown in
Fig. 10, the graph showed a regression of 0.9024. The model was
then applied to a fingerprint scanned at the same scan settings.

It is important to use the same scan settings as when creat-
ing the model. With the adjustment of the gain the output
signal of the detector can be modified for better contrast in
the imges. This means that the height assignment no longer
fits. Therefore the detector settings influence the absorbance
and signal correlation. The scanned and calculated fingerprint
on a silver-coated slide was characterized by a height profile
between 0 and 400 pm, as shown in Fig. 12.

However, it was found that individual outliers also went
beyond this limit, as visualised in Fig. 11. This may be due to
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Fig. 10 Linear absorbance correlation to different layer thicknesses of
adeps lanae scanned with the MIR system.
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Fig. 11 3D image of a latent fingerprint obtained by converting the
absorbance values from the MIR system to layer thicknesses with the
help of the calculated model.
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Fig. 12 Layer thickness of a latent fingerprint calculated using the
absorbance values obtained with the MIR system and plotted over a
virtual line in the middle of the latent fingerprint.

dust particles or impurities that cause interference effects
during measurements.

According to the literature, a fingerprint should only be a
few um thick."*>"*” The observed differences can be attributed
to the transfer of adeps lanae to the finger fat. In this study, it
has already been shown that their spectra not only differ in
intensity but also that the concentration varies depending on
variations in layer thickness within the fingerprint.

Conclusions

Faster scanning to obtain high-contrast images that can even
contrast latent fingerprints found in difficult measurement
conditions are the main advantages of the developed MIR
System. Moreover, sample preparation does not require con-
trast agents, which are very harmful to health and need to be
handled with appropriate precautions. A chemical distinction
between the background and latent fingerprint eliminates the
influence of background structures do on the final result
unless their chemical structures are similar and thus simpli-
fies subsequent image evaluation. The main problems with
common mid-infrared technology are low contrast and long
acquisition time to visualize samples. With a scanning time of
3 seconds per laser, the new scanning system allows sample
visualization up to 60 times faster than FTIR. Notably, the
detector of the mid-infrared system uses electrical cooling,
whereas, the FTIR device has to be cooled with liquid nitrogen.
This means that the mid-infrared scanner can measure
immediately when switched on, whereas, the FTIR system
must first be cooled down to a suitable measuring temperature
using liquid nitrogen. Further, wrong cooling can lead to bad
scan results, which is avoided in the MIR scanner as electrical
cooling is very accurate. The MIR scanning system acquires
only a small part of the whole spectrum. On the one hand, this
provides less chemical information but also means data post-
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processing requires less effort. On the other hand, the lower
chemical information provided by the mid-infrared scanner
can also be a disadvantage. In comparison, FTIR provides a
whole spectrum that can be used to analyze unknown samples
even if they do not have peaks in the region of the CH or NH
bands. Achieving contrast against chemically similar sub-
strates becomes more difficult if fewer absorption bands are
included in the calculation. With a whole spectrum, all peaks
can be taken into account for calculations. As this is not poss-
ible with the MIR scanner, additional absorption bands, such
as the NH bands, can provide additional or even completely
new information about the sample. This makes a difference,
especially in the visualization of targets with higher protein
concentrations. The advantage of integrating additional wave-
lengths is limited by the availability of strong absorption
bands. In the investigated range, this availability is exhausted
by the two bands used for detecting latent fingerprints. In the
mid-infrared range of the fingerprint spectrum, there are other
bands that can also be used, but they do not have comparably
high intensity for lipids as the ones used. This limits the value
of adding further bands and adds structural difficulty because
the spectral range of the detector does not cover them. In this
study, the value of the additional NH vibration bands was
visible in the blood- and sweat-enhanced fingerprints, and
especially in the fingerprints hidden under scotch and parcel
tapes. Further, it enables the visualization of fingerprints on
surfaces with difficult scanning conditions except for wood
and the dollar note. The contrast provided by the new scan-
ning system is also superior to FTIR, which is currently
regarded state-of-the-art. As for powerful lasers and a detector
specifically tuned to the required wavelength range, the detec-
tivity in the range used is higher (7 x 10'* cm Hz"?> W) than
the broadband detection range of FTIR. The results demon-
strate that the samples on paper, aluminium, glass and coated
wood, which cannot be seen at all with FTIR or can only be
visualized very poorly, show significantly better results with
MIR. The MIR scanning system only shows limitations with
the samples on wood and the dollar note. The extent to which
the other samples can be evaluated using the judicial software
(automated fingerprint identification system (AFIS)) in order
to successfully identify offenders remains to be researched.
Most fingerprint recognition systems, such as the automated
fingerprint identification system (AFIS), currently use level 1
and level 2 features. For level 3 features, a correspondingly
high resolution of at least 1000 dpi is required. However,
studies show that the inclusion of level 3 features can also lead
to a better recognition rate. With 20 um spatial scan resolu-
tion, a system has been reported to reach 1270 dpi and can,
therefore, be used to identify level 3 features."*™°

Using the absorption-height correlation, it is possible to
create a 3D model of the fingerprint. However, our model
created using adeps lanae presents deviations in the model
calculations compared to the literature. Thus, the created 3D
model cannot be used to obtain concrete information about
the actual layer thickness. However, it does provide infor-
mation about the relative height distribution within the finger-
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print. To determine absolute values, further studies must be
done, in particular, height measurement of the applied finger-
prints, as a ground truth for calculating the height model is
necessary to create a suitable calculation model. The inaccur-
acy would then only lie in the concentration differences
within the fingerprint itself. Then a calculation model that
converts fast MIR scans into 3D data for high-resolution level 3
feature identification in very short acquisition times can be
provided.

In summary, the built System quickens and optimizes the
whole fingerprint acquisition process using infrared spectra. It
can also open up the possibility of visualizing fingerprints that
cannot be visualized wusing conventional non-invasive
methods. In addition, it can be used prior to sample modifi-
cation methods (chemical or physical) to provide additional
assurance of identification.
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