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1. Introduction
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Inkjet printing electronics is a growing market that reached 7.8 billion USD in 2020 and that is expected to
grow to ~23 billion USD by 2026, driven by applications like displays, photovoltaics, lighting, and radiofre-
quency identification. Incorporating two-dimensional (2D) materials into this technology could further
enhance the properties of the existing devices and/or circuits, as well as enable the development of new
concept applications. Along these lines, here we report an easy and cheap process to synthesize inks
made of multilayer hexagonal boron nitride (h-BN)—an insulating 2D layered material—by the liquid-
phase exfoliation method and use them to fabricate memristors. The devices exhibit multiple stochastic
phenomena that are very attractive for use as entropy sources in electronic circuits for data encryption
(physical unclonable functions [PUFs], true random number generators [TRNGs]), such as: (i) a very dis-
perse initial resistance and dielectric breakdown voltage, (ii) volatile unipolar and non-volatile bipolar
resistive switching (RS) with a high cycle-to-cycle variability of the state resistances, and (iii) random tele-
graph noise (RTN) current fluctuations. The clue for the observation of these stochastic phenomena
resides on the unpredictable nature of the device structure derived from the inkjet printing process (i.e.,
thickness fluctuations, random flake orientations), which allows fabricating electronic devices with
different electronic properties. The easy-to-make and cheap memristors here developed are ideal to
encrypt the information produced by multiple types of objects and/or products, and the versatility of the
inkjet printing method, which allows effortless deposition on any substrate, makes our devices especially
attractive for flexible and wearable devices within the internet-of-things.

oxide-semiconductor (CMOS) technology.>* However, most 2D
material-based electronic devices consist of prototypes fabri-

2D layered materials exhibit outstanding physical, chemical,
mechanical, electrical, optical, and magnetic properties that
could be potentially exploited in a wide range of applications.”
Among them, the fabrication of solid-state microelectronic
devices and circuits made of 2D materials has attracted much
attention, as it may be a solution to produce advanced elec-
tronic devices and circuits beyond the complementary metal-
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cated using methods that are not compatible with wafer-scale
circuital technologies, such as mechanical exfoliation of small
crystals.” Chemical vapor deposition (CVD) is a scalable
method to produce large-area 2D materials; however, the CVD
method requires the use of high temperatures >850 °C, which
impedes the direct growth of the 2D material on wafers con-
taining CMOS circuits.® This considerably complicates the fab-
rication process, as it makes necessary the use of a delicate
process to transfer the 2D material to the target wafer.® During
this process, which is time-consuming, the CVD-grown 2D
materials usually get contaminated and cracked.®™®

Liquid phase exfoliation (LPE) is an inexpensive method to
produce large amounts of few-nanometre-thick and few-micro-
metre-long sheets of different 2D layered materials, which
consist of the use of an ultrasonic bath or microfluidization to
exfoliate sheets from small bulk crystals—this is possible
because the van der Waals forces that make the 2D planes
attach to each other in the crystals are much weaker than the
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in-plane covalent bonding." Moreover, 2D materials syn-
thesized by the LPE method can be deposited on any wafer at
low temperature (by inkjet printing, screen printing, and spray,
among others“) to pattern wires, electrodes, channels, and
other complex devices with irregular shapes.® This method has
been used to fabricate a plethora of solid-state microelectronic
devices, including transistors,'® photodetectors,'! capacitors,>
solar cells,'® and light emitting diodes'* (among others).

Memristors are emerging devices that are being commercia-
lized as non-volatile memory devices (with a growing market
size up to 621 million USD in 2021),"®> and that have shown
huge potential for data computation, encryption, and radio-fre-
quency communication.'® Memristors made of 2D materials
have shown interesting performance beyond flexibility and
transparency, such as the coexistence of volatile and non-vola-
tile switching, controllable potentiation and depression, ultra-
low power consumption, and high thermal stability."”
However, few studies reported 2D-material-based memristors
made by the inkjet printing method. Printed HfO,-based mem-
ristors exhibited non-volatile bipolar RS with ultra-low switch-
ing voltages of +0.1 V.'® Inkjet-printed memristors made of 2D
materials compared to those made of transition metal oxides
(also done by inkjet printing) have shown a similar low oper-
ation voltage of 0.1-0.2 V, but with a large and tuneable on-off
resistance ratio.'® However, in all these prototypes the dielec-
trics used (e.g. graphene oxide, MoS,, BP) are not very good
electrical insulators, which results in low endurance (see ESI
Tables 1-41) and short retention times. In contrast, hexagonal
boron nitride (h-BN) has a higher bandgap of ~6 eV and has
shown low leakage currents under polarization, which has
been used to fabricate high-performance memristors using the
CVD method.

In this work, we have synthesized printable h-BN inks from
2D crystals and afterward produced memristors with Ag/h-BN/

Fig. 1
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Pt and Ag/h-BN/Ag structures (top-to-down) entirely by inkjet
printing. The devices showed a high device-to-device variability
of the initial resistance and forming voltage, as well as a high
cycle-to-cycle variability of state resistances. These electrical
features, combined with the cheap and scalable fabrication
process, could enable the use of h-BN memristors as
embedded hardware security primitives, such as PUFs to ident-
ify objects or entropy sources for data encryption circuits like
TRNGS.

2. Results and discussion

Fig. 1a shows the photograph of the h-BN ink, which consists
of a carboxy methyl cellulose solution containing h-BN nano-
flakes; it shows a characteristic whitish colour. Fig. 1b shows
the top-view scanning electron microscopy (SEM) image of an
Ag/h-BN/Pt memristor as fabricated on a 300 nm SiO,/Si wafer.
The h-BN nanoflakes form a continuous film with a surface
roughness of 5.6 nm and a thickness of ~250 nm, as demon-
strated using top-view atomic force microscopy (AFM) (Fig. 1c)
and cross-sectional SEM (Fig. 1d), respectively. Cross-sectional
transmission electron microscopy (TEM) images of the Ag/
h-BN/Pt devices reveal that the crystalline structure of the h-BN
nanoflakes is excellent (see Fig. 1e-f and ESI Fig. 1), and that
their thickness fluctuates between 5 and 15 nm, which corres-
ponds to 15 to 45 layers (see ESI Fig. 2f)—one monolayer of
h-BN is 0.33 nm thick.?° Top-view TEM image of the flakes on
a microperforated copper grid reveals that the average lateral
length is ~210 nm (see ESI Fig. 31). The good crystal quality of
the h-BN flakes was further confirmed using Raman spec-
troscopy (see ESI Fig. 47).

We investigated the dielectric breakdown voltage and initial
resistance of the 16 as-fabricated Au/h-BN/Pt memristors by

(a) Photograph of the h-BN ink. (b) Top-view SEM image of the inkjet-printed Ag/h-BN/Pt memristor. (c) Topographic AFM mapping of the

inkjet-printed h-BN thin film. (d) Cross-sectional SEM image of the Ag/h-BN/Pt memristor. (e and f) Cross-sectional TEM images of h-BN nanoflakes

with a perfect layered structure in the deposited thin film.
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applying sequences of ramped voltage stresses (RVS) and plot-
ting the current versus voltage (I-V) curves. During the first
RVS the Ag/h-BN/Pt memristors are initially in a high resistive
state (HRS), and they transition to a low resistive state (LRS)
sharply as the voltage increases. The sharp current increase
and its high nonlinearity suggest that the switching mecha-
nism is filamentary, most probably due to the drift of Ag" ions
from the top Ag electrode into the h-BN film when this is posi-
tively biased.>® The dielectric breakdown voltage and the
initial resistance of the devices exhibit a very high device-to-
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device variability: from ~0.4 to ~16 V and from ~10” to ~10"°
Q, respectively (see Fig. 2a and b). This variability is related to
the different structures of the devices, ie., thickness fluctu-
ations in the h-BN film and the formation of random junctions
between the h-BN flakes, as well as different amounts of sol-
vents and impurities present between the Pt and Ag electrodes.
While this inherent device-to-device variability is detrimental
for most memristive applications (memory, computation, and
communication), it can be exploited to fabricate physical
unclonable functions, i.e., circuits in which multiple devices
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Fig. 2

(a) I-V curves showing the forming process of 16 fresh Ag/h-BN/Pt memristors. (b) Column plot displaying the initial resistance of 16 fresh

Ag/h-BN/Pt memristors with data extracted from (a). (c) Schematics showing the resistance mapping before and after the write pulse operation. The
red dots represent memristors in the LRS (resistance <107 Q), while the blue dots represent memristors in the HRS (resistance >10” Q). (d) Read-
write-read operation cycles of 16 fresh Ag/h-BN/Pt memristors under pulse mode with random forming processes.
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are in an unpredictable state, and that can be used as a unique
fingerprint within a system or to identify an object."®

We analysed another 16 (different) devices by applying two
read voltage pulses (height = 0.1 V; duration = 1 ms) with one
write pulse between them (height = 8 V; duration = 1 ms),
using an interval time between pulses of 1 ms (Fig. 2d). We
observed that 13 out of 16 devices exhibit low currents <1 pA
during the first read pulse (i.e., initial resistance >10° Q), and
the rest 3 devices were more conductive or shorted. By using
10° Q as the threshold resistance to define two logic states
(HRS = 0 and LRS = 1), it can be concluded that 18.75% of the
devices analysed (3 out of 16) were initially in the LRS and the
rest (13 out of 16, 81.25%) were in the HRS (see Fig. 2c, left
panel).

Next, we analysed the resistance of this same group of
devices during the second read pulse, i.e., after the application
of the write pulse. As shown in Fig. 2d, 4 out of the 13 devices
that were initially in the HRS switched to the LRS, and the rest
(9 of 13) did not switched, creating a new pattern (Fig. 2c, right
panel). Note that selecting a too-high write pulse height or
duration would produce that all the devices switch to the LRS;
and, conversely, selecting a too-low write pulse height or dur-
ation would produce that all devices remain in their initial
state. Note that, first, predicting which devices will be in the
HRS and which will be in the LRS (before and after the write
pulse) is impossible because that is related to nanoscale vari-
ations of the composition of the devices; and second, the
number of possible logic combinations for a group of 16
devices like the one in Fig. 2d is 2'® = 65 536. Hence, the high
device-to-device variability of the initial resistance and
forming voltage can be exploited to create unique patterns,
and this could be used as a hardware security primitive to tag
or identify objects or systems.
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When positive and negative RVS are applied sequentially to
the Ag/h-BN/Pt memristors, using a current limitation of 1 pA
or lower during the positively increasing (i.e., forward) ramp,
the devices exhibit volatile unipolar RS, also known as
threshold type (Fig. 3a-d). In some cycles, the LRS need more
time to relax back to the HRS. This switching behaviour is very
reproducible in all the devices analysed. In some devices it can
even reach a high switching endurance of up to 0.6 million
cycles (see Fig. 3e), which is the highest endurance ever
reported for any memristor fabricated by the LPE method with
all the measured data plotted (see ESI Tables 1-4f). This
behaviour could be exploited to fabricate electronic neurons
for artificial neural networks.>*** The statistical distribution of
the resistance in the LRS and HRS show a clear separation of
the 2 states (most cycles show Rirs/Rurs ~ 10) with only
limited cycle overlap (see Fig. 3f).

When the current limitation during the forward RVS is
increased above 10 pA, the Ag/h-BN/Pt memristors exhibit
correct non-volatile bipolar RS (see Fig. 4a). When a few RS
cycles (<50) are measured via RVS the cycle-to-cycle variability
of the state resistances is relatively low (Fig. 4b). However,
when the devices are stressed using pulsed voltage stresses
(PVS) the cycle-to-cycle variability of the state resistances
remarkably increases, and it is remarkably higher in the HRS
(Fig. 4d). The intrinsic cycle-to-cycle variability of Ryrs could
be used as an entropy source to generate random numbers
sequentially by making a simple comparison with a threshold
resistance value (Rry, below = 0 and above = 1). By setting Ry
= 50 MQ in Fig. 4d we obtained that, 656 of the cycles
measured produce a 0 state, and 202 produce a 1 state.
Predicting if the value of Rygrs will be higher or lower than 10’
Q in one cycle is impossible, because that depends on the
atomic structure after the previous reset event, which cannot
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Fig. 3 (a—d) /-V curves measured in the same Ag/h-BN/Pt memristor with different current limitations from 1 nA to 1 pA. (e) Column plot displaying

the initial resistance of 16 fresh Ag/h-BN/Pt memristors with data extracted from (a). (e) Endurance test of Ag/h-BN/Pt under pulse operation. Write
pulse 10 V 1 ms. Read pulse 0.1V 1 ms. Time between pulses of 1 ms. (f) Statistical analysis of the resistance distribution of the HRS and LRS from (e).
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Fig. 4 (a) I-V curves displaying 200 cycle bipolar RS in an Ag/h-BN/Pt memristor with current limitation from 1 pA to 0.5 mA. (b) Box plot of resis-

tance vs. current limitation. (c) Retention test measured after set under different current limitations at a read voltage of 0.1 V. (d) Endurance test of
an Ag/h-BN/Pt memristor under pulse operation with a current limitation of 1 mA. (e) Statistical analysis of the resistance distribution of the HRS and
LRS in panel (d). (f) /-V curves displaying 150 cycle bipolar RS in an Ag/h-BN/Ag memristor with a current limitation of 1 mA. (g) Endurance test of
Ag/h-BN/Ag under pulse operation with a current limitation of 1 mA, showing high stochasticity and unpredictable state after each event. (h)
Statistical analysis of the resistance distribution of the HRS and LRS from (g), showing clear overlap. The clear overlap of the resistance distributions
in the HRS and LRS shown in panel (h) confirms that these devices can be used as entropy sources for TRNGs.

be calculated or simulated even for the first cycle. By using a
high current limitation of 1 mA one can generate a stable
2-state switching between the HRS and the LRS without over-
lapping of 2 orders of magnitude (see Fig. 4e).

In these Ag/h-BN/Pt devices the LRS is not stable over long
periods (i.e., the retention time is low), and most of them tend
to self-switch back to the HRS (i.e., recover) after some time if
the bias is reduced below 0.1 V (Fig. 4c). The higher the con-
ductance in the LRS, the longer the recovery time (see Fig. 4c),
but most of the devices end up recovering even when high
current limitations up to 1 mA are used during the forward
RVS. These observations further indicate that the RS mecha-
nism is filamentary,”* and it is consistent with the highly-
diffusive nature of the Ag" ions penetrating into the LPE h-BN
film when the devices are polarized.>' This self-recovery effect
is positive for the functioning of the devices over time, as it
warranties that the devices will not get stuck in LRS after some
cycles—that is,
memristors.**

the main failure mechanism of most

Next, we maximized the randomness (i.e., variability) of
Ryugs after each cycle and further improve the recovery process

This journal is © The Royal Society of Chemistry 2023

(i.e., maximize the number of devices that recover and reduce
the recovery time) by inkjet printing both top and bottom elec-
trodes with Ag (on a SiO,/Si wafer). The fully-printed Ag/h-BN/
Ag devices also exhibit stable non-volatile bipolar RS when
applying sequences of RVS, but the cycle-to-cycle variability of
the resistance in both states is much higher than in the Ag/
h-BN/Pt devices (see Fig. 4f-h). The clear overlap of the resis-
tance distributions in the HRS and LRS shown in Fig. 4h
(something unwanted for memory applications but highly
desired to build TRNG circuits) confirms that these devices
can be used as entropy sources. The reason is that Ag" ion
injection can be triggered from both polarities since both the
top and bottom electrodes are active metals. One genuine
feature of the inkjet-printed Ag/h-BN/Ag memristors is that
they never produce failure by getting stuck in one of the resis-
tive states permanently. In the worst-case scenario the devices
stop exhibiting stochasticity temporarily, and the high stochas-
ticity recovers after some time (i.e., cycles), as shown in ESI
Fig. 5.f All (ie, 100%) of the devices that showed this
phenomenon recovered, and the number of cycles in which
the devices was stuck was <9%, which ensures good function-
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Fig. 5 (a) RTN signal on an Ag/h-BN/Pt memristor among 2 states with a CVS of 0.1 V. (b) Time-lag (left axis) plus density dot (right axis) plot

showing the capturing and releasing transition between 2 states of (a). (c) RTN signal on an Ag/h-BN/Pt memristor between 3 states with a CVS of

0.1V, and the corresponding time-lag plus density dot plot (d).

ing. The fact that one device gets temporarily stuck at a given
resistive state is not a problem at the application level, as this
situation can be easily corrected in three different ways: (i) by
applying more pulse trains or by increasing the pulse ampli-
tude or duration;” (ii) by redundancy, ie., connecting more
than one device so that at least one entropy source is available
at the time;** and (iii) by using a non-linear feedback shift reg-
ister, as we did in our previous publication.>*>°

Finally, we also find a good source of randomness when
applying constant voltage stresses (CVS) to the Ag/h-BN/Pt
memristors. In this case, the devices exhibit current fluctu-
ations between two or more stable current levels at random
times (see Fig. 5). Fig. 5a and b show a typical 2-state RTN
signal, and Fig. 5c and d show a typical 3-state RTN signal.
This type of behaviour is known as RTN,**?! and it can also be
exploited to fabricate TRGN circuits.”®*> It is known that two-
state RTN is produced by charge trapping and de-trapping in a
single defect, while up to four-state RTN is formed by the
coupling between two defects.’> In memristive devices it is
impossible to control if the RTN is two or three states, i.e., one
applies a constant voltage and the two-state RTN signal may
turn into three-state RTN (and vice versa) spontaneously.
Controlling such a transition (for example, by changing the
voltage applied) would imply to know if there is another defect
in the device that would be activated at a specific voltage (i.e.,
energy level), but that cannot be known because it is related to
the atomic structure of the device (the generation of defects in
the device during fabrication is something considered totally
random). In our h-BN memristors the current levels of the
least conductive state in Fig. 5a (two-state) and Fig. 5c (three-
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state) overlap, meaning that the device can be used for TRNGs
because a string of “0” and “1” can be randomly produced by
detecting the transitions between the states using an AC-
coupled amplifier.’*™® The advantage of stochastic RTN
(Fig. 5) compared to stochastic resistive switching (Fig. 4f-h) is
the lower energy consumption, because the currents never
exceed the nanoampere regime (no filament is formed and dis-
rupted in every transition). However, the ratio between the re-
sistance states is much lower (~2), which might complicate the
hardware required to identify each logic state.

It should be highlighted that our inkjet-printed h-BN based
memristors are very large (~2800 um?®, see Fig. 1b), much
larger than the normal device size used in commercial mem-
ristive memory (~1 um?). However, this is not a problem for the
construction of TRNG and PUF circuits because the number of
memristors needed is very small: TRNG circuits only use one
memristor, from which they exploit the cycle-to-cycle variability
of one switching parameter (Vpg, Vser, tser Rini, an Rygs); and
in PUFs only few devices are needed to generate a large number
of possible combinations (i.e., 16 devices result in 65 536 combi-
nations). This device/these devices can be integrated right on
the CMOS circuitry necessary to process the signal from the
memristor, in which one of our TRNG designs occupies
~24 200 pm? (using 180 nm CMOS technology).

3. Conclusion

In conclusion, we have fabricated h-BN memristors by inkjet
printing technology. The devices exhibit a large device-to-

This journal is © The Royal Society of Chemistry 2023
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device variability of the initial resistance and breakdown
voltage, as well as volatile unipolar and non-volatile bipolar
resistive switching with a very high cycle-to-cycle variability of
state resistances; the devices also exhibit random telegraph
noise. All these electronic behaviours are very stable, and
hence they can be used as entropy sources in true random
number generators and physical unclonable function circuits
for data encryption. The reason why these stochastic phenom-
ena are more accentuated in our devices (compared to other
types of memristors) is the unpredictable morphology of the
devices derived from the inkjet printing process (thickness
fluctuations, orientations of the flakes). Our easy-to-make and
cheap memristors could be an effective solution to encrypt the
data produced by multiple objects and systems.

4. Experimental section
h-BN ink formulation

An ink containing multilayer h-BN nanosheets has been for-
mulated by liquid exfoliation of h-BN powder into a water-
CMC (carboxy methyl cellulose) solvent. To achieve nanoflakes
without clustering, CMC-Na was used to stabilize the flakes in
solution due to the steric hindrance and the electrostatic repul-
sive forces from its charged groups (-CH,-COO™). The final
ink contains h-BN flakes with thicknesses from 5 to 15 nm
and lengths of ~210 nm, and the concentration of flakes is
~1 mg mL™",

Device fabrication

Ag/h-BN/Ag devices were constructed on standard glass sub-
strates. First, the bottom Ag electrodes were printed using a
Fujifilm Dimatix DMP inkjet printer equipped with a cartridge
that offers a droplet volume of 10 pL. The Ag ink was pur-
chased from Advanced Nano Product. Then, the h-BN ink was
printed on the Ag bottom electrode using the same instru-
ment. Finally, the top Ag electrode was also printed in the
same way as the bottom electrode. All the inkjet-printed layers
in the Ag/h-BN/Ag device were cured at 100 °C for 1 hour
before the deposition of the next layer. Ag/h-BN/Pt devices
were constructed on commercially available Pt/SiO,/Si sub-
strates; Pt was deposited on a SiO,/Si wafer by electron beam
evaporation. Then, we printed the h-BN film and the Ag elec-
trodes on it and cured it at 150 °C for 1 hour. The devices had
a circular shape with a diameter of 60 pm.

Device characterization

The quality of the h-BN ink was characterized by scanning elec-
tron microscopy (Supra 55, Carl Zeiss), atomic force
microscopy (Multimode V, Veeco), and transmission electron
microscopy (JEOL JEM-2100 with a working voltage of 200 kV).
The devices were characterized using a probe station (from
M-150 from Cascade Microtech) connected with a semi-
conductor parameter analyser (Agilent B1500) and a tempera-
ture control stage (SP72-T2, ERS electronic GmbH). We tested
the reproducibility and the cycle-to-cycle variability of switch-
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ing by ramped voltage stresses (RVS) and pulsed voltage stres-
ses (PVS). Constant voltage chronoamperometry was also per-
formed to test the retention time at a given voltage at room
temperature and 85 °C—this is the typical temperature at
which reliability tests are normally performed.** The stresses
are always applied on the top electrode of the memristors,
keeping the bottom electrode grounded.
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