
Sensors &
Diagnostics

CRITICAL REVIEW

Cite this: Sens. Diagn., 2022, 1, 343

Received 19th January 2022,
Accepted 28th February 2022

DOI: 10.1039/d2sd00010e

rsc.li/sensors

Recent advances in liquid biopsy technologies for
cancer biomarker detection
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Gene mutation is associated with cancer and the dissemination of circulating biomarkers through the

blood represents a vital transitional step that exemplifies the shift from localized to systemic disease. The

detection and characterization of circulating tumor biomarkers at an early stage is therefore essential as a

conventional approach to monitor and suppress the initiation of overt metastatic disease. Currently, the

genetic profiles of solid tumors are obtained from needle biopsies, which provides a glimpse of tumor

heterogeneity. Furthermore, some tumor entities such as lung cancer are situated at remote sites and a

needle biopsy can be very difficult and can increase chances of tumor seeding. Thus, the analysis of

circulating tumor cells (CTCs) and cell-free circulating nucleic acids (in particular circulating tumor DNA-

ctDNA) and tumor derived exosomes released into the peripheral blood from the primary tumor and/or

metastatic deposits by minimally invasive means, can provide the full genetic landscape of all cancerous

lesions, and can enable systematic tracking of genomic evolution. Herein, we explore how circulating

biomarkers (CBs) detectable in bodily fluids can be utilized for diagnosis, prognosis evaluation and

prediction of response to treatments. We also discuss the current and emerging methods for analysing

CBs as well as biological and technical challenges. Deficiencies of detection methods are identified, with

subsequent critical overview of methods to address them.

1. Introduction

The opportunity for early diagnosis of a pathological
condition and for improving the efficacy of therapeutic
treatments in the same instance is the main objective for
many biomedical research and pharmaceutical industries.
Cancer diagnosis and clinical genetic analyses require tissue
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sampling through tumor biopsy.1 This involves the extraction
of a cancerous tissue sample or cells through invasive means
and analyzing them. Although tumor tissue is currently the
gold standard source for cancer diagnosis and
characterization, major barriers still exist concerning
acquisition and utility.2 Tissue-based tumor profiles are
prone to sampling bias; they provide a spatially and
temporally limited snapshot of a tumor and might fail to
reflect its heterogeneity. Most importantly, tissue biopsies are
not without complications with increased patient care cost
and infeasible repeated sample collection. However, genomic
profiling of cancer-derived materials in circulation commonly
referred to, as ‘liquid biopsies’ has become an alternative
approach for tumor genotyping. Liquid biopsies rely on the
analysis of CBs isolated from bodily fluid samples such as
blood, or urine to detect tumor specific genetic alterations.
CBs have emerged as functional and non-invasive tools for
prognosis and treatment monitoring of cancer due to their
key role in various cell regulation processes. Thus, the
identification of relevant CBs that reflect tumor behavior,
through non-invasive approaches, represents a great
paradigm shift in personalized clinical care.

Many studies have demonstrated the potential of liquid
biopsy approaches to examine the genetic profiles of cancer
patients, monitor responses to treatment and to determine
the inception of therapy resistance.3,4 Molecular profiling of
liquid biopsies in cancer biomarker discovery is a promising
field of research because of the relatively low invasiveness of
techniques employed to obtain the sample and the possibility
of repeated sample collection from the same individuals at
different time intervals. In recent years, the demand for
molecular profiling tools has increased significantly due to
the growing need and better understanding of genomic
alterations and personalized treatment options. The clinical

utility of circulating tumor biomarkers and their integration
into routine clinical practice is of utmost importance. Thus,
it is crucial to demonstrate the analytical specificity and
clinical utility of CBs through large prospective multicentre
studies to obtain optimum evidence required for their
introduction into clinical environments. In addition, this will
help to establish cancer-defining variants and identification
of false positive signals through continuous follow ups.5

In recent years, several detection approaches have been
developed extensively for CB analysis in both research and
clinical purposes.6,7 These approaches mainly rely on
coupling of liquid biopsies with novel miniaturized platforms,
nanomaterials and electrochemical platforms suitable for
point-of-care applications. Currently available technologies
for ctDNA analysis are based on PCR and next-generation
sequencing (NGS). Given the low ctDNA fraction in total
cfDNA, more sensitive methods have been developed for
ctDNA analysis including droplet digital PCR (ddPCR),8 digital
PCR (dPCR),9 and beads, emulsion, amplification, magnetics
(BEAMing).10 Despite the availability of multiple CTC
technologies, only a handful of technologies have been
translated for clinical usage because of the difficulties caused
by CTC heterogeneity and isolation from blood.11 CellSearch®
platform is currently the only FDA-approved clinical
application of CTCs for enumeration of epithelial CTCs.12

Numerous detection approaches have been developed for
analysis of exosomes and exosomal cargo including enzyme-
linked immunosorbent assay (ELISA),13 flow cytometry14 and
nanoparticle tracking analysis (NTA).15 More recently, many
reviews have been published on the utility of CTCs, ctDNA
and exosomes as cancer biomarkers16–18 and their detection
methods.5,19,20 Herein, we detail the potential and clinical
importance of CTCs, ctDNA and exosomes as key components
of liquid biopsies highlighting new technologies and
emerging concepts as well as existing challenges for liquid
biopsy applications in clinical settings.

2. Biogenesis of common circulating
biomarkers

Advances in genomics, proteomics and molecular pathology
have produced many candidate biomarkers with potential
clinical value. Their usage in cancer staging and personalized
therapy during diagnosis could improve patient care. Liquid
biopsies, mostly represented by circulating tumor nucleic
acids (ctDNA and ctRNA), CTCs, tumor-derived extracellular
vesicles (tdEVs), autoantibodies and tumor-educated platelets
(TEPs), have the potential to assess various biomarkers for
early cancer detection, carrying out genomic/immune
profiling for not only selected appropriate therapy but for
also monitoring the effect of therapy. Cancer antigens have
been investigated as non-invasive biomarkers for early cancer
detection since the 1970's, after the identification of cancer
embryonic antigen (CEA) in colon tissue extracts by Gold and
Freedman.21,22 Following this discovery, other clinically
relevant cancer antigens such as prostate-specific antigen
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(PSA) and CA125, etc. were elucidated.23,24 Extensive
discussion on the utility of protein based biomarkers in
cancer detection is provided in the following reviews.25,26 In
this review, we focus only on CTCs, ctDNA and exosomes.

CTCs

As dissemination through blood and lymph is a critical step
of the metastatic cascade, CTCs are regarded as tumor
surrogates with potential to monitor progression to
metastatic disease and response to therapy.27 An Australian
physician Thomas Ashworth first described CTCs in 1869
during a thorough comparison of CTC morphology to
different tumor cells in the blood of cancer patients.28

Thereafter, it was concluded that tumor cells could penetrate
vessel walls and the bloodstream. Cancer metastasis has been
identified with specific genetic biomarkers such as
mutations, chromosomal alterations, and gene expression
patterns.29–31 Therefore, CTCs analysis is based on the
assessment of cancer metastasis mechanisms. The
dissemination of cancer cells from primary tumors and their
subsequent seeding in distant tissues involves a multi-step
process known as the invasion-metastasis cascade. This is a

sequential process that includes the local invasion of primary
tumor cells into surrounding tissues, intravasation through
vascular walls into the circulation and parenchyma of distant
tissues, the formation of micrometastatic colonies and
subsequent colonization (Fig. 1).32 A leading hypothesis on
processes underlying the intravasation involves epithelial-to-
mesenchymal transition (EMT). This reversible phenotypic
change involves a loss of intercellular adhesion and epithelial
polarization and a gain of motility and invasiveness. EMT
can be induced by paracrine signaling of TGF-beta, WNT,
platelet-derived growth factors, or interleukin-6 (IL-6) but can
also be triggered by nicotine, alcohol, and ultraviolet
light.33–35

Exosomes

The first and most notable study signifying the existence of
membrane enclosed vesicles was reported in 1946.36

Initially, these membrane fragments were considered as
platelet dust or cellular debris that directly emanated from
the plasma membrane.37 In the 1980s, however, two
independent research groups studying reticulocyte
maturation described a more complex mode of extracellular

Fig. 1 Schematic representation of tumor cell dissemination from its site of origin, entering the bloodstream, where they invade secondary sites
and form metastatic tumors. Reproduced from ref. 32 with permission from MDPI, copyright [2020].
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vesicles secretion of small sized vesicles approximately 50 nm
in diameter.38,39 The term ‘exosomes’ was then proposed in
1987 for the extracellular vesicles (EVs) of endosomal
origin.40 The specific roles of these vesicles were undefined
until the reports in 1996 that established the secretion of
exosomes by B-immune cells with their ability to activate
CD4+ T-cell clones in an antigen-specific manner.41,42

Following this, several EVs have been identified and
classified based on their cellular genesis, functions and/or
biogenesis.43,44 The biogenesis of exosomes entails numerous
mechanisms, which facilitate the stratification of protein and
RNA cargo to generate exosomes with peculiar biochemical
compositions.45

Exosomes are secreted to the extracellular environment by
almost every cell type and are defined and characterized by their
endosomal origin small size (30–100 nm in diameter). Exosome
biogenesis starts with the invagination of the plasma membrane
resulting in the formation of primary endocytic vesicles, and the
fusion of these vesicles with each other to generate early
endosomal compartment.46 At this point, the endosome
becomes a multivesicular body (MVB) consisting of a lipid
bilayer and a small cytosol devoid of any cellular organelles,
including various proteins and nucleic acid.47 Exosomes can
also be discharged via the trans-Golgi network or inducible
release (Fig. 2).48 The trans-Golgi network is a major secretory
pathway sorting station that receives extracellular materials,
recycled molecules from endocytic compartments, and directs
them to different subcellular destinations. Various proteins

from the Rab family of small GTPase proteins are essential for
regulating different steps of intracellular vesicular trafficking,
including vesicle budding, cytoskeletal transport and docking/
fusion activities.49

ctDNA

A group of French scientists first reported the discovery of
cell-free nucleic acids in circulation in 1948 and multiple
sequential studies have been performed to establish the
underlying mechanism in the release of DNA fragments into
the serum from the cells in their healthy, inflamed, or
diseased states.50 DNA fragments are thought to be secreted
into circulation like cell death, both via the apoptosis and
necrosis pathways. However, the active release of DNA
fragments into the bloodstream is still not completely
understood.51 Some studies suggested that tumor cells shed
micro-vesicles (exons) harboring fragments of double-
stranded DNA (ctDNA); in contrast, this theory is still not
universally accepted.3 Despite the fact that circulating cell-
free DNA (cfDNA) can be detected in healthy individuals,
their concentration is substantially increased in cancer
patients.52 ctDNA is also released from primary and
metastatic tumor sites into the circulation via the same
mechanisms described above.

Cell-free DNA normally exist as double-stranded fragments
of approximately 150 to 200 base pairs in length, analogous to
nucleosome-associated DNA and is likely derived from apoptotic

Fig. 2 Schematic representation of exosome secretion in a cancer cell. Exosomes are generated within MVB subpopulations that upon
maturation, fuse with the plasma membrane and discharge via an integral pathway comprising the trans-Golgi network and/or inducible pathways,
which can be initiated by a p53-mediated response to DNA damage or Rab GTPases. Exosomes secreted from cancer cells can be absorbed by
neighboring cells and are able to induce pathways involved in cancer initiation and progression. Reproduced from ref. 48 with permission from
Frontiers Media S.A., copyright [2012].
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cells.53,54 The tumor-derived fraction of cfDNA is commonly
termed ctDNA.55 In cancer patients, the high number of tumors
affect the discharge of ctDNA, which may harbor similar
mutations and genetic alterations as those of the primary
tumor. Under normal physiological conditions, necrotic and
apoptotic cell debris are released from the tissue by infiltrated
phagocytes and are combined with an increased cellular
turnover. This process rapidly generates large amounts of
necrotic and apoptotic cell debris. As such, the withdrawal of
the biological contents from necrotic and apoptotic cells into
the bloodstream, including ctDNA, is significantly higher than
in normal conditions. Despite the portion of ctDNA mirroring
the tumor burden in cancer patients, significant variations have
been noted among patients with similar cancer types, possibly
indicating biological differences or differences in rates of cell
death in individual tumors.56 In addition, patients with
different tumor types exhibit substantial discrepancies in the
prevalence of detectable ctDNA. As such, detecting and
analyzing ctDNA amidst a background of normal germline
cfDNA proffers a significant challenge.

3. Importance of CBs in diagnostics,
prognostics and therapeutics
3.1 CTCs

CTC isolation plays a critical role in assisting oncologists in early
cancer diagnosis and helps to determine the specific treatment
thus, allowing for more personalized and effective treatments.

Clinical studies have recently demonstrated the potential of
CTCs and CTC counting for treatment monitoring and
prognosis prediction in early cancer detection.57,58 The
combination of CTC counting with comprehensive genetic
analysis using cfDNA profiling could elucidate a more distinct
representation of cancer progression and prognosis as well as
providing new information, such as sensitivity or resistance to
certain treatment methods to further improve treatments.59–61

Following the isolation of single CTCs, various genomic
profiling approaches can be adopted. Genomic analysis of
single CTCs circumvents the limitation of leukocyte
contamination thus, allowing the evaluation of CTC
heterogeneity and assists in detecting co-existing mutations
within a cell. Since a single cell contains approximately 6.6 pico
grams of DNA, sensitive and reliable whole-genomic
amplification (WGA) is required for mutational analyses.62

However, changes in gene expression, which are biologically
relevant, and different to those effected by technical and
biological noise, remains a big challenge in single-cell
transcriptome analyses. To circumvent this hurdle, Ramskold
et al.63 employed the Smart-Seq protocol with enhanced
transcriptome coverage, high reproducibility and low technical
variations as compared to previous mRNA-Seq protocols.64

3.2 Exosomes

Exosomes have been considered to be miniature versions of
the parental cell for their complex composition in respect to

their uniquely sorted proteins, lipids, nucleic acids, and
respective elements that mostly relies on the status quo of the
cell type of origin.65 Various constitutional elements in
exosomes are derived from different cell types, including
approximately 4400 proteins, 194 lipids, 1639 mRNAs, and
764 miRNAs, which exemplify their intricacy and potential
functional sundry.66,67 Exosomal contents have been
suggested to be potentially linked to particular activation or
disease states. Shi et al. observed an increase in alpha-
synuclein concentrations in plasma exosomes from
Parkinson's disease patients compared to healthy controls68

where as Fiandaca et al. showed an increase in
phosphorylated tau and beta amyloid (Aβ) proteins in
Alzheimer's disease patients.69 Exosomes enclosed functional
molecules, such as enzymes and miRNAs, have the ability to
alter the function of target cells.70 Studies have also shown
that exosomal miRNAs are capable of mediating silencing of
downstream genes, which stimulates tumorigenesis in
nontumorigenic epithelial cells.71

In previous years, many studies have demonstrated the
diagnostic and therapeutic potential of exosomes in many
diseases including cancer, neurodegenerative, infectious and
cardiovascular diseases. The presence of exosome markers in
human prostate and breast cancer cell lines was studied, and
all samples reportedly tested positive for CD81 and CD9.72

Furthermore, significantly higher concentrations of exosomal
melanoma inhibitory activity (MIA) and S100B were observed
in melanoma patients than in healthy controls and disease-
free patients.73 In non-small cell lung cancer plasma,
exosomal NY-ESO-1 was the only marker that maintained a
significant impact on inferior survival after Bonferroni
correction.74

Many studies have described the enormous potential
application of exosomes in tissue regeneration, drug delivery,
vaccine development and gene silencing.20,43,75 Apart from
cancer, the therapeutic potential of exosomes has already
been shown in myocardial ischemia reperfusion and kidney
injury.76 Plasma exosomes protect the myocardium from
ischemia–reperfusion injury,77 arthritis,78 multiple sclerosis,79

and neurodegenerative diseases, such as Alzheimer's or
Parkinson's.80 As such, exosomes have been regarded as
essential cancer biomarkers because of their selective cargo
loading and resemblance to parent cells.

3.3 ctDNA

CtDNA has now been widely assessed as a novel biomarker for
liquid biopsy in cancer diagnosis and prognosis.81 In many
cases, ctDNA is utilized for genotyping point mutations in a
targeted approach to detect known druggable mutations with
potential impact on therapy decision. CtDNA analysis
overcomes limitations associated with tissue biopsies in
genotyping by reflecting the genetic mutations of the whole
tumor tissue. Henceforth, the analysis of ctDNA might improve
tumor genotyping and targeted cancer therapy, which would
significantly benefit personalized medicine. Multiple studies
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have documented an elevated level of ctDNA in patients with
breast tumors and have noted their direct correlation with
tumor burden.56,82 CtDNA also displays a promising diagnostic
potential in hepatocellular carcinoma.83

With a short-lived half-life, ctDNA can be utilized to
determine changes in the progression of tumor genomes in
real time.84 Anticipation of treatment resistance before any
visible clinical failure can be beneficial for patients likely to
live with cancer for years. Garcia-Murillas et al.85 recently
designed a personalized assay for monitoring mutations in
early-stage breast cancer patients after receiving curative
treatments, surgery, and chemotherapy. Mutation tracking in
serial samples precisely forecasted metastatic relapse. Such
remarkable early prediction could enable intervention before
the reappearance of cancer in high-risk patients. More
recently, research based on massively parallel sequencing
(MPS) has demonstrated the potential to characterize
personalized landscapes of chromosomal rearrangements
within cancer patients, prognosis of metastasis and post-
surgery recurrence.86,87 Molparia et al.88 described the
possibility of screening copy number variations using ctDNA.
This enables the application of ctDNA as a (cancer)
biomarker not only for point mutation detection, but also for
a galore of chromosomal aberrations.

CtDNA can also be employed to assess the efficiency of
therapy via the detection of mutation-driven resistance.56,89,90

For instance, early detection of ESR1 mutations, which effect
endocrine therapy resistance, may improve patient outcomes
by changing to alternative treatment prior to clinical
progression of metastatic breast cancer.91 Similarly, the
evaluation of KRAS gene mutations in ctDNA of colorectal
cancer patients may indicate resistance to epidermal growth
factor receptor inhibitors.56

4. Isolation and purification of
circulating biomarkers

Currently available technologies for enriching and isolating
CTCs exploit their biological and physical properties that
differentiate them from the surrounding normal blood cells,
including size, density, deformability (physical properties)
and surface protein expression, mostly EpCAM expression
(biological properties)92 (Fig. 3).

In order to facilitate the study and application of EVs, it is
critically important to isolate exosomes precisely from a vast
spectrum of cellular debris and interfering elements. The
strategies used to isolate exosomes should demonstrate a
high level of efficiency with the capability of separating
exosomes from different sample matrices. At present,
ultracentrifugation (including differential centrifugation)
remains by far the most widely used primary isolation
method for EVs due to its high processing capacity.93

As the amount of ctDNA in blood samples is finite and
susceptible to contamination from high molecular DNA
genomes from leucocytes, collection and isolation techniques
play a key role in the detection of tumor specific mutations.

Many extraction kits have been developed for cfDNA
extraction and they are based on cfDNA binding to silica gel
membrane-based columns or to magnetic beads. These
include QIAamp circulating nucleic acid kit (Qiagen),
NucleoSpin® Plasma XS kit (Macherey-Nagel) and Promega
Maxwell RSC kits (Promega).94 The interaction effects
between the cfDNA extraction approach and mutation
detection method may result in increased artifacts, thus,
careful comparison is warranted when establishing liquid
biopsy procedures.17,95

4.1 Size-based enrichment and isolation technologies

Size-based CTC separation relies on exploiting different
geometrical and mechanical properties between epithelial-
derived cancer cells and blood cells. Size exclusion methods
generally utilize membrane microfilters. The main benefit of
size-based methods is that they generate viable and label free
cells that allow subsequent analysis using downstream
methods such as NGS to obtain more information on the
specific cancer type and progression. One of the drawbacks
of using the size-exclusion method for CTC isolation is that
in real patient samples, most CTCs have similar sizes with
that of circulating whole blood cells. To overcome this, an
accuCyte-CyteFinder assay can be utilized.96 This method
separates CTCs based on density. Another method for CTC
isolation is the CTC iChip technology, which combines size-
based enrichment with either EpCAM-based positive
enrichment or CD45 negative depletion.97,98 However, this
method is only suitable for single cells and up to four cell
clusters and is not suitable for tumor microemboli.

4.2 Immunoaffinity based methods

A universally adopted approach for isolating CTCs utilizing
epithelial lineage markers is magnetic bead separation,
where antibody-labeled ferroparticles capture CTCs in a
magnetic field. CTCs are subjected to positive or negative
selection, normally by utilizing antibodies immobilized on
inert surfaces. Positive selection often targets the EpCAM
whereas negative selection usually targets cell-surface
antigens not expressed in CTC such as leukocyte antigen
CD45 for purified cell suspensions.99,100 Antibodies are
bound to nanoparticles or microbeads. After antigen–
antibody interaction, the sample is exposed to a non-uniform
magnetic field to isolate labeled cells.101 However, the lack of
reliable target antigens for cellular capture still presents a
significant challenge to the method. Among the current
EpCAM-based technologies, CellSearch is the only FDA
approved method, whereby putative CTCs are positively
captured based on EpCAM expression and are enumerated
based on positivity for cytokeratins and lack of the white
blood cells (WBC) marker CD45.102 Unfortunately, several
drawbacks exist, such as EMT and disparate antigen
expression. Further studies have indicated that EMT might
affect stem cell-like properties in CTC subclones103 and
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current technologies based on epithelial antigens may miss
the most aggressive CTC subpopulation.104

The presence of proteins and receptors in exosome
membranes enables the development of highly specific
approaches for exosome isolation via immunoaffinitive
interactions. Recent studies have demonstrated the utility of
antibody-coated magnetic beads for the efficient isolation of
exosomes from antigen cells. It can be noted that the
selection of an appropriate exosome membrane marker is

one of the most essential steps in these immunoassays.
Exosome immunoisolation biomarkers are bound on the
membrane and are entirely expressed on the exosome
surface. Zarovni et al.105 recently developed a microplate-
based linked immunosorbent assay (ELISA) for isolation and
quantification of exosomes derived in serum, plasma and
urine. The comparison of the absorbance values deduced
from ELISA results and the expression of known surface
markers provided rapid results of highly specific exosomes.

Fig. 3 Enrichment of CTCs from peripheral blood of cancer patients based on physical or biological properties. Reproduced from ref. 92 with
permission from John Wiley and Sons, copyright [2015].
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Compared to ultracentrifugation, substantial exosomal RNA
was obtained using a microplate. Studies have also shown
that members of the tetraspanin family, including CD9 and
CD63 abundantly expressed in exosome membranes, can be
employed for efficient immunocapture.106–108 The antibody-
coated magnetic particle-based approach can be employed
for isolating exosomes directly from body fluids, which
avoids time-consuming centrifugation steps compared to
other conventional methods. Koga et al.109 reported another
approach for isolating breast cancer-specific exosomes based
on HER-2 coated paramagnetic beads. The capture efficiency
was validated using FACS analysis. Immunological
approaches offer several benefits, and high specificity is
facilitated by the antibody–antigen affinity interactions.
However, this approach is relatively expensive and multiple
combinations of antigen–antibody, and separation methods
are required.

4.3 Microfluidic-based enrichment technologies

Microfabrication techniques allow for the establishment of
structures at or below the cellular length scale, which enables
easy cell separation. Microfluidic devices allow precise
control of fluid flow, which is crucial for cell capture
efficiency. Cell capture efficiency mostly depends on cell-
antibody binding that can be examined via fluid flow velocity
and direction. The first microfluidic device (the CTC-chip)
comprised of an array of microposts chemically
functionalized with anti-EpCAM antibodies and could enrich
patients' blood with common epithelial tumors.110 Another
device specific to CTCs, the cluster chip, uses bifurcating
traps to capture CTCs and release them through flow
reversal.111 The device flow rates are maintained at minimum
levels, which aids to preserve cell viability. The herringbone-
chip (HB-Chip) is a high-throughput microfluidic mixing
device that provides a broad platform for isolating CTCs.112

Another promising technology, Ephesia CTC-chip, utilizes
columns functionalized with self-assembled
superparamagnetic beads in a microfluidic channel onto an
array of magnetic traps. The Ephesia platform allows
advanced cell biology testing on cancer cells.113 It integrates
the microfluidic cell sorting merits which involves the utility
of an ably regulated and flow-activated interaction between
cells and beads, and those of immunomagnetic sorting,
especially the application of batch-prepared, highly specific
antibody-bearing beads. Acoustophoresis is another
noncontact, label-free separation technique that relies
entirely on three fundamental physical properties of the cells:
size, density, and compressibility. The exposure of suspended
particles to an acoustic standing wave results in varying
movement trajectories, ultimately separating the cells. The
advantages of microfluidic-based methods include ease of
device fabrication, low reagent consumption, and non-
invasiveness to cells.114 With advances in full automation
and the ability to characterize cells on-chip, CTCs detection
has become more and more efficient and accurate.

Microfluidics-based methods have recently become the
prime techniques for microscale isolation, detection, and
analysis of exosomes in bodily fluids. In microfluidics, micro-
and nano-fabricated channels are utilized to manipulate minute
fluid volumes, and this technique offers unique advantages of
minimal processing times, high throughput and sensitivity with
low reagent consumption, high surface-to-volume ratio, ease-of-
use and the potential for portability. Although microfluidic-
based technologies for isolating exosomes are still in their
infancy, advantages of rapid processing, high sensitivity, and
efficiency are currently driving the development of this field.
Microfluidic-based separation technologies can be classified
into two categories: (i) immunoaffinity-based isolation using
specific biological markers, and (ii) combination of
microfluidics with acoustic waves and dielectric electrophoresis
based on exosomes electrical and physical properties. Lee
et al.115 designed an acoustic nanofilter that utilizes ultrasound
standing waves to isolate microvesicles based on size and
density. Kanwar et al.116 developed an ExoChip that uses a
polydimethylsiloxane (PDMS)-based microchannel array
functionalized with exosome capture antibodies CD63.
Exosomes were quantified by using a fluorescent assay method
on a standard read-out plate reader.

4.4 Dielectrophoresis (DEP)

Dielectrophoresis is an innovative approach for cell separation
that exploits the distinct electrical fingerprints of different cells.
DEP relies on the cells' dielectric properties, which reflect the
composition, morphology and phenotype of the cell.117,118

Isolation based on DEP can yield a relatively high purity output
due to the specificity of the dielectric phenotypes of different
cell types.119–121 Migration and retention are the two distinct
strategies used in DEP for cell separation. In the migration
strategy, the applied electrical field pushes cells in opposite
directions by applying opposing forces. ApoStream (Apo Cell) is
a typical commercial protocol for CTC enrichment that utilizes
the migration strategy through the use of dielectrophoretic
field-flow fractionation (DEP-FFF).122 The commercial strategy
DEPArray applies the retention method of single cells in DEP
cages generated via an array of single electrodes that can be
regulated.123 Many clinical studies have reported the application
of the DEPArray system to isolate CTCs for subsequent genetic
analyses following enrichment using centrifugation or
immunoaffinity.57,124–127 One of the limitations of the DEPArray
system is the cell-loss for samples with a relatively high number
of CTCs (e.g. metastatic carcinomas) during sample loading.127

4.5 Differential ultracentrifugation and density gradient
centrifugation

With the capacity to generate centrifugal forces as high as
1 000 000 × g, ultracentrifugation is considered the gold
standard approach for isolating exosomes.128 With this
approach, no technical expertise or sample pre-treatments
are required and it is relatively easy to use. There are two
preparative ultracentrifugation methods – differential
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ultracentrifugation and gradient ultracentrifugation.
Differential ultracentrifugation also referred to as the
pelleting method, is the most common exosome isolation
method that separates exosomes based on their size and
density under a certain centrifugal force. Firstly, a low-speed
centrifugation (400 × g) is performed to clean the human
plasma/serum sample by removing large bioparticles followed
by mixing with protease inhibitors to prevent degradation of
exosomal proteins. The supernatant is then subjected to
repeated centrifugations at progressively higher speeds that
will fractionate homogenates of exosomes into their
components. The exosome isolation is terminated following
the last centrifugal spin (100 000–120 000 × g) to pellet the
exosomes. It should be noted that extracellular fluids present
high heterogeneity. Therefore, all sample components with
buoyant density, size, and mass reaching a certain threshold
can be precipitated under a certain centrifugal force. As such,
this strategy often suffers from low purity, which limits the
potential application of exosomes in downstream analysis.
Gradient ultracentrifugation utilizes the size, mass and
density of exosomes in a pre-built density gradient medium.
The sample is introduced onto the top of the density gradient
medium and subjected to longer ultracentrifugation (62–90
h).290 When the centrifugal force is applied, solutes in the
sample passage through density gradient medium towards
the bottom. This leads to distinct solute zones due to
differing sedimentation rates of each solute. Fraction
collection is therefore used to recover the separated
exosomes. Although density gradient ultracentrifugation is
limited to narrow load zones and requires extensive
centrifugation times, it provides the purest exosome
population compared to ultracentrifugation alone.129

4.6 Filtration

Ultrafiltration is one of the most vital approaches for size-
based exosome isolation. This technique relies on nano-
membranes with different molecular weight cut-offs for
isolation of extracellular vesicles from clinical samples or cell
culture medium.130 Filtration methods are usually combined
with ultracentrifugation, where membranes are used to
separate large debris and cells, after which separation of
exosomes from proteins is achieved via ultracentrifugation.
Merchant et al.131 described the microfiltration isolation
method for isolating urine derived biomarkers using low-
protein-binding size exclusion filters. This method utilizes a
hydrophilized polyvinylidene difluoride membrane to isolate
exosomes from fresh or frozen urine samples. Although
filtration is relatively easy and rapid, optimization of the
operating procedure is crucial for reducing detrimental
consequences of clogging that can damage or deform
exosomal vesicles and lower the yield.295

4.7 Polymer precipitation

Several commercial polymer-based kits have been produced
based on exosome precipitation for isolation of exosomes

from culture medium and various bodily fluids.132

Precipitation of exosomal vesicles is generally performed by
dispersing a polymer, such as polyethylene glycol (PEG), into
the sample to bind water molecules, causing other exosomes
to precipitate out of solution.133 The recovered exosomes can
be resuspended in phosphate-buffered saline (PBS) for
further analysis. The precipitation method is generally easy
to use with no specialized equipment required,295 and it
enables easy integration into clinical settings by exploiting
existing methods and can be scaled for larger samples.
Recent studies have shown high exosome yields obtained
using commercial kits compared to conventional
methods.128,134 In addition, subsequent profiling analysis of
exosomes isolated by precipitation yielded the highest
amounts of mRNAs and miRNAs.135 Weng et al.136 recently
developed a PEG-based precipitation method for exosome
isolation and enrichment from cell culture supernatant for
in-depth proteome profiling. The approach could record
many exosome proteins that overlapped with 97% of the top
100 exosome marker proteins in the ExoCarta database. The
major demerits of polymer precipitation are the interferences
by co-precipitated proteins due to nonspecific interaction
between polymer and protein (Table 1).137

4.8 Comparative summary of isolation methods

In this section, we provide a further critique of the best
methods of circulating biomarker isolation. However, the
best approach is highly subjective and difficult to assess. For
example, an approach that may have a high capture efficiency
or high sample purity, may suffer from a low recovery
amount or a low throughput. High performing approaches
may require tedious preparation steps and may suffer from a
high cost. As a general trend, combinatorial isolation
approaches are arguably the best way forward but another
issue exists in determining which approaches to combine.

4.8.1 CTCs. In determining the best CTC isolation strategy,
the overarching factors include capture efficiency, platform
stability, recovery rate, purity and flow through/detection
time, remaining subjective in nature. In determining which
CTC isolation method to investigate first, however, depends
largely on CTC EpCAM expression levels. The main challenge
with EpCAM-based positive enrichment is that it risks
missing EpCAM-negative CTCs. The size-based strategies can
overcome this challenge. Zavridou et al.163 compared EpCAM-
dependent positive selection and size-dependent microfluidic
separation techniques in their CTC enrichment study for
head and neck squamous cell carcinoma. The authors note
that a lot more positive events for CTCs were detected with
the Parsortix system than with the positive EpCAM
enrichment approach. Rushton et al.164 also evaluated
various CTC enrichment technologies, covering size-based
microfluidics approaches, immunomagnetic negative
enrichment and immunomagnetic positive enrichment
strategies. Size-based membrane filtration achieved the
highest recovery rate of CTCs (100%).
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Table 1 Isolation methods and techniques for circulating biomarkers with their merits and demerits

Biomarker Method Detection principle Advantages Disadvantages Ref.

CTCs Immunomagnetic
positive enrichment

Based on the expression
of single or multiple
antigens on the cells
surface either using
traditional magnetic
beads of geometrical
enhanced surfaces

Isolates cells with high
specificity

Only able to detect
CTCs expressing high
levels of EpCAM

138–140

Semi-automated Recovery of
EpCAM+ CTCs onlyCocktail of antibodies

available to increase
CTC capture

Immunomagnetic
negative enrichment

Recovery of heterogeneous
population of CTCs

Exclusion of
CTC-WBC clusters

141

Cocktail of antibodies used
to maximize depletion

Variable recovery rates
May inadvertently
remove CTCs

Microfluidic
immunocapture
positive enrichment

Large surface area
for CTC capture

Recovery of EpCAM+

CTCs only
142, 143

High viability of
recovered cells

Slow processing rate

Possibility to functionalize
with alternative antibodies

Complex geometry
of chip difficult
to scale up
Not suitable for
CTC clusters

Size based enrichment Based on size difference
between tumor cells and
normal blood cells

Fast, simple
and economical

There is an overlap
in size and density
between normal
and tumor cells

144, 145

Membrane filtration Heterogeneous CTC
populations can
be recovered

Filter likely to clog 146

Cheap and easy
to produce

Reduced capture
efficiency because
of fused poresRapid processing time

Deformability-based
enrichment

Based on the difference in
biomechanical properties
between tumor cells and
normal blood cells

Fast, simple
and economical

Loss of relatively
small CTCs

147

High sensitivity

Electrical-charge-based
electrophoresis

Based on the assumption
that tumor cells are
significantly differentiated
in dielectric properties
from normal blood cells

Heterogeneous CTC
populations can
be recovered

Electrical properties
of cells are not fully
understood and validated
as differentiating criteria
between malignant and
normal cells

148

Rapid processing time Low purity in
some devicesHigh cell viability

High efficiency
Density gradient Density gradient separation

of CTCs
Parallel processing of
multiple samples

Low detection and
recovery rates

149

Heterogeneous population
of CTCs can be recovered

Loss of very small CTCs
and cell aggregates

High cell viability Low purity extra
enrichment technologies
required

Inexpensive

Subtraction/negative
enrichment-iFISH

Red blood cells depletion
by centrifugation and cell
separation matrix.
Immunomagnetic white
blood cells depletion by
cocktail of multiple
anti-leukocyte antibodies

Efficient depletion of
white blood cells

Follow-up studies
correlating clinical
significance still required

150

Capture enhancement
by nanomaterials

Simple chip design Recovery of EpCAM+

CTCs only
151, 152

Large surface area for
increased CTC capture

Very low throughput

Chip surface can be
functionalized with a
cocktail of antibodies
for increased capture
efficiency

Time taken for optimal
CTC adherence to substrate
is too long
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In another study, Adams et al. demonstrated a highly
efficient CTC isolation method from whole blood using a
microfluidic-based positive immunocapture (EpCAM)

providing a 100% purity and 97% recovery.165 Negative
immune enrichment in this instance was listed as a 79%
capture efficiency with a 42% purity.166 Membrane-based

Table 1 (continued)

Biomarker Method Detection principle Advantages Disadvantages Ref.

Exosomes Differential
centrifugation

Based on the different
size and density of cells,
cell debris, and exosomes
under centrifugal force

Cost effective Potential damage as a
result of high-speed
centrifugation

153

Low contamination
risk

Protein aggregation

Large sample yields Tedious
Density-gradient
centrifugation

Based on the discontinuous
gradient of sucrose
or iodoxinol

High purity of
products avoiding
the contamination
of proteins

Long time for preparation 154
High equipment required
Labour intensive
Not suitable for low
sample diagnosis

Ultrafiltration Uses filter membranes with
defined molecular weight
or size exclusion limits

Fast procedure Possibility of clogging
and vesicles trapping
contributing to the loss
of exosomes attaching
to the membrane

155
Portable
Low-cost equipment

Immunoaffinity
capture

Based on specific binding
between exosome markers
and immobilized antibodies
(ligands)

High efficiency of
specific exosome
subtypes isolation

Costly reagents and
only suitable for
cell-free samples

156

Easy to use
No chemical contamination

Precipitation Changing the solubility
or dispersibility of exosomes
with synthetic polymers
or PEG

Low timing-cost and
high efficiency

The co-precipitation
and non-exosome
contaminants involved
in products of
precipitation

157

Size-exclusion
chromatography

Particles are eluted based
on their size difference
after the addition of
porous materials

High purity High device costs 158
Fast preparation Require additional

exosome enrichmentGood reproducibility
Can process all
sample types

Microfluidics-based
techniques

Based on different principles
including immunoaffinity,
size and density

Highly efficient Low sample capacity 155
Low cost
Portable
Easily automated &
integrated with diagnosis

ctDNA PCR Known point mutations
such as KRAS, EGFR,
and PIK3CA hotspot
alterations

Ease of use, lowest cost Susceptible to interference 159
No bioinformatics required Need to strictly control

the temperature
Takes too long for the
short half-life of ctDNA
Analysis of point mutations
is not very effective

Digital PCR Known point mutations,
genomic rearrangements

High sensitivity Accuracy of deformation
temperature control
requires within ±0.3 °C

160

Rapid, less expensive
than other methods

Low multiplexing
capabilities low

Targeted deep
sequencing

Point alterations such as
PIK3CA, KRAS EGFR, TP53

High sensitivity,
relatively inexpensive

Less comprehensive
than whole-genome
sequencing methods

161

Broad applications
Whole-genome
sequencing

Genome-wide SNVs, CNVs Wide application
in genome-wide or
personalized-wide
rearrangements without
knowledge of the genetic
information of the tumor

Expensive 162

Targeted
hybridization based

DNA point mutations Rapid No report on ctDNA
in patients

274
Multiplexing capabilities
Inexpensive
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size filtration offered a 90% capture efficiency with a
74% purity and a 90% recovery. Currently, DEPArray
offers superior benefits resulting from its automated DEP
field sorting which enable the recovery of single and pure
CTCs from enriched samples within a short space of
time.167

Zhao et al.168 reported on a label-free ferrohydrodynamic
size-based CTC cell separation assay (from patient blood) that
could separate low concentrations of CTCs (100 cells per ml)
with an average cell recovery rate of 92.9%, and an average
purity of 11.7%, with a throughput of 6 mL per hour. While
this method is fast, it suffers from low purity. Kim et al. also
reported on a highly stable, advanced tapered slit filter device
for size-based CTC filtration with a novel low-stress design
for reducing damage to CTCs.169 The assay facilitated viable
CTC isolation (70% cell viability after 5 days of on-filter
culture), with an 80% capture efficiency. Shen et al.,170

developed a stable size-based separation method that
involves particle diameter and inertial focusing of particle
migration around channels. They reported high throughput
(3 mL min−1 of blood, 1.89 × 109 cells per min) and a highly
efficient separation manner (up to 99.8% focusing) with 4
hour stability. When combining methods such as with the
CTC-iChip EpCAM/CD45+ size approach, a very high capture
efficiency (77–98%) and a very high recovery may be achieved
(99.5%). The approach of combining the isolation may
arguably provide the best solution to cater for the subjective
performance criteria and EpCAM positive or EpCAM negative
conditions.

4.8.2 Exosomes. The most relevant characteristics to
consider when determining the best method for exosome
isolation are (i) the exosome recovery rate or yield of the
method, (ii) the purity of the obtained exosome sample, and
(iii) the efficiency of the method in terms of time and labor,
as well as the cost.

Patel et al.,171 provided a comparative analysis of exosome
isolation methods using culture supernatant (from a
pancreatic cancer cell line) for optimum yield, purity and
downstream applications. Based on yield, they reported that
the precipitation-based total exosomes isolation kit
(Invitrogen) had the maximum yield and serves as the best
method for fast and efficient isolation of exosomes. This
method was compared to gel-filtration chromatography
(iZON, qEVSingle), PureExo kit (101Bio), and differential
ultracentrifugation. Thus, the choice of EV isolation method
should depend on the amount of starting material together
with the downstream application, being influenced by the
need to remove all or only distinct groups of non-EV serum
components.172 As such, the best method of exosome
isolation is still highly subjective.

PEG-based precipitation methods have been demonstrated
to have the highest recovery rate in comparison to other
methods (80–90%) with differential centrifugation and
ultrafiltration having relatively low to medium yields.173,174

Density gradient ultracentrifugation also has the lowest
exosome recovery rate at around only 10%. In terms of purity,

density gradient ultracentrifugation is the gold-standard
method for achieving the highest exosome purity, since the
method can remove non-specifically bound proteins from
vesicles. Concerning time and labor cost, density gradient
centrifugation requires the most labor and time, with PEG-
based precipitation requiring the least labor and lowest
cost.175

High-speed ultracentrifugation remains the classical
approach for exosome isolation, but it suffers limitations
such as low throughput.176 The method also suffers from
high levels of protein aggregate and lipoprotein
contamination. As such, a standardized method of exosome
isolation has yet to be realized, given that a single, best
method of exosome isolation cannot be applied across
various sample sources.93 Wu et al.,177 reported on an
exosome separation method that utilized acoustofluidics and
microfluidics to isolate exosomes directly from whole blood.
The approach demonstrated the isolation of 110 nm particles
from a mixture of micro- and nanosized particles with a yield
greater than 99%. Exosomes were also isolated from an
extracellular vesicle mixture with a purity of 98.4%. The
method also achieved a blood flow removal rate of 99.99%.
This approach appears to be superior in terms of purity and
yield, but it may be criticized on speed and the inability to
isolate smaller particles.

4.8.3 CtDNA. The best method of ctDNA isolation is also
subjective, and Lyu et al.,178 note that detection performance
is based on the type and method of extraction kits for
improving the diagnostic capabilities of ctDNA. Lim et al.,179

summarized both NGS and PCR-based techniques for
detecting ctDNA mutation in non-small cell lung cancer, for
liquid biopsy applications. For the NGS approaches, the
authors noted that MiSeq offered 100% sensitivity, 100%
specificity with a LOD of 0.028% (L858R). The greatest
benefit of NGS over PCR-based approaches is that NGS offers
the capability to discover new genetic mutations, with ultra-
sensitive detection.

The PCR-based ddPCR is one of the most powerful
techniques for cancer screening via genetic alterations in
ctDNA. This technique features increased specificity and
sensitivity (especially for rare target mutations) owing to the
generation of a large number of droplets using a microfluidic
chip for compartmentalizing particular DNA fragments. The
newer ddPCR approach is recognized as one of the best-
positioned techniques for detecting ctDNA at early tumor
stages for blood screening tests.180

5. Detection technologies of
circulating biomarkers
5.1 Amplification and sequencing-based approaches

The recent advances in the field of nanomaterials has
witnessed new emerging approaches with significant short
processing times for CTC detection in vivo with high
sensitivity and feasibility compared to conventional methods,
such as immunocytochemistry and RT-qPCR.181,182 Gold
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nanoparticles (AuNPs) have been widely used as effective
substrates for surface-enhanced Raman scattering (SERS),
which provides a unique fingerprint-like spectral pattern that
enables researchers to differentiate from other interferences
in complex blood media.183

The chimeric nature of cfDNA and the presence of tumor-
derived DNA in blood plasma indicates the presence of the
entire spectrum of tumor genome aberrations that enabled
the development of applications in other fields. Several
methods have been developed for detecting ctDNA and are
classified into two groups, namely, targeted and untargeted
approaches. Targeted strategies focus on the detection of
specific mutations in a batch of predefined genes. Typical
examples of targeted methods for quantifying genetic
mutations for different cancers include next generation
sequencing (NGS), single nucleotide polymorphism (SNP)
analysis and genome-wide association studies (GWAS). In the
SNP array, unique nucleotide sequences are used as probes
for hybridization with various fragments of ssDNAs. The
GWAS is based on the application of a chip-based microarray
technology that allows the analysis of SNPs.184

PCR-based techniques are easy to operate with minimum
cost for amplification of nucleic acids. Over the past years,
several PCR based strategies have been described notably,
custom-designed coamplification at lower denaturation
temperature (COLD-PCR),185,186 and peptide nuclei acid-
locked nucleic acid (PNA-LNA) PCR clamp.187 COLD-PCR
selectively amplifies low-abundant DNA variants from
mixtures of wild type, irrespective of mutation type or

position on the amplicon. Advantages of conventional PCR-
based methods include simplicity and cost effectiveness that
allows their implementation in most clinical molecular
pathology laboratories. However, there are high error rates
associated with these methods and limited performance
towards the detection of low allelic fraction (AF) alterations.

Digital PCR (dPCR) is a robust technique for detecting
point mutations in ctDNA. This method comprises of
droplet-based systems, microfluidic platforms for parallel
PCR such as droplet digital PCR (ddPCR) and BEAMing.188

BEAMing is the first high-throughput ddPCR system reported
for detecting and enumerating genetic variants.189 BEAMing
involves a preamplification step of starting the DNA template
with specific primers targeting the genomic loci of interest.
PCR products are then mixed with beads coupled to
fluorescently labeled dideoxynucleotide terminators to
delineate mutant from wild-type DNA (Fig. 4).190 This method
can identify genetic variations present in the original DNA
population and can accurately measure their number in
comparison to the number of wild-type sequences.89 The
detection accuracy of this technique has been reported to be
one mutant DNA molecule in a background of 10 000 wild-
type molecules.191 However, BEAMing procedure is relatively
cumbersome and complicated for routine clinical use.191,192

Droplet digital PCR (ddPCR) has recently become one of
the most precise and reliable tools for evaluating genetic
alterations in various cancers due to its high sensitivity and
specificity. This method relies on limiting the partition of the
PCR volume, such that a positive result in any of many

Fig. 4 Schematic of BEAMing. Step 1: Magnetic beads coated with streptavidin are bound to biotinylated oligonucleotides. Step 2: Microemulsions
are then created by mixing all components for PCR. Step 3: Temperature recycling of the microemulsions. Step 4: Breaking of emulsions, and
purification of the beads with a magnet. Step 5: Incubation of beads with probes that can differentiate different sequences from various templates.
Fluorescently labeled antibodies are then used to label the bound hybridization probes. Step 6: Application of flow cytometry to count the red and
green beads. Reproduced from ref. 190 with permission from National Academy of Sciences, U. S. A., copyright [2003].
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microreactions indicates the presence of a single target
molecule in each reaction. The distribution of target
sequences into partitions is represented by the Poisson
distribution, thus enabling precise and absolute
quantification of the target from the ratio of positive targets
against all partitions at the end of the reaction. DdPCR has
demonstrated its utility for examining archival tumor tissues,
where poor DNA quality and insubstantial sample availability
are key challenges for standard methods, providing less
subjective and more automated quantitative results. DdPCR
employs the same principle of dPCR, which involves the
dispersion of single DNA molecules into thousands of
droplets. Flow cytometry fluorescently labelled TaqMan
probes are therefore used to capture and enumerate droplets
consisting of mutated or wild-type DNA strands.193 The
quantity of the droplets determines the sensitivity of
ddPCR.194

Next generation sequencing also referred to as massively
parallel sequencing technologies are revolutionizing the
ability to characterize cancers at the genomic, transcriptomic
and epigenetic levels. NGS has high throughput and can
screen unknown variants. NGS can analyze several millions
of short DNA sequences in parallel followed by either
sequence alignment to a reference genome or de novo
sequence assembly.89 There are several methods utilizing
NGS to target panel, such as tagged-amplicon deep
sequencing (TAm-seq), safe-sequencing system (Safe-SeqS)
and cancer personalized profiling by deep sequencing (CAPP-
Seq).71,195–197 Recently, Newman et al.197 utilized CAPP-Seq to
quantify ctDNA in non–small-cell lung cancer (NSCLC). The
method could detect ctDNA in 100% of patients with stage
II–IV NSCLC and in 50% of patients with stage I, with 96%
specificity for mutant allele fractions down to ∼0.02%.197

Amplicon sequencing is mostly used for the examination of
gene mutations in specified genomic regions. The Ion-
AmpliSeq method is one of the most widely used deep
targeted sequencing platforms due to its rapidity, cost-
effectiveness, and requires small amounts of input DNA.

5.2 Immunoassay methods

The most widely used CTC detection assays are based on
immunomagnetic separation, flow cytometry, microfluidics
and CTC filters. In immunomagnetic separation, CTCs are
positively isolated from heterogeneous samples using specific
antibodies coated on magnetic beads targeting epithelial
specific antigens (cytokeratin), EpCAM, or human epithelial
antigen (HEA) expressed on tumor and normal cells. They
can also target tumor-specific cell surface antigens such as
PSA, HER-2, CEA.

5.2.1 CellSearch. At present, the CellSearch system is the
only Food and Drug Administration (FDA) approved technique
for CTC detection. It uses ferrofluids coated with epithelial cell
specific EpCAM antibody to immunomagnetically enrich
epithelial cells. Captured tumor cells are then permeabilized,
prefixed and labeled with the fluorescent nuclear dye DAPI, a

fluorescent antibody to CD45 specific to leucocytes and
fluorescent antibodies to intracellular cytokeratins specific to
epithelial cells. Non-specific staining of haematopoietic cells is
measured by counterstaining with leukocyte marker (CD45)
antibodies. Automated fluorescent imaging (Cell-Spotter
Analyzer) which can classify epithelial cells positive for
cytokeratin and negative CD45 to analyse the captured cells
performs sample analysis. Several clinical studies based on the
CellSearch system have been reported and have demonstrated
the significant prognostic information provided for patients
with metastatic colon, breast and prostate cancer.198–201

5.2.2 ELISA. ELISA represents quantitative analytical
methods that display antigen–antibody reactions through
color change. The color change is achieved by using an
enzyme-linked conjugate and enzyme substrate that serve to
identify the presence and concentration of molecules in
biological fluids.202,203 The ELISA mechanism has been
widely used for analysis of various circulating biomarkers.
Boriachek et al.204 designed a direct method for exosome
isolation and subsequent detection using antibody (CD9 or
CD63) functionalized magnetic nanoparticles for colorimetric
and electrochemical detection of exosomes. We have recently
developed a method for bioseparation, and electrochemical
detection of exosomes based on bioengineered and self-
assembled superparamagnetic polyhydroxybutyrate (PHB)
nanobeads.205 In this approach, PHB nanobeads were
functionalized with a tetraspanin antibody CD9 to capture
bulk exosomes. Following magnetic capture and purification,
the exosome-bound antibody was immobilized onto CA125
antibody-modified electrodes. The peroxidase activity of HRP
via the hydrogen peroxide (H2O2)/HRP/hydroquinone (HQ)
redox cycling system was then used to achieve an
electrochemical quantification of CA125-specific exosomes
present in the cell solution.

5.3 Microfluidic based methods

Microfluidic technologies allow in vitro cell sorting,
quantification and single-cell analysis.206 Different materials
including polymers (e.g., PDMS), ceramics, semi-conductors
(e.g., silicon) and metals, have been used to develop
microfluidic devices for CTC capture. Among these materials,
PDMS has been widely used due to its optical properties,
biological and chemical compatibility, rapid prototyping and
low-cost.207 PDMS enable microfluidic devices to be easily
fabricated using standard photolithography and can be
integrated with other nanotechnologies. CTC chip is another
microfluidic device that can efficiently and reproducibly
isolate CTCs from the blood. The chip is made up of an array
of microposts containing EpCAM antibodies.

Over the years, various microfluidic-based platforms have
been developed for the efficient analysis of exosomes.
Microfluidic devices manipulate small exosome sample
volumes in their channels and allow fast and cost-effective
separation and detection. Zhao et al.208 recently designed a
microfluidic approach (ExoSearch) which provided enriched
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blood plasma exosomes for in situ, multiplexed detection
using immunomagnetic beads (Fig. 5i). The ExoSearch chip
exhibited significant diagnostic potential compared to the
standard Bradford assay. Vaidyanathan et al.209 also designed
a multiplexed microfluidic assay based on tuneable
alternating current electrohydrodynamic for specific capture
and quantification of exosomes (Fig. 5ii). In this approach,
exosomes derived from cells expressing human epidermal
growth factor receptor 2 (HER2) and prostate specific antigen
(PSA) were detected simultaneously using the catalytic
oxidation of TMB on the peroxidase-based exosome-antibody
immunocomplex via colorimetry. Although microfluidic
technologies offer several benefits such as automation and
rapid analysis, they are still associated with several
limitations, including batch-to-batch variations and high
false positive rates from non-specific bindings.210

5.4 Flow cytometry

Flow cytometry is one of the most used molecular approaches
for quantifying and analyzing high throughput exosomes and
can be used to analyze single particles and provide both cell
counting and phenotyping of EV properties. The workhorse
technique for high throughput analysis of exosomes relies on
fluorescent labeling of exosomes, followed by passaging
suspended exosomes in a fluid sheet as a single file to a laser
beam. The scattered and fluorescent wavelengths are
detected and analyzed or used for sorting of exosomes. The
magnitude of scattered light depends on the presence of
particles in the sample. Generally, a beam of laser light is
directed at a hydrodynamically-focused stream of fluid that
carries suspended particles.211 Several detectors are carefully
placed around the stream, (at the point where the fluid

Fig. 5 (i) Schematic representation of multiplexed device functionalization (a) ExoSearch chip workflow for multiplex exosome detection. (b)–(c)
Manipulation of immunomagnetic beads in the microfluidic channel for mixing and separation of exosomes. (d) Agglomerated exosome-bound
immunomagnetic beads in the microchamber with an on/off switchable magnet. (e) TEM image of an exosome-bound immunomagnetic bead in a
cross-sectional view. Reproduced from ref. 208 with permission from Royal Society of Chemistry, copyright [2016]. (ii) ac-EHD induced tunable
nanoshearing for the specific, exosome capture and colorimetric detection of captured exosomes. Reproduced from ref. 209 with permission from
American Chemical Society, copyright [2014].
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passes through the light beam) measuring the forward and
side scatter signals, and a maximum of nine fluorescence
signals can be detected. However, the size detection of
particles by flow cytometry has a limitation between 300 and
500 nm.212 In addition, over time, debris is aggregated, which
might result in false positives as well as the sample pre-
treatment, which includes staining, is a time-consuming
process. In order to determine the detection limits of
traditional flow cytometry, several researchers have examined
the relationship between scatter signals and diameters of
biological vesicles, polystyrene (PS), and silica beads.213,214

Since biological vesicles have a lower refractive index (RI)
than polystyrene beads, they scatter light approximately 10-
fold less efficiently than polystyrene beads.213 As a result, the
smallest single vesicles that can be detected by flow
cytometry must be larger than approximately 500 nm. Thus,
It is difficult to capture and analyse single exosomes using
flow cytometry due to their small sizes (≤150 nm). However,
flow cytometry can be used to analyse exosome populations.
Exosomes surface proteins can be stained with fluorochrome-
conjugated antibodies to characterize populations originating
from a particular cell type. The scattering intensity depends
on the size, shape, refractive index, and absorption. The
Kramers–Kronig relation provides a physical connection
between the spectral variation of the refractive index and the
absorption coefficient.215 However, this method has several
limitations such as the aggregation of debris over time,
which might result in false positives as well as the sample
pre-treatment, which includes staining, is a time-consuming
process.

5.5 Nanoparticle tracking analysis (NTA)

Nanoparticle tracking analysis (NTA) allows the
determination of both the size distribution and relative
concentration of microvesicles, including exosomes, in the
supernatants of cultured cells and biological fluids. NTA uses
the light-scattering characteristics of laser light on particles
undergoing Brownian motion when in solution. NTA software
analyzes many particles individually and simultaneously
(particle-by-particle) and calculates the hydrodynamic
diameters using the Stokes Einstein equation which depends
on the temperature and viscosity of the suspended fluid.216 A
video recording shows the tracking of particles and a mean
squared displacement is calculated for each particle, allowing
a hydrodynamic radius to be determined and displayed as a
particle size distribution.

5.6 Electrochemical based approaches

Electrochemical methods have attracted considerable attention
owing to their high sensitivity, rapid response, miniaturization
capabilities, and low-cost operations.217,218 In the
electrochemical detection approach for exosomes, a recognition
element (e.g., antibody) interacts with the target exosomes to
selectively recognize antigens that are present on the exosome
surface. Electroactive molecules are tagged with a detection

antibody and used as an electroactive transducer.219 Over the
years, several platforms have been developed for exosomes
detection based on the integration of nanotechnology with
electrochemical biosensing techniques. Our group has recently
reported on a proof-of-concept electrochemical method for
quantifying exosomes using carboxyl group-functionalized iron
oxide nanoparticles. In this method, bulk exosomes are first
captured using tetraspanin CD9 antibody-functionalized iron
oxide nanoparticles (C-IONPs) followed by the detection of
ovarian cancer-related exosomes using biotinylated CA125
antibody.220 This method achieved a detection limit of 1.25 ×
106 exosomes per mL.

Different electrochemical techniques have been used for
the detection of tumor cells.221,222 Among these; voltammetry
is the most used technique due to its wide applicability and
high sensitivity. In voltammetry-based immunosensors,
electron transfer can be hindered from electronic mediators
by the surface bound cells. As such, increasing the number
of electroactive mediators is an effective way to improve the
current response. Infinite coordinate polymer (ICP) has
widely been used as an electroactive mediator due to the
unique morphology and highly tailorable properties suitable
for efficient transduction of enzyme-based biorecognition
events into electronic readout.223 Zhou et al.224 developed an
amperometric immunosensor for HeLa cell detection via
tyramide signal amplification (TSA) induced layer-by-layer
deposited electroactive ICPs. In this approach, a nucleolin-
targeting aptamer AS1411 (CP) was employed as a tumor cell
catcher, and a TSA-based signal enrichment system
comprised of Pt NPs@HRP@CP composite as a catalytic
probe and tyramine functionalized ICPs (ICPs@Tyr) as
electroactive signal tags for enhanced detection sensitivity
(Fig. 6a). Wan et al.222 recently designed a multiplex chip for
analysing cancer cells. This multi marker approach exploited
the direct electrochemical oxidation of metal nanoparticles to
report the specific surface marker present. The fabricated
sensor chip contained an array of nanostructured gold
electrodes coated with anti-EpCAM aptamer for specific
capture of epithelial cancer cells (Fig. 6b).

Electrochemical detection approaches for ctDNA often rely
on hybridization between the surface bound reciprocal receptor
probe and target ctDNA sequences on the electrode surface and
this hybridization generates a quantifiable signal. The
development of surface modification engineering and its
application in electrochemical detection techniques helps
improve the detection sensitivity and limit of detection. Many
studies have reported the use of sandwich-type nanostructures
that possess high surface-to-volume ratios for immobilization of
(more) capture probes, which serves to enhance the conductivity
and sensitivity of the sensing platform.225 Chen et al.226 has
recently developed a hybridization-based method for ctDNA
detection in whole blood. This method utilized probe DNA
modified gold-coated magnetic nanoparticles (DNA-Au@MNPs)
for selective detection of short- and long-strand DNA targets.
Enzymes have been successfully utilized as labels due to their
capability to generate numerous molecules that could be
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detected from a single binding event. Recently, we designed a
versatile technology platform based on bioengineered polymer
nanobeads for efficient capture and electrochemical detection
of DNA methylation in ovarian cancer patient samples.227

Engineered polyhydroxybutyrate (PHB) nanobeads were utilized
as electrode surface modifiers that facilitated the adsorption of
5 mC antibody (specific antibody for methylated DNA). This
method could detect methylation changes as low as 5% in
ovarian cancer cell lines and plasma DNA samples.

5.7 Summary of detection methods

The determination of the best method of CB detection is
subjective, and may be assessed on various needs such as the
ability to analyse a low sample volume, particle size analysis
capability, sensitivity, speed, cost, ease of use, multiplex
capabilities, etc. (Table 2).

5.7.1 CTCs. Due to a lack of comparative investigations
and the lack of specificity of current markers in CTC
detection, there is no ideal method available.259 However,
when deciding on the appropriate CTC detection method, the
most important parameter to note is whether the detection
method recognize clinically relevant subsets of CTCs. Politaki
et al.139 noted that the CellSearch method was superior to the
AdnaTest in predicting clinical outcome in patients with
advanced breast cancer. However, the major limitation of
CellSearch is that it fails to detect EpCAM-negative cells.
CellSearch is also limited due to its high cost and low
sensitivity towards some cancer types such as hepatocellular
carcinoma.

Hugenschmidt et al., noted that the frequency of CTC-
detection varies between detection technologies, due to
differences in enrichment strategies and detection efficiency,
as well as biological differences between the subtypes of

Fig. 6 (A) Illustration of the assay principle of an electrochemical immunosensor for CTCs (HeLa cell as a model) detection based on TSA induced
layer-by-layer deposited ICPs. Reproduced from ref. 224 with permission from Elsevier, copyright [2019]. (B) Overview of the multi-nanoparticle
approach to specific cancer cell detection. Reproduced from ref. 222 with permission from Wiley-VCH, copyright [2014].
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Table 2 Current technologies for CB detection

Biomarker Method Detection principle Advantages Disadvantages Ref.

CTCs CellSearch Semiautomated
immunomagnetic
separation system for
capturing epithelial
cells (EpCAM positive)
by ferrofluid

FDA cleared for patient
care diagnostics

Not likely to capture
CTCs expressing low
EpCAM levels

228,
229

Maintained cell structure
that enables additional
evaluation studies

EpCAM negative CTCs
may be missed

Multiple large validation
studies

EpCAM-positivity
dependent

CTC-chip Unique microfluidic
approach

Controlled flow conditions
should prevent trapping

Clinical validation
not yet available

110

Array of microposts in
a specific nongeometric
pattern and coated with
antibodies to EpCAM

Maintains viability of cells Not available outside
research setting

Controlled laminar
flow conditions

High detection rate Limited data
Further analysis possible

CTC cluster-chip Uses bifurcating traps
for capturing CTCs and
release via flow reversal

Isolation of CTC clusters Lower CTCs 111
Eliminate the usage of
tumor specific markers
for isolation
Preservation of cell viability
due to low flow rates

AdnaTest Isolation based
on combining
immunomagnetic
separation and
qRT-PCR assay

Diverse markers (antibodies)
enable simultaneous cells
characterization for
multiple markers

No flexibility 200

Maintained cell structures
for additional analysis

False negatives
resulting from the
depletion of CTC
specific antigens

Coupled with RT-PCR for
additional cell analysis

Only EpCAM negative
CTCs experience EMT
Unviable cells following
detection
Not automated

Acoustophoresis Uses ultrasound waves
for separation of suspended
cells based on their
acoustophysical properties

The strength of the acoustic
radiation force relies on the
density and volume
of the particle

Unstable direct pressure
source can result in
deviations within
the flow lines

230

Gentle cell manipulation Low tumor cell purity
and low throughput

CAM assay CTCs identification via
CAM uptake criteria

Sensitive and specific Isolation step requires
more than 12 hours

231

Downstream analysis
is possible

Biomarker dependent

CTC-iChip Microfluidic design for
rapid cell sorting using
magnetically labelled targets

High throughput Limited to single or small
2–4 cell clusters, not tumor
microemboli

232

Inertial based
capture platform

Rapid assay time
High sensitivity for low level
CTC detection compared
to commercial technology
Capable of isolating CTCs
based on tumor membrane
epitopes, allowing the method
to be applied in all cancers

Dielectrophoresis
(DEP)

Separation based on
polarizability and size
in the field

Selective isolation of cells Simultaneous control of
large number of parameters

233
High cell viability
High efficiency

DynaBeads Magnetic separation and
isolation based on binding
to desired target and beads
responding to magnetic field

Pre-coupling of biomolecules
with an affinity for the target

Only 3 types of DynaBeads
are available for human
tumor cell isolation

234

Ephesia CTC
chip

Separation based on
immunomagnetic sorting
coupled with microfluidics

High capture efficiency Not suitable for large
volumes of blood

235
Flexible platform
Low sample volumes
are required
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Table 2 (continued)

Biomarker Method Detection principle Advantages Disadvantages Ref.

EPISPOT Separation of leukocytes
via CD45 depletion

Detection of viable
CTCs and DTCs
(disseminated tumor cells)

Requires efficient antigen
binding and specific
epitope presentation

236

Dissemination of CTC/DTC
protein fingerprint using
multi-parameter analysis

Demands high antigen
levels
In vitro culture transitions
may reduce cell
viability and decrease
detection rates

GILUPI
CellCollector
Nanodetector

In vivo isolation based
on ex vivo (FSMW)

Overcomes sample blood
volume limitations

Only suitable for direct
CTC extraction from
patient's bloodstream

237

Functionalized structured
medical wire coated
with antibody

No evident side effects More studies are required
to ascertain its
clinical utility

ISET Isolation of epithelial cells
using filter-based, size
exclusion approach

Isolation of CTCs without
any specific epithelial
surface markers antibodies

Multi-step processing
can result in CTCs
damage or fragments

238

High sensibility CTC heterogeneity with
regards to size and morphology

Herringbone
CTC-chip

An advanced CTC-chip
using herringbones to
generate microvortices
and increase interactions
between target CTCs and
the antibody-coated
chip surface

Captures CTC clusters Particulate properties of
cells are not considered

239

Unviable cells

NanoVelcro microfluidic
device

Microfluidic device uses
tiny rods coated with
antibodies and 3 color
immunofluorescences
for CTCs detection

More advanced prototype
with new additional
transparent substrate
for CTCs isolation

Only suitable
EpCAM-positive
CTCs detection

142

Exosomes Nanoparticle tracking
analysis

Measures exosome size
distribution using both
light scattering and
Brownian motion

Convenient and provides
real-time feedback on the
aggregation of particles

Not suitable for exosome
phenotype determination

240

Unable determine cellular
origin or biochemical
composition
Contamination during
sample preparation

Dynamic light scattering Measures particles
relative size distribution
in fluid

Suitable for monodisperse
samples

Not suitable for measuring
complex exosome samples
with large size range

241

Flow cytometry Measure scattered light
and fluorescence of
individual exosomal
vesicles present
in the suspension

Subpopulation confirmation
by the surface markers of
exosomes; fluorescence

Difficult to recover weak
signals

242

Debris aggregation
resulting in false positives
Time consuming sample
pre-treatment process

Electron microscopy High resolution
fluorescence
microscopy

Electron microscope can
directly observe the
morphological structure
of exosomes

Not suitable for
quantitative analysis

243

Enzyme-linked
immunosorbent analysis
(ELISA)

Detection of the
expression of
exosomal
marker proteins

High specificity Complicated and
time-consuming
procedures

244
Rapid detection
High-throughput analysis

Transmission electron
microscopy (TEM)

Uses electrons to
create images to
determine size
and morphology
of microvesicles

Can provide biochemic
information when labelled

Complicated sample
preparation

245

Western blot (WB) Detection of the
expression of exosomal
marker proteins

Can qualitatively and
quantitatively analyse
marker proteins

Complicated and
time-consuming
operations

246

Not suitable for detecting
exosomal marker proteins
in biological fluids
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CTCs.260 They note that CellSearch is currently ranked above
other methods such as immunodetection and PCR in a
systematic comparison of methods. Nagrath et al.,261

developed the CTC chip to overcome these limitations. The
CTC chip utilizes antibody-coated microposts under laminar
flow conditions to facilitate selective and efficient isolation of
CTCs from whole blood. The capture efficiency of CTCs in
this device was 65–80% in a PBS suspension, for several cell
lines.

Isolation by size of epithelial tumor cells (ISET) technique
is a highly sensitive microfiltration technique that has an
isolation sensitivity threshold close to one carcinoma cell per
millilitre. Tan et al., demonstrated a novel ISET-based assay
which possessed at least 80% of isolation efficiency and
purity for breast and colon cancer cells. ISET has the
fantastic advantage of the ability to isolate CTCs without
damaging cell morphology, which allows
immunocytochemistry and immunofluorescence technique
analysis to investigate individual CTCs.262

Another strategy for early CTC detection is to combine
both CellSearch with ISET. Ramirez et al., examined the
prognostic relevance of viable circulating tumor cells detected
by EPISPOT in metastatic breast cancer patients. Using the
EPISPOT assay, CTCs were detected in 59% of metastatic

breast cancer patients. The overall patient survival was linked
with the CTC status as measured by the EPISPOT method.263

5.7.2 Exosomes. Nanoparticle tracking analysis, ELISA,
flow cytometry and digital detection are established methods
of exosome detection. These methods require a low volume
of sample and the feature high sensitivity; however, the
approaches are vulnerable to contamination and are time
and labor intensive.264 It is not possible to detail a “best”
method of exosome detection, largely due to size difference
of exosomes. Van der pol et al., studied the particle size
distribution of exosomes and microvesicles determined by
transmission electron microscopy, flow cytometry,
nanoparticle tracking analysis, and resistive pulse sensing,
noting minimal detectable vesicle sizes (for the detection of
single vesicles in suspension): TEM (1 nm); conventional flow
cytometry (270–600 nm); dedicated flow cytometry (150–190
nm); NTA (70–90 nm) and RPS (70–100 nm).265 This study
was conducted because most single vesicles are below the
detection range of many techniques, owing to the small
vesicle size and low refractive index. This leads to the
misrepresentation of data and reported concentrations in the
range 104 to 1012 vesicles per mL in plasma. The authors note
in summary that, while TEM is able to detect the smallest
vesicles present, this was possible after surface adhesion.

Table 2 (continued)

Biomarker Method Detection principle Advantages Disadvantages Ref.

ctDNA qPCR based Hotspot alterations
such as KRAS, EGFR,
and PIK3CA

Simple Lower sensitivity 247–250
ARMS Inexpensive High amplification

error-rates
PCR-SSCP Time effectiveness Only detect limited

genomic lociBi-PAP
amplification
PNA-mediated
PCR
COLD-PCR
Droplet digital
PCR

Hotspot mutations,
genomic rearrangements
such as KRAS,
ESR1 mutations

High sensitivity Only detect limited
genomic loci

250,
251

Digital PCR
BEAMing
Chip digital PCR
Targeted
hybridization based

DNA point mutations
such KRAS, PIK3CA,
or EGFR

Fast No report on ctDNA
in patients

85,
252–254

SERS Multiplexing capabilities
LSRP Inexpensive
Electrochemical
chip-based methods
Microfluidic approach
Targeted deep
sequencing

Point alterations
such as PIK3CA,
EGFR, TP53

High sensitivity Less comprehensive
than WGS methods

255–257

TAm-Seq Cost effectiveness
Safe-Seq
SiMSen-Seq
Ion-AmpliSeq™
CAPP-Seq
Whole-genome
sequencing

Wide application in
genome-wide or
personalized-wide
rearrangements without
knowledge of the genetic
information of the tumor

Expensive 258

Digital karyotyping
PARE
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Dedicated flow cytometry was the most accurate method for
determining the size of the reference beads, but due to the
heterogeneity of the refractive index of vesicles, it is expected
to be less accurate on vesicles. The authors also report that
of the detection methods, dedicated flow cytometry is
relatively fast and it allows multiplex fluorescence detection,
which makes it more applicable to clinical research.

5.7.3 CtDNA. PCR and qPCR are the most widely used
methods for quantifying nucleic acids, but they suffer from
insensitivity for detecting low concentrations of mutant
alleles. Scorpion ARMS integrated with real-time qPCR was
developed to overcome this challenge, followed by the
creation of ddPCR. While the detection capability of various
forms of cancer is quite high for methods such as Scorpion
ARMS, ddPCR and BEAMing, these methods are only
applicable to known mutations, and they are complex to
operate.266

Digital PCR methods including BEAMing and magnetics
have been effectively utilized to detect a limited number of
specific target variants, including KRAS, EGFR and PIK3CA
mutations across cancers. Despite the high sensitivity of
digital PCR, the detection of the KRAS mutation has often
failed, with the ctDNA detection rate average being only 50%.
NGS methods have been developed to overcome these prior
limitations. NGS offers the detection by parallel sequencing
of hundreds of millions of DNA fragments from a single
sample, being used to assist clinical decision-making,
ranging from biomarker detection, analysis for diagnosis,
prognosis, and monitoring of cancer treatments.267

More advanced technologies such as TAm-Seq have
emerged, resulting in higher sensitivities and more
personalized cancer therapies. Forshew et al., developed a
method for tagged-amplicon deep sequencing (TAm-Seq),
screening 5995 genomic bases for low-frequency mutations.
They identified cancer mutations present in circulating DNA
at allele frequencies as low as 2%, with sensitivity and
specificity of >97%.196 Furthermore, they also used the Tam-
Seq method to monitor tumor dynamics, tracking 10
contaminant mutations in plasma of a metastatic breast
cancer patient over 16 months. As an added benefit, TAm-Seq
is also a low-cost and high-throughput method. Han et al.,268

provided a critical review of ctDNA as a tumor biomarker for
detection, comparing the various methods of ctDNA
detection with detection limits (% ctDNA). Among the
reviewed methods, digital PCR has been noted to have the
highest sensitivity (0.01), but it is limited to testing a small
number of genomic positions in a sample.

CAPP-Seq has an equally high sensitivity (0.01) but it is
less comprehensive than whole genome sequencing. The
sensitivity of amplicon based NGS ranges between (0.01–
2.00), but is less comprehensive than other NGS methods.
Allele-specific-PCR is able to preferentially amplifying rare
mutant DNA molecules, being easy to use and being lower in
cost but it has a lower sensitivity (0.10–1.00) and it is only
able to test a small number of genomic positions in a
sample. Whole-exome sequencing (WES) offers the ability to

interrogate the entire exome, but it suffers from the lowest
sensitivity of the reviewed methods (5.00). It is also
expensive.

6. Challenges associated with CB
analysis
6.1 Biological challenges of CBs

Although many technologies have been developed for
circulating biomarker detection, the lack of standard and
variable technologies bring forth dynamic challenges for
integration into clinical settings. The basic requirement for
developing circulating biomarker-based diagnostics is the
ability for detection in bodily fluids (serum, plasma etc.) with
acceptable accuracy and sensitivity. Accurate detection of CBs
has greatly been affected by several challenges, including
those related to pre-analytical disparities and data
analysis.269

6.1.1 Low abundance. The consensus on blood samples
withdrawn from veins is that statistically they represent the
whole blood of the entire body. However, this may be untrue
for detecting CTCs, because of their low frequency in a high
background of normal blood cells (estimated to comprise
only one cell per billion blood cells)270 which may not reflect
the entire cell population. This extremely low concentration
of CTCs poses a great challenge for their characterization
and detection, analogous to figuratively looking for a needle
in a haystack. However, CTC detection rate can be improved
by increasing the sample volume within the clinically
allowable range. The CTC frequency can also be increased by
including an enrichment step before detection.

The relative low abundance of cfDNA; usual estimates
being in the range of 5–10 ng per mL plasma, makes ctDNA
detection immensely difficult; with more blood samples
required.271 In addition, the purification rate of blood
samples requires a great improvement. The dilution of tumor
DNA fragments with normal DNA in circulation may inhibit
subsequent analysis.

6.1.2 High fragmentation. CfDNA analysis is greatly
hampered by the highly fragmented nature of cfDNA, which
affects its isolation as well as the accuracy of quantification.
Furthermore, the amount of intact DNA that can easily be
analyzed is significantly reduced during DNA fragmentation
and thus analysis with techniques such as amplification and
sequencing becomes difficult.272,273 CfDNA fragments
commonly show prominent mode around 180 bp, suggesting
release from apoptotic cells.274 Another astonishing attribute
of the ctDNA fraction of cfDNA in circulation is the wide
variability in the fragment sizes. It has been noted that
cfDNA fragments derived from tumor sites are shorter than
those from healthy cells of the same origin.275 In addition,
studies have recently indicated that the cfDNA fragmentation
form is not unsystematic. As cfDNA degradation is steered by
nucleosome patterns within the loci,276 continuous
insufficient representation of some regions in cfDNA
presents systematic bias in PCR-based enrichment of target
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amplicons and compromises the sensitivity at a local scale.
An increase in tumor size may also increase the extent of
fragmentation.277 As such, a loss or decrease in DNA
molecules fostering the genetic marker of interest may occur,
thereby compromising the precise assessment of ctDNA.
Furthermore, the possible loss of DNA characteristics during
the analysis design, affects the isolation and precise
quantification of circulating DNA.

6.1.3 Difficulties in direct analysis. Amplification and
hybridization-based approaches are often used to analyse
nucleic acids. Hybridization provides high sequence
specificity and is well suited for cancer specific molecular
alteration-based analysis of ctDNA. However, this method
involves tedious and time-consuming steps especially when
denaturing double stranded DNA structures into ssDNA
molecules required for efficient hybridization analysis.
Furthermore, renaturation of ssDNA also hinders the
hybridization-based analyses efficiency.278 Various methods
have been proposed to circumvent this challenge. Noh
et al.278 proposed a direct detection method that utilizes
alkaline phosphatase labelled Zn-finger proteins to detect
dsDNA by electrochemistry. More so, DNA clutch probes
(DCPs) have recently been applied for ctDNA detection
(Fig. 7). DCPs enables efficient hybridization analysis by
inhibiting DNA molecules from renaturing.279

6.1.4 Low stability. The rate at which ctDNA is released
into the circulation relies mostly upon the location, size, and
vascularity of the tumor, resulting in varying ctDNA levels
among patients. CtDNA has a very short half-life in

peripheral blood, approximately 1.5 to 2 h (ref. 85) and
exhibit different levels of stability.280,281 With several steps
involved in cfDNA secretion, degradation and clearance, the
differing levels of DNase activity and cfDNA attaching on
blood cells surface affects their stability and clearance
time.282,283 Several processes and organs are cognate of
cfDNA clearance, uptake and degradation by
phagocytes.284,285 Therefore, measuring cfDNA levels using
diagnostic strategies presents irregular and inadequate
results.286

6.1.5 Sample heterogeneity. Several factors related to
sample heterogeneity including gene variation and
physiological conditions could affect the analysis of
exosomes. Disease-specific exosomes in healthy individuals
can be found to be in higher or lower concentrations than
normal as a result of various factors including gender, age,
body mass index (BMI), and immunity, differing among
individuals.287 Consequently, selecting an ideal benchmark
for heterogeneous samples is extremely challenging, as the
control cannot be used interchangeably to screen exosomes
derived from different age groups. Therefore, routine studies
are required to assess the influence of sample heterogeneity
on the quantity, function and development of exosomes. As a
prerequisite, sample control cohorts that constitute controls
from all potential variants such as different sexes, ages, races,
physiological conditions etc. need to be developed. Despite
the recent advancements in the isolation of exosomes from
other extracellular vesicles, only a few methods have been
demonstrated to efficiently detect disease-specific exosomes

Fig. 7 Schematic illustration of direct detection of ctDNA based on DNA clutch separation probes. (A) SsDNA is generated after double stranded
DNA denaturation, with the following introduction of DNA clutch probes to inhibit the renaturation of ssDNA. The PNA clump then hybridizes with
the wild type target ssDNA, leaving the mutant target ssDNA unhybridized. (B) Nanostructured microelectrodes (NME) are immobilized with PNA
probes complementary to mutant target DNA, with only complimentary targets binding to the probe. The generated signal is recorded in the
presence of a reporter system. (C) Sensor design illustration whereby the sensors are deposited in arrays on the microchip with the inset showing
the cross-sectional hole in the chip. (D) Illustration of the NME sensor using scanning electron microscopy. Reproduced from ref. 279 with
permission from American Chemical Society, copyright [2016].
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obtained from both normal and disease cells of the same
subject.288,289

6.2 Technical challenges of CBs

6.2.1 Sample preparation and choice of sample source.
Since the discovery of exosomes, numerous technologies have
been developed to investigate exosomes from biological
specimen. Despite these discoveries, the clinical application
of exosomes remains problematic. One of the major
limitations is their method of isolation. Currently, no gold
standard method for exosome isolation has been
established.290,291 The most common method for isolating
exosomes from body fluids and culture media is differential
ultracentrifugation, due to the tiny size and low density of
exosomes.292 However, studies have indicated that
ultracentrifugation is not only labor-intensive, but also
requires excessive time and costly equipment, thus limiting
its clinical usage.20 More so, exosomes are exposed to high
pressure during processing and there is lack of specificity
during precipitation.293 In addition, reproducible isolation in
different settings or places is difficult. Ultrafiltration is
another method commonly used for exosome isolation which
is size based exclusive. Separation is based on size, and
exosome isolation can be performed using membrane filters
with distinct molecular weight or size exclusion limits.294

Ultrafiltration is relatively fast compared to
ultracentrifugation and no specialized equipment is
required.293 However, the high force used may deform or
break up vesicles and renders them unsuitable for
downstream applications that require high amounts of
exosomes.295 Recently, many commercial kits based on
precipitation have been developed for exosome isolation and
are compatible with body fluids.293 Commercial kits are
ideally fast and reproducible and can further be applied in
future diagnostics, particularly in miRNA-based tests.

Another common challenge faced during sample
collection is the presence of impurities generated by activated
platelet-derived vesicles resulting from physical forces
involved with drawing blood. To circumvent shear stress and
resulting platelet activation, there is a need for standardized
sampling sites and larger needles can be used as well as
careful blood drawing.287 It is also suggested to avoid the
usage of heparin-based anticoagulants in sample collection
tubes. Recent reports have indicated that heparin prevents
extracellular vesicle uptake by recipient cells.296 Alternative
anticoagulants such as ethylenediaminetetraacetic acid
(EDTA), sodium fluoride, or sodium citrate have generally
been employed in collection tubes.

Various CTCs during EMT display different phenotypes, as
such, a comprehensive enrichment spectrum using specific
composition of cell surface epithelial and mesenchymal
markers is required.297 Nevertheless, the combination of
different markers that contain all promising CTC phenotypes
may increase the chances of individual blood cells expressing
at least one of these markers, resulting in false positive

responses. To circumvent this, actin bundling protein
plastin-3 has frequently been targeted and is neither
expressed in blood cells nor downregulated by CTCs during
their EMT. Recently, a microfluidic CTC-iChip has been
developed for sorting epithelial and non-epithelial cancer
cells using a label-dependent or a label-free process.298,299

CTC-iChip can capture and culture CTCs with improved
sensitivity and efficiency for downstream characterization.298

Following enrichment, some CTCs may be retained to
background cells, resulting in the reduction efficiency of
analysis and sequencing efficiency of the cell pools.300

However, with the advances in NGS and single-cell-
sequencing techniques, scientists can implement
technologies such as flow cytometry analysis (FACS) and laser
capture microdissection (LCM) for additional isolation of
CTCs from background cell pools.301,302

Various preanalytical elements such as sample collection
and processing, the choice of matrix, storage and biases in
enriching genomic regions can influence cfDNA analysis
results.303–306 Delays between venipuncture and plasma
separation can generate high background of intact DNA
caused by lysis of white blood cells, thus affecting PCR and
tagmentation-based sequencing strategies by reducing the
available effective template for analysis.307 However, to
surpass this, special cell-stabilization tubes containing a
preservative are used to prevent lysis of peripheral blood cells
for many days at room temperature. In addition, fast
processing of the sample, ambient temperatures and double
plasma centrifugation, can significantly increase the chance
of collecting high-quality specimens.

Despite the recent advances in the design of cfDNA/ctDNA
purification and isolation protocols, considerable amounts of
cfDNA/ctDNA are still lost during the purification step.
Previously, studies have highlighted that by exposing samples
to high-speed centrifugation, DNA can be discharged ex vivo
by blood cells.308 However, microfabrication technologies
have presented new ways for isolating cfDNA that
circumvents time-consuming procedures for purifying cfDNA.
Campos et al.309 developed a suitable polymer-based
microfluidic device that can extract cfDNA/ctDNA directly
from plasma with high efficiency. Hence, these advances
have high potential for enhancing the overall sensitivity of
ctDNA detection strategies, thus enabling implementation in
clinical applications.

6.2.2 Limited comparability of different quantification
methods.. Over the years, numerous cfDNA quantification
strategies have been reported. These include
spectrophotometric methods and sensitive fluorometric
approaches that utilize a wide variety of dyes in addition to
several PCR-based assays with various targets.310–312

Nevertheless, different results are obtained because only total
or amplifiable DNA is targeted. For instance, fluorometric
analysis targets total cfDNA levels without a DNA length
limit313 whereas PCR-based techniques require short DNA
strands to permit ctDNA fragment detection.314,315 Presently,
there are insufficient studies directly comparing various

Sensors & Diagnostics Critical review

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 0

2 
M

ar
ch

 2
02

2.
 D

ow
nl

oa
de

d 
on

 7
/2

8/
20

25
 5

:1
1:

18
 A

M
. 

 T
hi

s 
ar

tic
le

 is
 li

ce
ns

ed
 u

nd
er

 a
 C

re
at

iv
e 

C
om

m
on

s 
A

ttr
ib

ut
io

n-
N

on
C

om
m

er
ci

al
 3

.0
 U

np
or

te
d 

L
ic

en
ce

.
View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/d2sd00010e


366 | Sens. Diagn., 2022, 1, 343–375 © 2022 The Author(s). Published by the Royal Society of Chemistry

cfDNA analysis approaches; as such, optimum strategies for
efficient and definitive cfDNA detection and recovery of
cfDNA for molecular assessment are inexplicit.316 Thus, there
is a desperate need to design general standard operating
procedures and standardized approaches for analyzing
cfDNA/ctDNA analysis, considering all probable pre-analytic
elements that may impact the test results.317

7. Conclusions and future
perspectives

The studies assessed here highlight the potential of liquid
biopsies and the development of new technologies that
enable characterization of each element of the tumor
circulome with increased accuracy. Liquid biopsies are being
posited as a game-changing tool in personalized cancer
management. The potential of liquid biopsies in translational
cancer research is well recognized and these assays have been
utilized in designing various clinical trials. Liquid biopsies
provide a rapid, reliable and minimally invasive source for
diagnosing and monitoring cancer at early stages. Clonal
heterogeneity can also be captured using liquid biopsies as
compared to conventional tissue biopsies. Diverse liquid
biopsy samples can be incorporated to enhance cancer
diagnosis, and successive real-time biopsies will further
provide evidence to identify therapy-resistant tumors at an
early stage. Moreover, the analysis of liquid biopsies can
improve the detection and characterization of minimal
residual disease after initial therapy. However, multiple
limitations still need to be addressed to demonstrate the role
of liquid biopsies in clinical practices.

One of the most prominent challenges in this field is the
lack of standardized preanalytical and analytical variables. An
ideal liquid biopsy should ensure the sample integrity, be
reproducible, rapid and cost-effective. This can be achieved
by using automated chip-based devices that allow biomarker
analysis directly from whole blood and obviates lengthy and
costly purification steps. Automated chip-based devices are
suitable for high throughput analysis of biomarkers from
body fluids. Although additional studies are still required to
universally define the future role of liquid biopsies in cancer
management, the promising results reported so far
substantiate the potential utility of liquid biopsies to
transform the current paradigms of cancer management.

Several studies have demonstrated the viability of ctDNA
utility in tracking and monitoring tumor dynamics, drug
response, and therapy resistance. Although multiple
approaches have exhibited extremely high sensitivities with
detection rates as low as single mutated DNA molecules,
ctDNA application as a liquid biopsy marker still lacks
standardization in several aspects such as blood collection,
processing and storage, DNA extraction and quantification,
and validation in large prospective clinical studies, is
necessary. As illustrated in this study, one of the difficulties
of implementing ctDNA as a liquid biopsy substrate is the
commonly low sample yield from plasma extraction. To

ensure sufficient starting material for further downstream
analyses such as deep sequencing, whole genome
amplification may be utilized.

Over the past few years, great strides have been made in
translating the enigmas of exosomes. However, limitations
associated with efficient exosome isolation are still yet to be
solved. This is majorly due to the complex nature of biological
fluids, significant overlapping, as well as their heterogeneous
nature.318 As such, no specific exosome isolation method has
currently been accepted as suitable for all studies.319 Given
these conditions, the integration of two or more techniques
would increase the exosome isolation efficiency.

Detection of CTCs in the peripheral blood provides insights
into the complex biology of micrometastasis and has been
described as a reliable surrogate for prognosis in several
cancers. This is essentially crucial for guiding molecularly
targeted therapies and to assess the effects of cancer therapy.
The lack of technologies for efficient isolation and detection of
CTCs poses a major challenge to the understanding and
utilization of CTC biomarkers in clinical practices. Other
fundamental issues include heterogeneity of the CTC
populations, detection of CTC with tumor-initiating capacity,
as well as hallmarks of DTC growth and dormancy at
metastatic sites. The continuous development of liquid biopsy
techniques requires the optimization and standardization of
new methods of enrichment and targets for detection with
improved sensitivity and specificity. There is a need to
understand further molecular mechanisms of cancer progress,
recurrence, and metastasis using genetic profiling of CTCs.
Further research in this field could potentially contribute to
the interpretation of the metastatic process and lead to new
treatment interventions. In addition, the use of multimarker
assays and real-time PCR should be further explored. All
studies in these fields will prompt both cancer biology
research and clinical cancer management, thus improving the
life quality and expectancy for patients with tumors.
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grants significantly contributed to the environment to
stimulate the research described here.
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