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Colloidal crystals with iridescent structural coloration have appealing applications in the fields of sensors,
displays, anti-counterfeiting, etc. A serious issue accompanying the facile chemical self-assembly
approach to colloidal crystals is the formation of uncontrolled and irregular cracks. In contrast to the pre-
vious efforts to avoid cracking, the unfavorable and random micro-cracks in colloidal crystals were utilized
here as unclonable codes for tamper-proof anti-counterfeiting. The special structural and optical charac-
teristics of the colloidal crystal patterns assembled with monodisperse poly(styrene-methyl methacrylate-
acrylic acid) core-shell nanospheres enabled multi-anti-counterfeiting modes, including angle-depen-
dent structural colors and polarization anisotropy, besides the physically unclonable functions (PUFs) of
random micro-cracks. Moreover, by using the random cracks in the colloidal crystals as templates to
guide fluorescent silica nanoparticle deposition, an fluorescent anti-counterfeiting mode with PUFs was
introduced. To validate the PUFs of the fluorescent micro-cracks in the colloidal crystals, a novel edge-
sensitive template matching approach based on a computer vision algorithm with an accuracy of ~100%
was developed, enabling ultimate security immune to forgery. The computer-vision verifiable physically
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unclonable colloidal crystals with multi-anti-counterfeiting modes are superior to conventional photonic
crystal anti-counterfeiting materials that rely on angle-dependent or tunable structural colors, and the
conventional PUF labels in the aspect of decorative functions, which will open a new avenue for advanced

rsc.li/nanoscale security materials with multi-functionality.

particles,'” the co-assembly approach,'® crystallization on the
liquid,"® superhydrophobic®® or lithographically patterned
substrates,*! etc.>>* In contrast to the effort of trying to avoid
cracking, our group directly “sewed” the cracks through in situ

1. Introduction

Chemical self-assembly is a facile and convenient approach to
colloidal crystals that have wide-spread applications in

sensors,' displays,*” waveguides,® anti-counterfeiting’ " and
high-performance optical devices.'> Uncontrolled and irregu-
lar micro-cracks would occur in the final drying stage of the
common evaporation-induced self-assembly process, which is
usually regarded as an unfavorable and challenging issue in
the advancement of high-performance optical devices."*'* For
decades, researchers have been trying to find methods to avoid
cracking in colloidal crystals, mainly through the optimization
of evaporation conditions,">'® assembly of soft nano-
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sequential chemical reactions with nanostructure transform-
ations of iron-based species, after crack formation.>* On the
other hand, several research groups have managed to regulate
the cracks by flow-induced self-assembly*® or through the use
of crack initiators with well-designed microscopic geometries*
and utilized the regular cracks as templates to produce 1D
nanostructures or flexible conductors.>® However, the random
irregular cracks normally occurring in the chemical self-assem-
bly process are challenging to find any applications due to
their randomness and uncontrolled nature.

Physical objects with inherent disordered structures could
enable physically unclonable functions (PUFs).”**® For instance,
the randomness in the outputs (currents or voltages) of modern
electronics originating from materials growth and device fabrica-
tion, including field-effect transistors,*®*° metal-oxide transis-
tors,*" and memristors,®* could guarantee information security
during communication by generating unclonable digital keys.
However, electronic devices are usually costly and inconvenient
for authentication of common goods. On the other hand,
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optical materials, based on the random arrangement of fluo-
rescent nanowires,*® carbon dots,** liquid crystals,* plasmonic
nano-islands,® and light-scattering nanoparticles,’” provide a
variety of low-cost platforms for PUFs. But the current electrical/
optical PUFs usually lack attractive decorative functions when
used in packaging for anti-counterfeiting purposes, or automatic
and accurate validation.”*” It is highly desirable to develop dec-
orative coatings with PUFs and convenient validation for
tamper-proof anti-counterfeiting applications.

In this work, the uncontrolled and irregular micro-cracks
naturally occurring in the self-assembled decorative colloidal
crystal patterns of poly(styrene-methyl methacrylate-acrylic
acid) [P(St-MMA-AA)] arrays with iridescent structural colors
were utilized as PUF codes for ultimate security. Angle-depen-
dent structural colors under white-light illumination and the
polarization anisotropy of the crystal structure under cross-
polarized light enabled multi-anti-counterfeiting modes.
Moreover, by using the random micro-cracks in colloidal crys-
tals as templates to guide fluorescent silica nanoparticle depo-
sition, fluorescent anti-counterfeiting mode was further intro-
duced. To validate the PUFs of the fluorescent irregular micro-
cracks, a novel edge sensitive template matching approach
based on a computer vision algorithm with accuracy of ~100%
was developed. The first computer-vision verifiable anti-coun-
terfeiting colloidal-crystals with PUFs developed herein are
advantageous to conventional anti-counterfeiting photonic
crystal materials depending on clonable iridescent and
tunable structural colors,”*%*%*! and conventional PUF labels
in an aspect of decorative functions,”**” which opens a new
avenue for multi-functional materials with ultimate security.

2. Materials and methods

2.1. Fabrication of fluorescent colloidal crystals with diverse
patterns

Monodisperse P(StMMA-AA) particles with diameters of
~166 nm, ~186 nm, ~204 nm, ~228 nm, ~243 nm, and
~268 nm were synthesized by the one-pot emulsion polymeriz-
ation method.*> Hydrophobic substrates with hydrophilic pat-
terns were obtained according to the reported method.” SiO,
nanoparticles with sizes of ~194 nm were synthesized by a modi-
fied Stober method and grafted with fluorescein isothiocyanate
via a silane coupling reaction to obtain fluorescent SiO, nano-
particles.*® The P(StMMA-AA) nanoparticle dispersions
(0.12 wt% in water) self-assembled on the substrates with
designed wettability through vertical deposition at a constant
temperature of 60 °C and a relative humidity of 60% to obtain
the colloidal crystal patterns. Then, fluorescent SiO, nanoparticle
dispersions (0.15 wt% in water) were infiltrated into micro-crack
templates of the colloidal crystals with the help of capillary
forces to enable fluorescent anti-counterfeiting mode with PUFs.

2.2. Characterization

The photographs of the colloidal crystal films with diverse pat-
terns were taken using a digital camera (Canon EOS 80D). The
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angle-resolved reflectance spectra of the colloidal crystals with
different structural colors were recorded using a UV-vis optical
fiber spectrometer (Ocean Optics Inc., HR 4000) via a 600 pm
broadband optical fiber (Ocean Optics Inc., QP600-1-UV-vis). A
xenon lamp was used as the light source with wavelengths
from 250 to 800 nm. A standard high reflectivity specular
mirror (Ocean Optics Inc., STAN-SSH) was used as the refer-
ence. Optical microscopy images of the colloidal crystal films
were taken using a motorized optical microscope (Leica
DM6M) under white light, UV light (400-450 nm), and cross-
polarized light, which could be replaced by a more convenient
portable microscope in practical situations. The high-resolu-
tion structures of the colloidal crystals were characterized by
FESEM (Hitachi S-4800). The static water contact angles of the
glass substrates were measured on an OCA20 contact-angle
system (Data Physics, Germany) in an ambient environment.

2.3. Decoding of the random fluorescent micro-cracks with
PUFs of the colloidal crystals via a computer vision algorithm

The automatic decoding process with computer vision was
composed of 2 steps:*® crack edge extraction and similarity
comparison. Since edge extraction was susceptible to noises in
the image, we used a Gaussian filter to remove the noises.
Then, a Sobel kernel is applied to the smoothed image to
obtain the intensity and direction of each pixel. The resulting
image consisted of both thick and thin edges, and the non-
maximum suppression could help in mitigating the thick
edges and retaining the thin ones. Finally, two threshold
values, namely minVal and maxVval, were used to further filter
out edges: any edges with an intensity gradient below minVal
were discarded and edges with an intensity gradient above
maxVal were considered as true edges, and those in between
were classified based on their connectivity. All these steps were
put together in one function termed cv2.Canny (in OpenCV).
The choice of the threshold values was important in edge
extraction as the images were captured under different lighting
conditions, which could result in different outputs of detected
edges. To solve this, we used adaptive thresholding instead of
using a fixed global value for all the images. Specifically, Otsu
thresholding was used to determine the minVal and maxVal
mentioned above. This can be achieved by simply adding cv2.
THRESH_OTSU as an extra flag in cv2. threshold.

After preprocessing by Canny, the resulting images were
only represented by edges without any color information.
Here, Canny edge extraction was applied to process all the
images, including all the test images (for validation) and tem-
plate images (for establishment of the database). Furthermore,
the extracted edges of the input test image were compared
with all the templates in the database by counting the number
of matched pixels. If the rate of matched pixels is high, the
input image is more likely to match certain templates and be
classified as a real sample. In order to evaluate the result
quantitatively and make it understandable by the users, we
transfer the matching score to a matching probability through
normalizing the matching score in the range of 0-1, by apply-
ing the softmax function on all the template matching scores

This journal is © The Royal Society of Chemistry 2022
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to obtain a matching probability for each template. The
equation of softmax normalization is:

e’

C

> e

c=1

Softmax(Z;) =

where Z; is the matching score; Z, is the number of the
matched pixels of the extracted edges; and C is the number of
templates.

If the highest probability is above a certain value (deter-
mined by validation results), the test image is clarified to be a
real sample; otherwise, when none of the templates is
matched, the test image is recognized to be a fake sample. The
program can automatically wire the feedback to the users in
practical applications upon receiving data from the users,
which is convenient and user-friendly. Also, on the manufac-
ture end, a server of this kind does not add much cost per
label.

2.4. Encoding capacity of the patterned PCs with PUFs

Judging from Fig. 1d and Fig. S4,f quadrangles were with
random sizes of ~16.51 pm-40.54 pm. Their average area was
~272.58 um>-1643.49 pm> The image area, 309.71 pm in
length and 232.29 pm in width, was calculated to be
71942.54 pm® Because the quadrangles fully covered the
image area, the average number of quadrangles in the

142.9°l ;
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observed area was ~44-264. Since these quadrangles were
different in sizes and shapes from one another, their permu-
tations 44! to 264! in the image area were as high as (2.658 x
10>*-1.819 x 10°%°). Thus, the encoding capacity of the pat-
terned PC in this area was calculated to be 3.695 x 10%° pm™2-
2.527 x 10°*' pm 2,

3. Results and discussion

3.1. Fabrication and characterization of patterned colloidal
crystal films with PUFs enabled by random micro-cracks

Patterned colloidal crystal films with irregular micro-cracks
and the corresponding PUFs were fabricated by a facile evapor-
ation-induced self-assembly approach on hydrophobic sub-
strates (water contact angle of ~142.6°) with designed hydro-
philic regions (water contact angle of ~19.2°) (Fig. 1a). The
monodisperse P(St-MMA-AA) core-shell nanospheres selec-
tively self-assembled in the hydrophilic pattern area due to the
attractive capillary forces under the menisci,*®*” while the
hydrophobic region expels water and the nanospheres to avoid
particle deposition (Fig. 1a).*>*® The high monodispersity of
the P(St-MMA-AA) nanospheres and dynamic hydrogen
bonding of PAA on the nanoparticle surface could facilitate
their self-assembly into high quality colloidal crystals.>>** In
this way, decorative iridescent structural-color films with rich
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Fig. 1 Fabrication of patterned colloidal crystal films with random micro-cracks and PUFs by evaporation-induced self-assembly. (a) Schematic
illustration of the self-assembly process on the hydrophilic patterns of the hydrophobic substrate and the authentication process with computer
vision. The random arrangements of the micro-cracks in the colloidal crystals enabled PUFs, and a novel edge sensitive template matching approach
based on a computer vision algorithm was developed for accurate decoding. (b) Colloidal crystal films with diverse patterns and rich color hues
assembled with P(St-MMA-AA) nanospheres of different sizes. The inset numbers indicate the diameters of the used particles. (c) The reflectance
spectra of the colloidal crystal films with the wavelength covering the entire visible region. (d) Optical microscopy image of the colloidal crystals
with random cracks under reflective mode. The inset shows a typical SEM image of the colloidal crystals with well-ordered FCC arrangements of
P(St-MMA-AA) nanospheres.
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color hues and various patterns (pentagon, rhombus, square,
hexagon, and triangle for instance) could be conveniently
obtained in the designed hydrophilic regions on common flat
or curved surfaces (Fig. 1b and Fig. S1t). The red to blue struc-
tural colors of the patterned colloidal crystal films with the
wavelength covering the entire visible spectra were uniform,
vivid and brilliant, which could be evidenced by the intense
and narrow reflection peaks centered at ~633 nm, ~596 nm,
~541 nm, ~507 nm, ~464 nm, and ~416 nm, respectively
(Fig. 1c). The observed color was controlled by the sizes of the
P(St-MMA-AA) nanospheres at ~268 nm, ~243 nm, ~228 nm,
~204 nm, ~166 nm, and ~186 nm (inset in Fig. 1d and
Fig. S21). These brilliant colors, with no chemical pigment/dye
involvement, originated from the Bragg’s diffraction from the
well-ordered periodic face-centered cubic (FCC) arrangements
of the monodisperse nanoparticles. The soft PAA shell of the
P(St-MMA-AA) nanospheres enabled the area contact modes in
the FCC structures (Fig. 1d and Fig. S27) and the strong hydro-
gen bonding could enhance the mechanical stability of the col-
loidal crystals.*> Furthermore, transparent tape or thermoset
polymers could be used to cover the colloidal crystal patterns to
protect against mechanical or water-induced damage (Fig. S37).

Normally, random microscale cracks would occur in col-
loidal  crystal films obtained by chemical self-
assembly,*'*'®%” ag was also evidenced here in the optical
microscopy and SEM images (Fig. 1d and Fig. S2, 4t). These
uncontrollable cracks were formed due to the tensile stress
generated in the final drying stage of the chemical self-assem-
bly, because of the mismatch between the shrinkage of the col-
loidal spheres and the constraint from the rigid
substrate.">*>*” Cracking in colloidal crystals is usually con-
sidered a serious unfavorable issue for PCs’ practical
applications,"**° due to the uncontrolled manner and harmful
optical effects. Here, the Y-shaped micro-cracks actually
divided the colloidal crystal patterns into pseudo-quadrangles
with random sizes of approximately 16.51-40.54 um and irre-
gular shapes, which enabled PUF with a coding capacity of
3.695 x 10%°-2.527 x 10°*' pm™2 in the image area of ~0.7 mm?>
in Fig. 1d (see the Experimental section). The first colloidal-
crystal-based anti-counterfeiting materials with PUFs of extre-
mely large encoding capacity enabled by the irregular micro-
crack “fingerprints” could open a new avenue for ultimate
security applications in diverse fields, including high-value
goods, confidential documents, bank notes, medicine, etc.

The random micro-cracks in the patterned colloidal crystal
films, acting as PUF codes, are complex with significantly
similar characteristics, making their accurate decoding extre-
mely difficult. Initial experiments on decoding of the PUFs
enabled by irregular micro-cracks with artificial intelligence
gave high false feedbacks, although deep learning has demon-
strated success in anti-counterfeiting technology based on
angle-independent structural colors.*®*® The high false rate,
probably due to interference from the color variations at the
microscale (Fig. 1d and Fig. S47), made artificial intelligence
impractical for real-world authentication in this case. Thus, a
novel edge-sensitive template matching decoding approach
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based on a computer vision algorithm was developed in this
work (see the Experimental section), as illustrated in Fig. 1a.**
Briefly, a multi-stage algorithm called Canny was used to
extract and detect various edges in each image to avoid inter-
ference from the colors during decoding. The extracted edges
of the micro-cracks in the database were used as templates
and the edges of the input images taken by users were com-
pared with all the templates by counting the number of
matched pixels and a similarity threshold for classification
was set. If the rate of matched pixels is higher than the
threshold, the input image is more likely to match certain tem-
plates and thus is classified as an authentic sample; otherwise,
if the match score is lower than the threshold, the sample is
considered a fake one (Fig. 1a). The users could take images
with a portable microscope mounted on cellphones, wire them
to the database and receive feedbacks through messages sent
by the server automatically in real-world applications. The
whole validation process is facile and convenient. The compu-
ter-vision verifiable decorative colloidal crystal patterns with
PUFs enabled by random micro-cracks would have enormous
potential in advanced anti-counterfeiting applications.

3.2. Anti-counterfeiting modes enabled by angle-dependent
structural colors and anisotropic polarization of the patterned
colloidal crystal films with PUFs

The periodic arrangement of the monodisperse P(St-MMA-AA)
nanospheres with FCC structures across the whole film of
~4 pm in thickness (Fig. S27) led to decorative iridescent colors
depending on the viewing angles under directional white-light
illumination (Fig. 2a and Fig. S5f), based on Bragg’s
diffraction,**** The angle-dependent colors enabled the
hiding of the red pentagon patterns on plastic substrates with a
similar color. Upon changing the observation angles, the covert
pattern was revealed due to its blue-shift of the structural colors
from red at a viewing angle of 0° to green at 40° (Fig. 2b). The
photographs were taken by fixing the light on the top and
moving the camera around the film (inset in Fig. 2b). The result
was consistent with the shift of the peak wavelength of the
reflectance spectra of the colloidal crystal films from 630 nm to
510 nm when measured from 0° to 60° (Fig. 2¢). Furthermore,
we calculated the theoretical reflectance peaks of the colloidal
crystal films with red structural color assembled with P(St-
MMA-AA) nanospheres with a diameter of 268 nm, according to
the modified Bragg’s diffraction equation,®

1
8 , :
mi = \/;D( Ej n;2V; — sin® QD)

where D is the center-to-center distance between the nearest
spheres, which is 268 nm; n; and V; are the refractive index and
volume fraction of the P(St-MMA-AA) nanospheres and air, which
are 1.57 and 0.74 for FCC P(St-MMA-AA) nanosphere arrays, and
1.0 and 0.26 for the air in the void; and @ is the angle between
the incident light and the sample normal. We can see that the
experimental results are highly consistent with the theoretical
values. The iridescent structural colors of the decorative colloidal

This journal is © The Royal Society of Chemistry 2022
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Fig. 2 Optical properties of colloidal crystal films with PUFs. (a) A typical colloidal crystal film with the pentagon pattern changed its structural
color from red to cyan at viewing angles from 0° to 60°. (b) The angle-dependent structural-colors of the colloidal crystal film enabled the hiding
and revealing of the pentagon patterns on a red plastic substrate. The inset indicates the relative positions of the light source, sample and camera.
(c) The reflectance spectra of the red pentagon pattern colloidal crystal film at testing angles from 0° to 60°. (d) The dependence of the reflectance
peaks on the testing angles (black line, theoretical data and red line, experimental data). (e) and (f) Cross-polarized optical microscopy images of the
colloidal crystal films at 0° and 90°. The color of the film changed to blue due to the polarization anisotropy of the crystal structure.

crystals accounted for the first-level angle-dependent anti-coun-
terfeiting mode observable with the naked eye.

Moreover, the polarization anisotropy of the FCC colloidal
crystal structure resulted in the change of the observed colors
between crossed polarizers in Fig. 2e and f (Fig. S6), which is
due to the resonant and non-resonant light reflection of the
defects (micro-cracks for instance) in the colloidal crystals.>*>*
Interestingly, horizontal rotation of the colloidal crystal film
between the crossed-polarizers led to a color change from the
original red structural color to blue color, which enabled the
second-level anti-counterfeiting mode decodable under polar-
ized light. These two levels of anti-counterfeiting modes also
have attractive decoration functions, which are appealing for
packaging applications.

3.3. Fluorescence anti-counterfeiting mode by deposition of
fluorescent nanospheres into the crack template

The irregular and random micro-cracks were further utilized
as templates to guide the fluorescent silica nanosphere depo-
sition with the help of capillary forces. Under UV light, the
silica nanospheres in the physically unclonable micro-cracks

This journal is © The Royal Society of Chemistry 2022

could show bright fluorescence (Fig. 3a), opening the third-
level fluorescence anti-counterfeiting mode. Fig. 3b shows the
SEM image of a typical crack of ~0.64 pm in width incorpor-
ated with 3 and 4 rows of fluorescent silica nanospheres with a
diameter of ~194 nm, while a 0.95 pm wide tortuous crack
embedded with 5 and 6 rows of silica nanospheres of the same
size (Fig. 3c). Actually, the number of the rows of the silica
microspheres filled in the micro-crack templates was deter-
mined by their relative size ratio with the crack width, based
on the space confinement effect.>® Under UV light excitation,
the random black micro-cracks under white light showed
bright yellow fluorescence (Fig. 3d and e), due to the conju-
gated fluorescent molecules on the surface of the incorporated
silica nanospheres. The irregular pattern of the random micro-
cracks after fluorescent nanosphere deposition was similar to
the microscope image in Fig. 1d, indicating the robustness of
the structural and optical performance of the decorative col-
loidal crystals. These microscopic stochastic fluorescent ‘fin-
gerprints’ of cracks could act as fluorescent PUF codes, which
is advantageous to the conventional anti-counterfeiting tech-
nique based on the easily clonable macroscopic fluorescent

Nanoscale, 2022, 14, 8833-8841 | 8837
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Fig. 3 Fluorescence anti-counterfeiting modes with PUFs using random micro-cracks as templates to direct fluorescent nanosphere deposition. (a)
Schematic illustration of deposition of the fluorescent silica nanospheres into the micro-crack templates by capillary forces. (b) and (c) The SEM
images of the cracks with widths of 0.64 pm and 0.95 pm incorporated with different rows of fluorescent silica nanospheres with a diameter of
~194 nm. (d) and (e) Optical microscopy images of the colloidal crystals with random micro-cracks under white or UV light excitation.

patterns.>>*® The colloidal crystal films with unclonable fluo-
rescence ‘fingerprints’ of micro-cracks would have enormous
potential for ultimate security applications when they could be
decoded conveniently and accurately.

3.4. Authentication of the fluorescent random micro-cracks
via a computer vision algorithm

To validate the fluorescent random micro-cracks used as PUF
codes here, we developed a computer-vision based edge-sensi-
tive template matching approach with a multi-stage algorithm
called Canny to extract and detect various crack edges of the
fluorescence microscopy images of the colloidal crystals
(Fig. 4a1-6 and Fig. S7 and 81).*” The extraction of the edges
of the fluorescence microscopy images by the computer vision
algorithm could avoid the color interference and improve vali-
dation accuracy. The whole decoding processes comprising 2
steps, micro-crack edge extraction and similarity comparison,
are described in detail in the Experimental section.

After pre-processed by Canny edge extraction based on a
computer vision algorithm, all the resulting images were only

8838 | Nanoscale, 2022, 14, 8833-8841

represented by edges without any color information (Fig. 4b-d
and Fig. S7 and S8%), including all the test images (genuine
samples taken under different photographing conditions to
simulate actual environments, including brightness, contract,
and rotations in Fig. 4c and Fig. S8,1 as well as the fake ones
not in the database in Fig. 4d for validation), and template
images (Fig. 4b, for establishment of the database).
Furthermore, we compared the input test image (Fig. 4c and d
and Fig. S81) with all the templates in the database by count-
ing the number of matched pixels. Based on the results shown
in Fig. 5, the matching probability thresholds of 0.7 and 0.02
were set to distinguish the authentic samples from the fake
ones. If the matching probability for an image is above 0.7, the
test image is recognized as a real sample (Fig. 5a); otherwise,
when none of the templates is matched or the matching prob-
ability is low (below 0.02), the test image is recognized to be a
fake sample (Fig. 5b). The wide gap in the distributions of the
identical rates over the matched and unmatched samples in
Fig. 5¢ guarantees the decoding accuracy of 100% of the novel
edge-sensitive template matching approach, fulfilling the

This journal is © The Royal Society of Chemistry 2022
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Fig. 4 Database of the colloidal crystal films with PUF codes for authentication via a novel edge-sensitive template matching approach based on a
computervision algorithm. (al-5) Five typical fluorescence microscopy images with random micro-cracks, which were processed by a computer
vision algorithm to extract the crack edges to form the templates (b1-5). (c1-5) Extracted edges of the genuine samples (al) with varying exposure,
brightness, contrast, and a mixture of the above-mentioned factors for validation of the genuine labels. (d1-5) Extracted edges of the fluorescence

microscopy images that were not in the template database of al-5, which stand for fake products.

L [ T

0.8 081 Rotated every 30° () With b3 With bS
0.6

o
&
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0.1 0.0{o "0 O
0 c1 c2 c3 c4 c5

Fig. 5 (a) and (b) Identical rates of labels in Fig. 4 (c1-5, for genuine ones) and (d1-5, for fake ones) authenticated by a computer vision algorithm.
The color scales from blue to red stand for the matching score (ranging from 0 to 1) of the input images of the sample. (c) The distributions of the
identical rates between the edges of Fig. 4c taken under varying rotations and all the templates in Fig. 4b1-5. The wide gap in the distributions of
the identical rates for the matched and unmatched samples could guarantee high validation accuracy.

requirements for practical anti-counterfeiting applications of
the PUFs of colloidal crystals. Under real-world applications,
Users just need to take a photograph with a portable micro-
scope (used by many children as a toy) mounted on their cell-
phones, and send the images to our database; the database
will give feedbacks based on matching probability in seconds
to the user via messages automatically. The authentication
process was convenient and user-friendly. For the manufac-
ture, a server automatically carrying out the authentication
also does not add much cost, considering the vast number of
products manufactured by the corporation.

This journal is © The Royal Society of Chemistry 2022

4. Conclusions

Decorative anti-counterfeiting colloidal crystal films with PUFs
were fabricated by a facile self-assembly of P(St-MMA-AA)
nanospheres on hydrophobic substrates with designed hydro-
philic patterns. The unique structural and optical properties of
the colloidal crystals accounted for multi-anti-counterfeiting
modes, including angle-dependent structural colors and polar-
ization anisotropy. Moreover, the unfavorable random and irre-
gular micro-cracks naturally occurring in the colloidal crystal
films were used as PUF codes for ultimate security appli-
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cations. As a proof of concept, the irregular micro-scale cracks
were used as templates to guide the fluorescent microsphere
deposition, which enabled advanced fluorescent anti-counter-
feiting mode with PUFs. To validate the random and irregular
micro-cracks and realize accurate decoding of the fluorescent
PUFs, a novel edge-sensitive template matching authentication
approach based on a computer vision algorithm was devel-
oped, which demonstrated decoding accuracy of ~100%. The
physically unclonable colloidal crystals with facile fabrication
and convenient and accurate validation by computer vision are
superior to conventional photonic crystal materials that rely on
clonable angle-dependent or tunable structural colors for anti-
counterfeiting,”'****! and the conventional PUF labels in an
aspect of decorative functions,***” which opens a new avenue
for advanced security materials with multi-functionality.
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