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With advancements in telecommunication technology, data or information transfer has become the
backbone of daily transactions. This underlines the importance of transferring data securely by
employing techniques of encryption. The purview of Material Science usually is understood to be
restricted to materials engineering, property and performance enhancement, reviewing processes of
material synthesis, finding or fabricating newer materials, etc. Thus, it primarily serves as a support field.
Usually, material science or its concepts are not used for data or information encryption directly. In this
work, the use of lab-grown fractals is demonstrated to encrypt information in both text and image
formats. By changing the synthesis parameters, a different set of fractals can be fabricated. Furthermore,
a library of fabricated fractals (fab-fracs) is proposed that will alter the fractal cover image used for
encryption in the real time domain. The fab-fracs give a unique fingerprint characteristic to the library
databank proposed in this work. The fab-fracs have a unique growth pattern that cannot be mimicked
using mathematical polynomials and when fractal images are picked up randomly in real time, the
encryption becomes more robust. The quality of encryption is measured using Peak Signal to Noise
Ratio (PSNR) and Structural Similarity Index Measurement (SSIM) values that are 48 dB and greater than
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0.995 and are at par with reported encryption techniques. Thus, fab-fracs having their roots in Material
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Introduction

Communication has always been a synonym for the growth and
development of humankind. In today’s digital world, data
transfer and telecommunication have become an integral part
of human life. Digitization influences sectors such as commu-
nication, commerce, commutation, healthcare, housing, aca-
demia, industries, entertainment, user-device interfaces, etc. It
is reported that about 62.5% of the world population actively
uses the internet." With proliferating growth in digital technol-
ogy, networking and data science, transferring data and infor-
mation has become easier but at the same time has brought in
related risks or vulnerability issues of data or security breach.
The importance of data security became more apparent with
incidents like the Citibank financial theft in 1994,> attack on
NASA’s computer systems in 1999,® and financial frauds target-
ing prominent company networks like J. P. Morgan, Home
Depot, Sally Beauty, Target and many more that saw a trend
of fall in stock prices, closure of service outlets, laying off of
employees and numerous lawsuits that eventually cost the
companies and marred their reputation. The Ukraine power
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Science are proposed as a new-generation tool that can be successfully employed for data encryption.

grid attack in 2015 also underlined the vulnerability of
government-controlled systems.” Thus, there is a need to
strengthen the encryption techniques and devise ways that
are less time and resource intensive, have a fairly good quality
of encryption, increased randomness and robustness, and easy
implementation.

Today, computational techniques blended with Artificial
Intelligence and Machine Learning concepts seem to be the
store house of data and information. Once the machine is
trained using a database and a model prepared, predictions can
be made with much ease. First the information from a known
database is employed as a tool to train the model/machines,
then the model is tested and finally predictions are made.®’
Now, with the advent of artificial intelligence supporting auto-
mation, progress in material sciences needs to be pushed to the
forefront of technological advancements. The predictions made
by computer models pose a challenge to prospective experi-
mental results. Some studies have reported the use of machine
learning for predicting the existence of stable materials and
formulating their properties.® Though theoretical predictions
work well, many-a-times it is difficult to reproduce them
experimentally. For example, graphene adsorption has been
predicted to be very high theoretically as theory idealizes a two-
dimensional sheet with two-perfect surfaces.”'® However, it is
difficult to achieve this experimentally due to the stacking of
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sheets and folds, edges, wrinkles etc. present in the sample.
Another example can be that of predictions made on MXene
phases. While 74 phases have been predicted, only 30 have
been synthesized to date in the lab.'* These statistics show that
a gap exists between concepts i.e. theory and practical results.
In this work, a reverse approach is being proposed where
material science can be used to strengthen the existing encryp-
tion and data protection techniques that usually depend heavily
upon computation.

Fractals are complex patterns that are often seen in nature and
natural systems.">"” Examples of fractals are snowflakes, light-
ning, tree branches, coastlines, neurons, ice crystals, ferns, etc.
These are self-similar structures that repeat themselves at differ-
ent length scales. Owing to their unique and characteristic
morphology, they are proposed for data encryption in this work.
Though fractal geometries have been implemented computation-
ally too,"®" these involve algorithms based on robust codes and
depend on high performance computational resources. Further-
more, as these are governed by a specific non-linear mathema-
tical function, mathematical fractals are still decodable. Recently,
the growth of fabricated fractals (fab-fracs) has been reported
under laboratory conditions.>*>> Here, the growth parameters
were tailored to engineer fractals into different morphologies
ranging from cruciform, rhombohedral, sword-like, and finger-
like structures.”® These structures are an outcome of non-
equilibrium and stochastic nucleation processes that lead to
the growth of artificial fractals. In another study, protein-
mediated gold fractals were obtained by changing the pH of
proteins and incubation time.*’ Fractal geometries cannot be
predicted precisely a priori during their growth phase but can be
analysed statistically using characteristic length scales later. It is
this aspect of randomness in fractal growth which has been
applied in the present work for improving data security and
encryption. The proposed method is easy to implement, has high
robustness and efficiently encrypts the given secret information.
Thus, fab-fracs are proposed as new-generation tools that can be
successfully employed for data encryption.

Methods and materials

Transfer of data and information through the world wide web
may be of different nature like personal, confidential, financial,
etc. and needs to be transmitted without loss and security
breach. Data security deals with minimizing cyber-attacks and
protects data from malicious threats. Cryptography is a field of
data security that employs cryptic codes that only authorized
users can access and decipher. Steganography on the other
hand is a field of data security that uses a cover media as an
alias for hiding secret data during data transfer.>® Fig. 1 shows
the schematic of encryption based on (a) cryptography and (b)
steganography.

What is steganography?

In steganography the data to be encrypted is overlapped
(or embedded) with some other form of data (text, image,
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Fig.1 Schematic of encryption based on (a)
(b) steganography.

cryptography and

audio, video files, etc.) to hide its originality. For this purpose,
a carrier image known as the cover image (CI) is used to hide
the original data. The original data is then embedded in the
cover image and the resulting image is called the stego image
(S1).>* As the proportion of changes in the resulting SI are small
as compared to the CI, the distortion in the image transmitted
over the network does not raise suspicion. Hence, the secret
data is transferred unnoticed and therefore aids in a secure
channel of data transfer. The actual information is revealed
only when a specific key is used to decode the stego image at
the receiver’s end. Images are most popularly used as cover
media for embedding secretive information for they provide a
high level of redundancy and embedding capacity. In the
present work, two aspects of data security have been addressed,
namely data sent in the form of images and text.*

Algorithms used for steganographic encryption

Different algorithms are used for steganographic encryption.
For encrypting the data, a passcode or key is used which is a
unique combination of case-sensitive alpha-numeric and spe-
cial characters. A key is usually generated using a random
number generator. The key also helps in recovering the original
data during decryption. Several popular algorithms are imple-
mented for encrypting data with these unique keys. A few of the
most common algorithms used in steganography are the least
significant bit method (LSB), discrete cosine transformation
(DCT), discrete wavelet transformation (DWT), k-modulus and
Lah transformation method. The underlying principle of these
algorithms is summarized in Table 1 below.

© 2022 The Author(s). Published by the Royal Society of Chemistry
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Method Embedding principle

LSB Message bits are embedded in the least significant bit of pixel values

DCT Discretion of image into low, middle, and high frequency components is done and data is hidden in these components
DWT Discretion of low and high frequency data on a pixel-by-pixel basis for data hiding

k-modulus Original image pixels are transformed into multiples of a positive integer

Lah Generates polynomial sequence from pixel values using basic operations of addition and multiplication in coefficient form; the
transformation output is an integer and therefore algorithms using this method are faster in terms of computational time.

The LSB method is employed for text steganography”® and
Lah transformation for image steganography in this work.**
Briefly, the LSB method embeds the message/information by
changing the least significant bits, while the rest of the bits
remain the same. For image steganography, a more robust and
stable encryption based on Lah transformation is employed. As
described in Table 1 above, the algorithm works with integral
values of coefficients and therefore consumes less computa-
tional time. The following sections describe some indicators to
test the extent of encryption. A bits per pixel (bpp) value is a
measure of number of bits per pixel stored in an image.

Statistical analysis of encryption

The quality of image steganography is measured using specific
statistical methods. Widely used metrics are payload capacity,
Mean Square Error (MSE), Peak Signal to Noise Ratio (PSNR)
and Structured Similarity Index (SSIM). Payload capacity (PC) is
a measure of the amount of secret information present in the
cover image and is defined as eqn (1) and is measured in terms
of bpp as described above.
n

PC = )

where n is the number of secret bits embedded in the cover
image and N is the total number of pixels. The MSE computes
the average of the squared difference between pixel intensities
of the cover and the stego images. Lower MSE indicates the
masking of the secret image in a cover image. It gives a measure
of error in the embedding process as given by eqn (2)*’

MSE = %Z i[l(w‘) — K(i))] @
=1 j=1

the indices m and n are the length and breadth of the secret
image, while 7 is that of the cover image, K is of stego image and
i and j refer to row and column pixel, respectively.

The PSNR measures the degree of distortion in an image; a
higher PSNR value indicates good embedding of the secret
image as described below in eqn (3)*’

3)

2
PSNR = 10log,, <%)

MAX is 255 for a greyscale image.
The SSIM measures the similarity between the cover image
and stego image, eqn (4). A value of SSIM close to 1 indicates

© 2022 The Author(s). Published by the Royal Society of Chemistry

excellent embedding capacity.”®

(2,th,u}, + Cl) (2O'xay + Cz)

SSIM =
(2 + 12+ Ch) (02 + 02+ Ca)

(4)

where yi, and p, are average of x and y, ¢,” and ¢, are variance
of x and y respectively, o, is the covariance of x and y.
C1 = (K1L)* and C, = (K,L)*; here L is the dynamic range of pixel
values and K; and K, are constants with values 0.01 and 0.03,
respectively.

Graphical analysis with histograms

An image histogram is a graphical representation of the varia-
tion of number of pixels versus pixel intensity. Histograms of
cover images and encrypted images give an account of data
embedding ability of the implemented algorithm. In the follow-
ing sections, histograms have been used to understand the
extent of distortion in the cover image after embedding the
secret data.

Fab-fracs as cover media

Fractal structures can help in encryption due to their unique
physical features, their three-dimensional roughness, and fine
detailing at their edges and boundaries. When fractals are used
as cover images, a small distortion in the corresponding stego
image can easily go unnoticed. This is because the fine varia-
tion due to the characteristic feature of fractals is already
present in the entire cover image. In the literature, there are
very few reports that have implemented computationally gen-
erated fractals for data security. Some of these studies are
tabulated in Table 2 below. These computationally generated
fractals are obtained using fractal generating software that
requires a sequence as an input along with some initial para-
meters, followed by iterative calculations, and fractal evaluation.
Some popularly used software include Mandelbulb 3D and
XenoDream Program. Two approaches are commonly employed
to embed secret data using computationally generated fractals as
cover images. In the first approach, initial fractal parameters are
perturbed by the secret data and the algorithm of fractal genera-
tion is implemented. This results in a fractal with the secret data
already embedded in it.**™" In the second approach, a fractal
image is first generated and is then used as a cover image to
embed the secret data into it using various transformation
techniques®*?** Computationally generated fractals, however,
have a disadvantage as they need high-end computer resources,
computational skills of the coder, and computational time to
generate the fractal structure and/or embed secret data into
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Table 2 Fractals used for data security®
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Method PSNR (dB) SSIM Reference
Wavelet transformation 65.0900-70.4800 0.9410-0.9800 32
Wavelet transformation 41.344-44.6110 NR 33
Fractal data embedding 26.35-31.19 NR 34
Sierpinski gasket fractal 34.805 NR 31
LSB 36.3637-47.5897 NR 35
Lah transformation 49.13-49.09 0.99 24

Lah transformation using fab-fracs 48.3770-48.6131

“ NR: Not reported.

them. As there are exact sets of parameters required to generate
the fractal features, a repetitive iteration and computational skill
sets can still help a hacker arrive at the fractal cover image
thereby posing a possibility of breach. In contrast, for lab grown
fab-fracs, it is difficult to predict local geometrical/morphological
features using algorithms. As computationally generated fractals
are resource intensive, the idea of using a library of fab-fracs has
been proposed in this work. As fab-fracs result from non-
equilibrium growth processes, their randomness is difficult to
predict and very difficult to simulate with physical exactness.
Thus, their reproduction with exact roughness, edge thickness,
and finesse is impossible to be imitated. This eliminates the
possibility of an attack as the cover image cannot be guessed/
predicted. Hence, their usage in the encryption process strength-
ens the security cover.

Synthesis procedure

A facile microwave synthesis method is employed to synthesise
SnO, fractals. 0.2 M tin chloride pentahydrate (SnCl,-5H,0)
and 0.2 M urea (CO(NH,),) aqueous solutions are prepared
separately and magnetically stirred for 1 hour. The 0.2 M urea
solution is added dropwise into the 0.2 M tin chloride solution
with constant stirring. The resultant solution is microwave
irradiated using a microwave synthesizer (Scientific Microwave
Synthesizer, Model: CATA-R, manufactured by Catalyst Sys-
tems, India) in four cycles with 2 min of irradiation and
2 min of cooling in a microwave oven with 595 W power. The
microwaved solution results in a sol formation that is allowed
to age overnight under laboratory conditions and dried in a hot
air oven at 80 °C. Post drying, large-scale fractals were
obtained.*® Formation of fractals of different geometries is
dependent on several external parameters like pH, tempera-
ture, surface tension, nature of substrate, etc. that can be
controlled externally.

Characterization techniques and computational codes

Optical images of fractals used in this work were acquired on
an optical microscope with a 100X magnification (Radical-R16
camera attached to a Radical RXM-7 microscope and a Trino-
cular Research Microscope Model - BX53F2). For investigating
phase formation and band gap estimation, the SnO, sample
was annealed at 600 °C. In all other cases, the samples were
used as-is unless otherwise mentioned. The X-ray diffraction
(XRD) studies were carried out using a Rigaku diffractometer
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fitted with a Cu-K, source with wavelength 1.5418 A to study
phase transformation and lattice planes. The UV-Visible spectra
were recorded on a Shimadzu UV-2450 spectrophotometer and
Field Emission Scanning Electron Microscopy (FESEM) was
performed on an FEI Nova Nano SEM 450 to study the mor-
phology of the fractals obtained. The program codes for testing
encryption were based on Python3 supported by PyCharm CE
and MATLAB R2021b. The selected fractal images were resized
to 512 x 512 and converted to greyscale as this step simplifies
the algorithm and computational parameters for image proces-
sing. Computational codes are run to transform the secret
information (image/text) to their binary and ASCII equivalents
pixel-by-pixel and then hidden in a similar way in the cover
media. This process leads to an impression of only the cover
media being present to a normal eye and easily passes the
potential vulnerabilities during data transfer.

Results and discussion
Optical imaging

Fig. 2 (a—e) shows the optical images of fractals used in this
work as cover images and Fig. 2(f) is used as a secret image for
image steganography. The different shapes are star-shaped
fractals, dendritic structures, fern-like fractals, etc. As the

Fig. 2 (a—e) Optical images of tin oxide fab-fractals and (f) image used as
a secret image. (e) is reproduced from Kamathe and Nagar, 2021, Beilstein
Journal of Nanotechnology, 12, pp. 1187-1208, © 2021 Kamathe and
Nagar; licensee Beilstein-Institut, an Open Access article under the terms
of the Creative Commons Attribution License. (https://creativecommons.
org/licenses/by/4.0).

© 2022 The Author(s). Published by the Royal Society of Chemistry
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fab-fracs are three-dimensional entities with unique growth
patterns, they present a good variation of number of pixels
against pixel intensity across the optical image. Thus, almost
every value of pixel intensity is covered by some feature of the
fractal geometry and in turn favours encryption.

Structural and morphological studies

The X-ray diffractogram in Fig. 3 shows the phase formation of
SnO, with (110), (101) and (211) prominent planes in the crystal
lattice. All the observed diffraction peaks are completely
indexed to the SnO, tetragonal rutile structure. All the Miller
indices are matched with the standard JCPDS Card (no.
00-041 — 1445), and no other diffraction peak is observed,
which confirms that pure SnO, is formed with a well crystalline
structure. The grain size of the prepared material is found to be
~ 20 nm by applying Scherrer’s formula for the most intense
peak.®¢’

K
~ Beosl

()

where D is the average crystallite size, K is the shape factor,
which is a dimensionless quantity with a value taken of 0.9 but
it varies according to the actual shape of the crystallite, / is the
wavelength of the incident X-ray beam, f is the full width half
maximum and 6 is the Bragg’s angle.

The inset shows the optical bandgap plot for the sample
estimating the band gap value to be 3.61 eV calculated from the
Tauc plot analysis method.*®*° Direct bandgap calculation is
done using eqn (6), where o is the optical absorption coeffi-
cient, hv is the photon energy, and 4 is a constant.

ahv = A(hv — Eg)U2 (6)

The morphological investigation was carried out and Fig. 4
shows the FESEM image of the as-synthesized fab-fracs where
the square-shaped facets have been highlighted. These serve as
building-blocks resulting in the final fractal structure. These
structures also demonstrate that the interconnections in the

(110
N

Intensity (a.u.)

30 40 50 60 70 80
20 (degree)

Fig. 3 X-Ray diffractogram of SnO, fab-fracs showing peaks corres-
ponding to different Miller indices. The inset shows the bandgap of
3.61 eV as estimated from Tauc plot. Reprinted by permission from
Springer Nature Customer Service Centre GmbH: Springer, Journal of
Sol-Gel Science and Technology, Large-scale growth of tin oxide fabri-
cated fractals, Vishal Kamathe and Rupali Nagar, Copyright (2022) Springer
Nature Switzerland AG, Part of Springer Nature 2°

© 2022 The Author(s). Published by the Royal Society of Chemistry
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Fig. 4 Representative FESEM image of SnO, fab-fracs showing square-
shaped building blocks. Reprinted by permission from Springer Nature
Customer Service Centre GmbH: Springer, Journal of Sol-Gel Science and
Technology, Large-scale growth of tin oxide fabricated fractals, Vishal
Kamathe and Rupali Nagar, Copyright (2022) Springer Nature Switzerland
AG, Part of Springer Nature.2°

case of fractals range from sub-micron to macro-scale providing
variation at different length-scales.

Image and text steganography

This section first discusses the image steganography. In the
present work, Fig. 2(f) was selected as the secret image and
different fab-fracs shown in Fig. 2(a-e) were used as cover
images. All the images were converted to a payload capacity
of 24 bpp for uniform comparison. The algorithm implemented
for encryption was adopted from the work of Ghosal et al.>* The
CI and SI were compared for their visual similarity, PSNR, SSIM
and difference in histogram profiles. To test the effectiveness of
fab-fracs as CI, two cruciform shapes were drawn, one which
was flat and the other was raised/embossed. These were com-
pared against a cruciform-shaped fab-frac. The result of encryp-
tion is shown in Fig. 5(a), (b) and (c), respectively for flat,
embossed and cruciform shaped fab-fracs. While in all three
cases, it is visually difficult to understand that SI contains
hidden information, the PSNR and SSIM values are slightly
different. However, the fluctuations captured in histogram
plots for CI and SI overlap considerably well for the
cruciform-shaped fab-frac as compared to sketched cruciform
shapes. Fig. 5(d-g) depicts the CI and SI histograms for other
geometries of fab-fracs shown as insets. Here also, the extent of
the overlapping of CI and SI histograms confirms effective
encryption. Table 3 below summarizes the PSNR and SSIM
values for different fractal shapes.

The high PSNR (>30 dB) and SSIM (close to 1) values in
Table 3 show that the fab-fracs show very good encryption. The
peak signal to noise ratio after encryption has minimal noise
levels and thereby has high chances that the hidden informa-
tion is transferred without any suspicion. When information is
wired over the internet, some information can be in the form of
text only. The methodology of text encryption is different from
that of image encryption. Text is hidden in the cover image
using the LSB approach discussed above.*® Secret text is
successfully decoded with the stego image containing the
hidden message when compared to the cover image with a
PSNR value of 86.18 dB and an SSIM value of 0.9999 for an

Mater. Adv,, 2022, 3, 7285-7292 | 7289
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cruciform (c—g) Comparison of fab-fracs used as Cl and their respective SI.
PSNR value reported in decibels (dB) and SSIM values after encryption are
reported. Inset optical image in (g) is reproduced from Kamathe and Nagar,
2021, Beilstein Journal of Nanotechnology, 12, pp. 1187-1208, © 2021
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Table 3 Details of PSNR and SSIM values for cover images shown in Fig. 5
after encryption

Cover image PSNR (dB) SSIM

Fig. 5(a) 48.8016 0.9919
Fig. 5(b) 49,9251 0.9949
Fig. 5(c) 48.5057 0.9979
Fig. 5(d) 48.5419 0.9984
Fig. 5(e) 48.377 0.9941
Fig. 5(f) 48.6131 0.9932
Fig. 5(g) 48.4913 0.9977

image with 24 bpp payload capacity. Thus, the fab-frac images
work for text-based encryption too.

Creating a library of cover media

The above analysis of image and text-based encryption shows
that fab-fracs can be successfully used for encryption. However,
creating a databank of cover media using fab-fracs and using
time-based retrieval will increase the robustness of encryption.
According to a report, the computer systems in the United
States were vulnerable to system attacks every 39 seconds.
Thus, the concept of a fractal library where fab-frac images are
collected as a library databank and randomly used as CI with
the passage of time adds to the randomness with the required
level of variance and redundancy. The scheme is depicted
below in Fig. 6. Now, as real time changes, a change of cover
media yields a different stego image adding one more level of
complexity thereby making encryption more efficient and diffi-
cult to decode.

Comparison of fab-fracs and computationally generated
fractals

Since fractals can also be generated using mathematical non-
linear functions or designed graphically,*"** it is pertinent to
compare the performance of such fractals with lab-grown fab-
fracs.>>** For this purpose, graphically designed fractals were
used as cover images and the encryption metrics compared
with fab-fracs. For both the cases, the PSNR and SSIM values
were comparable (~48 dB), though a slight improvement in
SSIM values for lab-grown fab-fracs was obtained. To design
fractals graphically, one requires computer systems with high
computational capabilities, graphic cards, high processor

PSNR: 485057
SSIM: 0.9979

Cover image at time Ty
?

@D
. 2

PSNR: 48.6131
SSIM: 0.9932

PSNR:48.5497

b e SNR:48.
r}z 55 PERE| SSTM: 0.9984
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algorithm

Cover image at time T2
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Cover image at time T3

Fig. 6 Time-based random selection of cover media from a fab-frac
library.

© 2022 The Author(s). Published by the Royal Society of Chemistry
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speeds and the process is time consuming. The lab-grown fab-
fracs can be altered in morphology/geometry by changing the
temperature, pH of the reaction mixture, material, etc. very
easily. In this work, different fractal geometries could be
generated in a span of five minutes with the same reaction
mixture (not shown here). Therefore, the entire process of
generating fab-fracs and a library of fab-fracs is a very simple
process and outsmarts mathematically or graphically designed
fractals. There are some other reports too where lab-grown
fractals have been reported by different synthesis techniques.
The interested reader is referred to other reports.®**~>?

Conclusions

In this work material science generated fab-fracs have been
used as cover media for steganography encryption. The PSNR
values of ~48 dB and SSIM range of 0.993-0.998 indicate a
high degree of encryption. Furthermore, the concept of a fractal
library is proposed to carry out data encryption that enhances
the randomness of the selected cover image in real time. As
every encryption method lasts only until an attacker figures out
how to break into it, it is necessary to build tools and techni-
ques that are complex by nature and to add a time variation in
it. Here, by proposing a dynamic real time fab-frac based
encryption system that is independent of any computational
techniques to generate the cover image, unique fingerprint-like
encryption has been demonstrated that will serve as a next-
generation steganography tool for a long time.
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