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The popularity of 2D barcodes is playing a key role in simplifying people's daily life activities, such as
identification, quick payment, checking in and checking out, etc. However, relevant issues have emerged
as their popularity has soared. The most urgent and representative problem is decryption, which may
lead to serious information leakage and substantial damage to organizations, such as governments and
international enterprises. This issue is mainly due to the visibility of 2D barcodes. In order to prevent
potential privacy violation and sensitive information leakage through easy access of those visible 2D
barcodes, we have designed and fabricated invisible 2D barcodes that will only be visible under UV
illumination. This approach provides a promising solution to address the previous problem by
transferring 2D barcodes into an invisible state. We have employed a typical micro-emulsion method to
fabricate polystyrene (PS) fluorescent nanoparticles due to its simplicity. The invisible patterns can and
will only be accessed and recognized under UV light illumination to protect personal private information.
These invisible 2D barcodes provide a feasible solution for personal information protection and fit with

rsc.li/rsc-advances

Introduction

As the popularity of barcodes has spread from Asia to America
and Europe,’ people's daily activities have become more
dependent on 2D barcodes, such as identification, authentica-
tion, login and so on. There are some issues arising with the
spreading trend of barcodes, such as information leakage
caused by 2D barcode cracking and identity theft caused by
forging 2D barcodes. The most obvious approach to address
these issues would be to make more complex and sophisticated
barcodes. People have tried to cipher information from linear
barcodes into complex cryptic notes such as 2D barcodes with
a larger capacity of data storage.” 2D barcodes are easy to access
and recognize via using various fluorescent materials. Colourful
2D barcodes' storage and encryption capabilities are increasing
compared to binary barcodes,** but they still need to overcome
information leakage due to encryption algorithm cracking.®
Polymer-based fluorescent materials are a great candidate
for bio-labelling and imaging and have attracted great attention
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a patient’s privacy protection scenario very well, as we have demonstrated.

due to their tunable optical,*** and chemical properties, dura-
bility*> and functionalization.”*™® The fluorescent dye not only
enables the capability of optical imaging, diagnosis and treat-
ment'**® but also offers a platform for information storage and
encoding.'*** The encoding can be obtained through spectrum
reading of the peak location and intensity.>® The bio-inertness
of polymer bulk offers biocompatibility and the capability of
encapsulating some thermal/oxygenic sensitive materials to
preserve their optical properties,”** chemical stability***> and
low cytotoxicity.**** Inorganic nanoparticles also contribute
a lot in this area due to their outstanding optical proper-
ties.®1%?*353% Quantum dot-doped nano-polymers have been
used to print banknotes, watermarks and other valuable docu-
ments to prevent counterfeiting due to their specific fluores-
cence emission under fixed excitation.?**

Similar anti-forgery barcodes can be fabricated for data
encryption.®*>** The use of quantum dots suffers from chemical
instability and cytotoxicity.**** Xu's group has used up-
converting nanoparticles (UCNPs) to produce high-resolution
anti-counterfeiting patterns.® Furthermore, they fabricated
a drug capsule with multi-layered colourful UCNPs for drug
identification and anticounterfeiting.’® The UCNPs offer a trig-
gerable UV light source for the excitation of doped dyes. The
invisibility of information bar codes greatly enhances the
security and anti-counterfeiting capabilities of information.
Thomas et al. have created a non-clonal anti-counterfeiting
label for an optical authentication system by adding a layer of
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microscopic particles to the quick response (QR) codes to form
unique patterns.*** Stanley May et al. have demonstrated covert
QR codes via lanthanide-doped nanoparticles.*® These
composite inks developed with up-converting particles are
invisible under ambient light and become visible under
infrared excitation (980 nm).**** However, the extra heat effect is
a potential hazard in dealing with these UCNP-based systems.

There is still some space to explore and study the imple-
mentation of encryption and encoding in the light of previous
work. Here we present an approach to produce PS fluorescent
nanoparticles using the classical micro-emulsion method to
address the decryption issue of current popular visible 2D
barcodes. The PS fluorescent nanoparticles are fabricated via
a traditional micro-emulsion method. The emission can be
tuned via adjusting the mass fraction of the doped fluorescent
dyes (Anthracene and Coumarin 6) to match the substrate, such
that they become invisible. These nanoparticles are condensed
and printed onto non-fluorescent paper to design 2D barcode
patterns. These 2D barcodes are invisible under daylight and
become visible under UV light excitation (365 nm). We build
a patient identification and registration system to verify and
confirm their feasibility. The whole system works quite well in
preliminary testing. The main procedure is presented in Fig. 1.
We sincerely believe that this system is a very promising and
competitive key player for building safer and more secure bar-
code systems.

Experimental

Materials

Polystyrene (PS) (M,, 30 000-40 000), anthracene, coumarin 6,
sodium dodecyl sulfate (SDS) and toluene were used. All
chemical agents were purchased from Sigma-Aldrich and used
without further purification.

Instruments

Scanning electron microscopy (SEM) was performed on a SEM
S4700 and Gemini SEM 300. SEM was used to characterize the
morphology of the polystyrene particles and fluorescent poly-
styrene particles. The nanoparticle size and size distribution
were measured by Dynamic Light Scattering (DLS) using

:

Coating to form B8

invisible pattern

Fig. 1 A scheme of fluorescent nanoparticle fabrication and their
implementation into 2D barcodes.
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a Malvern Zetasizer Nano ZS 90. The samples' fluorescence
spectra were obtained by a fluorescence spectrophotometer (RF
5301, Thermo-Fisher). The samples’ solid-state fluorescence
spectra were checked by a fluorescence spectrophotometer (F-
7000). Nanoparticle dispersion was completed by using an
Ultrasonic Cell Pulverizer (JY92-IIDN). The power is 10% and
the probe diameter is 6 mm. Each sample was cycled three
times for 1 minute each time. The fluorescence of the nano-
particles was characterized by a Confocal Laser Scanning
Microscope (CLSM) (Zeiss 710). The samples’ fluorescence life-
times were measured by a fluorescence lifetime spectrometer
(Quantaurus-Tau C11367).

Fabrication of polystyrene nanoparticles

The fluorescent nanoparticles are fabricated via a modified
micro-emulsion method. The emulsifying force is offered by
a sonication probe (6 mm) with 10% sonicating power, whose
full load power is 700 W. The dispersed phase is toluene (2 mL)
with 1% polystyrene and the aqueous phase is water (14 mL)
with stabilizer SDS. The SDS concentrations were tuned from
0.001 mg mL™ ", to 0.01 mg mL ™', 0.1 mg mL ™", 0.5 mg mL ",
1 mg mL™', 5 mg mL™", 10 mg mL™~" and 20 mg mL~". The
sample was stirred at 300 rpm for 1 hour. The ultrasound in the
pulse model was set to pulse mode, which means ultra-
sonication for 1 second and rest for 1 second. The total soni-
cation time is 1 minute. The entire process is repeated 5 times
to minimize the size distribution. The emulsified emulsion is
magnetically stirred at 300 rpm for 48 hours in a fume hood to
evaporate all remaining toluene. The nanoparticle size distri-
bution and morphology were characterized by DLS and SEM.

Fabrication of fluorescent polystyrene nanoparticles

Fluorescence properties can be induced by loading fluorescent
dye into the dispersed phase at the very beginning together with
the PS dissolution process. In the fabrication of fluorescent
nanoparticles, the initial steps are the same besides the fact that
the fluorescent dye should already be dissolved in the toluene.

Pattern formation

The fluorescent nanoparticle ink was printed on non-
fluorescent paper to form specific patterns.

Results and discussion

We have fabricated PS nanoparticles using a micro-emulsion
method by varying the concentration of SDS to tune the
particle size. The particles size distribution and mean value
were characterized by DLS as a function of SDS concentration.
The size decreases from 200 nm to 60 nm (in diameter) when
the SDS concentration increases from 0.001 mg mL™" to 20 mg
mL " as shown in Fig. 2a. The size remains constant when the
SDS concentration is over 10 mg mL . This is reasonable and
expected since it is SDS's critical micelle concentration
(CMC).*>* The particle size and distribution do not change
much after SDS reached its CMC because the surface tension
will not decrease anymore after it reaches its lowest value.*” The
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Fig. 2 (a) Size distribution of nanoparticles with different SDS concentrations. (b) Mean value of nanoparticle size as a function of SDS

concentration. (c) The SEM of PS nanoparticles emulsified with 0.01 mg mL™ SDS. (d) The SEM of PS nanoparticles emulsified with 0.1 mg mL™!

SDS. (e) The SEM of PS nanoparticles emulsified with 5 mg mL™* SDS.

size distribution becomes narrower as the SDS concentration
increases, as we can see from Fig. 2b. The mean size fluctuation
(the error bar of the y-axis) becomes smaller when the SDS
concentration increases. SEM shows that the particles are
spherical and their size decreases as the SDS concentration
increases as shown in the further particle morphology study
and size estimation in Fig. 2c-e. Fig. 2¢ is an SEM image of
particles emulsified with an SDS concentration of 0.01 mg
mL . The size range is around 100-300 nm. This matched with
the mean size value (200 nm) from DLS. Fig. 2d and e further
confirmed that the size decreased as the SDS concentration
increased to 0.1 mg mL ™" and 5 mg mL™*. The bubble problem
could arise if we increase the SDS concentration too much.
Therefore, we choose an SDS concentration of 5 mg mL ™" to
balance the nanoparticle size distribution and bubble genera-
tion problem for particle fabrication.

The fluorescent dye can be loaded into the nanoparticles via
dissolving it into toluene. We choose anthracene and coumarin
6 to dissolve into toluene, respectively. The fluorescence spectra
of these two samples are shown in Fig. 3a and d. We also
checked the fluorescence spectrum for each fluorescent dye in
the ‘free state’ (dissolved in solution) and ‘frozen state’ (loaded
into polymer nanoparticles) for spectrum verification. The peak
emission wavelength is around 405 nm for anthracene both in
toluene solution and in PS nanoparticles (Fig. 3a). The peak
emission wavelength is around 490 nm for coumarin 6 both in
toluene solution and in PS nanoparticles (Fig. 3d). The photos
in the right upper corner are corresponding samples under UV
light illumination (wavelength 365 nm). These results indicate
that anthracene and coumarin 6 are both environmentally

37294 | RSC Adv., 2019, 9, 37292-37299

independent during fluorescence emission. We used confocal
microscopy to confirm that the fluorescence emission is indeed
from the fabricated fluorescent nanoparticles. The results are
presented in Fig. 3b and e. It is clear that the anthracene and
coumarin 6 fluorescent nanoparticles emit blue and green
fluorescence in their corresponding channels, respectively. The
excitation and emission spectra of anthracene and coumarin 6
are presented in Fig. S1.t The images under split channels are
shown in Fig. S2.7

A sample visibility-switching test is performed by checking
the visibility of the printed letters “HIT” as shown in Fig. 3c and
f. The anthracene-doped nanoparticles are invisible under
daylight and visible with UV excitation. The only defect is that
the pattern is not bright enough for quick recognition. On the
contrary, the coumarin 6-doped nanoparticles' emission is very
bright. It is so bright that it could easily be seen under daylight
too.

We decided to tune the spectrum to get a better invisible and
accessible performance via Foster Resonance Energy Transfer
(FRET). The total dye mass fraction is fixed at 0.001 wt%. The
mass ratio of anthracene was decreased from 99% to 55% while
the mass ratio of coumarin 6 was increased from 1% to 45%,
correspondingly. The details of the S1 samples are given in
Table 1. The non-fluorescent substrate optimization details can
be found in S3 and S4. The ratios of molarity calculation can be
checked in the ESL

The S1 sample characterizations are shown in Fig. 4. It is
clear that the samples' colour changed from blue to green as the
coumarin 6 content increased from 1% to 45%, as Fig. 4a
shows. The fluorescence spectra of the S1 samples also showed

This journal is © The Royal Society of Chemistry 2019
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(a) Emission spectra of anthracene in toluene solution and in fluorescent nanoparticle suspension. The excitation wavelength is 365 nm.

(b) CLSM image of the anthracene fluorescent nanoparticles. (c) Visibility-switching demonstration of the HIT pattern formed by the anthracene
fluorescent nanoparticles. (d) Emission spectra of coumarin 6 in toluene solution and in fluorescent nanoparticle suspension. The excitation
wavelength is 450 nm. (e) CLSM image of coumarin 6 fluorescent nanoparticles. (f) Visibility-switching demonstration of the HIT pattern formed

by coumarin 6 fluorescent nanoparticles.

the same trend in Fig. 4b. It is quite obvious that there are two
peaks (blue peak wavelength 405 nm and green peak wave-
length 490 nm) which response to anthracene and coumarin 6,
respectively. The blue peak's intensity is decreased from 1 to 0.1
as the anthracene mass ratio decreases from 99% to 55%. On
the contrary, the green peak's intensity is increased from 0.10 to
1 when the coumarin 6 mass ratio increases from 1% to 45%.
The peak intensity variations are much bigger than the fluo-
rescent dye's mass ratio variation. The extra variation is due to
FRET between anthracene and coumarin 6. In order to charac-
terize the FRET efficiency between these two dyes, we have
measured the lifetime***® of the Anthracene donor for all
samples as shown in Fig. 4c. The apparent lifetime 7, dropped
from 2.77 ns to 1.65 ns. This is because the donor Anthracene
can transfer its energy to Coumarin 6 via FRET, which will
shorten its lifetime. This means that the FRET efficiency
increases as the coumarin 6 content increases. A schematic
picture of this process is given in Fig. 4c, upper-right corner.
The blue dots represent anthracene while the green dots

represent coumarin 6. The black arrow is the energy trans-
ferring via FRET. It is clear and obvious that the black arrows
increase when the receptor (coumarin 6) concentration
increases, which means that the system's FRET efficiency
increases.>>!

There are several ways to calculate FRET efficiency.’**>** One
is based on fluorescence peak intensity variation. I, is the peak
fluorescence intensity of the donor (which is anthracene in our
case). Ip, is the peak fluorescence intensity of the acceptor,
while A means apparent. The formula is given in eqn (1).

E—1- 1o (1)

Another way to calculate FRET efficiency is based on the
donors' lifetime change. The formula is given in eqn (2). 7p, is the
mean fluorescence lifetime of the donor (which is anthracene in
our case). Tp, is the mean fluorescence lifetime of the donor in the
presence of the acceptor, while A means apparent.***

Table 1 The detailed information of anthracene and coumarin 6 mass ratio for the S1 series of samples

Sample S1_1 S1_2 S1_3 S1_4 S1_5 S1_6 S1_7 S1_8 S1.9 S1_10
Mass ratio (%) 99:1 95:5 90:10 85:15 80 : 20 75:25 70:30 65:35 60 : 40 55:45
Ratios of molarity (molar ratio) 975:5 187:5 90:5 56:5 40:5 30:5 28:5 18:5 15:5 12:5

This journal is © The Royal Society of Chemistry 2019
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scenario.

E— ™ — TpA (2)

™

We have calculated the FRET efficiency by using these two
methods. The FRET efficiency increased from 0.607 to 0.982
when the coumarin 6 mass fraction increased from 1% to 45%
as shown in Table S1.f In Table S2,f the FRET efficiency
increased from 0.001 to 0.406 when the coumarin 6 mass frac-
tion increased from 1% to 45%. The details can be checked in
Table S1 and S2.7 The similar trend from these two approaches
confirms that anthracene transferred more energy to coumarin
6 via FRET.

Samples of S1_4 to S1_10 are printed on non-fluorescent
paper to investigate their display properties. Samples of S1_1
to S1_3 showed good optical properties despite their low
emission intensity. We chose an optimized dye ratio (anthra-
cene is 99% and coumarin 6 is 1%) for emission optimization in
consideration of the FRET effect. We tried to increase the mass
fraction of the mixed dyes to increase the fluorescence intensity
by increasing the total dye content from 0.001% to 0.1%, as
shown in Table 2.

Table 2 The details of anthracene and coumarin 6 mass ratio in Fig. 5a

The S2 sample characterization is shown in Fig. 5. It is clear
that the samples' colour changes from blue to green as the total
dye concentration increases from 0.001% to 0.1%, as shown in
Fig. 5a. The blue peak decreased a little bit, while the green peak
increased from 0.1 to almost 0.8 in the fluorescence spectrum as
shown in Fig. 5b. The peak variations are totally due to the
distant proximity>* of enhanced FRET between anthracene and
coumarin 6.

The S2 sample lifetimes were measured as shown in Fig. 5c
and their FRET efficiency was calculated via the previous two
methods. The FRET efficiency increased from 0.582 to 0.902 as
the total dye concentration increased when we calculated it via
the peak intensity method. The FRET efficiency increased from
0.001 to 0.109 as the total dye concentration increased when we
calculated it via the lifetime method. The details are listed in
Table S3 and S4.%

Sample S2_4 shows a good invisibility on non-fluorescent
paper and good visibility under UV excitation. Therefore, we
choose sample S2_4 to do the visibility-switching test. The
composition of the printed ink is as follows. Glycerol is mixed
with 15% fluorescent nanoparticles, centrifuged and dried to

Sample S2. 1

S22 S2_3 S2_4

The mass ratios of anthracene : coumarin 6, 99 : 1

37296 | RSC Adv., 2019, 9, 37292-37299

Dye 0.001 wt%

Dye 0.01 wt% Dye 0.05 wt% Dye 0.1 wt%

This journal is © The Royal Society of Chemistry 2019
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Fig. 5 (a) The images of the S2 series of samples in suspension under UV excitation. (b) The fluorescence spectra of the S2 series of samples. (c)
The lifetime measurements of the S2 series of samples. Upper right corner is a schema of the FRET mechanism in an increasing acceptor

scenario.

form a high viscosity mixture and then printed on non-
fluorescent paper. The 2D barcode can be used to encrypt
private information. The visibility-switching test results are
presented in Fig. 6. The barcode is invisible and becomes visible
due to UV excitation, and it passes the invisible exam part

a) A c)

30mm

Step (1)

perfectly. It shows good protection of private information and
good accessibility under UV excitation. It can therefore be used
for invisible barcode material fabrication due to its wide and
fine operational window.*® In Fig. 6c, we demonstrate that the
barcode can be linked to a hospital database, and used to show

Fig. 6 (a) Photograph of the invisible 2D barcode tag under daylight. (b) Photograph of the invisible 2D barcode tag under UV light. (c)
Demonstration of a prototype version of our invisible patient wristband; information can be identified as shown in step 1 to step 3.

This journal is © The Royal Society of Chemistry 2019
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the related patient information, such as name, gender, age and
history of diagnosis and therapy, via a mobile phone. This can
avoid undesirable glances without UV lamp excitation. Mali-
cious observation of the information can only be done with UV
lamp excitation due to the necessity of UV excitation. These
invisible labelled bars can be easily transported on a patient
wristband and used to protect privacy.

A prototype of an invisible patient wristband tested in real
scenarios is presented in Video S1 and S2.1 Video S17 shows the
invisibility of the 2D barcodes without UV excitation. This
system works fine under UV excitation, as we demonstrate in
Video S2.1 We further sealed these 2D invisible barcodes with
transparent PS film to enhance their durability and anti-
scratching properties. The sealed samples can be accessed
and recognized easily as presented in Fig. S5 and Video S3.7 The
sealed sample's florescence emission intensity is almost the
same after two months, as shown in Video S4.f The sample
without sealing treatment became very blurred and its fluores-
cence emission intensity was quite weak after two months. The
sealing treatment enhanced the samples' durability a lot, as we
expected.

Conclusions

In summary, we have fabricated tunable fluorescent polystyrene
nanoparticles by the classical micro-emulsion method to
address the security issues of current 2D barcodes, such as
information leakage and decryption due to their visibility. The
particle size and emission spectrum can be tuned to fit with
various situations of all possible application cases. The fluo-
rescent nanoparticles are formed into a printable ink to be
printed as an encrypted invisible 2D barcode pattern for iden-
tification and registration in bio-medical applications. These
invisible 2D barcode tags can be recognized in less than 1
second under UV light. The whole tag can be sealed by a plastic
film to enhance its durability, remaining stable for at least two
months. The plastic sealing also offers good protection against
humidity and scratching in practical applications. We have
further demonstrated the use of the barcodes for patient iden-
tification and registration in hospital identification systems.
Our prototype of a private patient wristband demonstrates
a good adaptability in the case of patient privacy protection and
shows very promising prospects in this area of application.
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