
ISSN 2040-3372

 REVIEW ARTICLE 
 Nguyen Thi Kim Thanh, Xiaodi Su  et al.  
 Sensing of circulating cancer biomarkers with metal 
nanoparticles 

Nanoscale
rsc.li/nanoscale

Volume 11  Number 46  14 December 2019  Pages 22137–22600



Nanoscale

REVIEW

Cite this: Nanoscale, 2019, 11, 22152

Received 9th April 2019,
Accepted 24th August 2019

DOI: 10.1039/c9nr03040a

rsc.li/nanoscale

Sensing of circulating cancer biomarkers with
metal nanoparticles
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The analysis of circulating cancer biomarkers, including cell-free and circulating tumor DNA, circulating

tumor cells, microRNA and exosomes, holds promise in revolutionizing cancer diagnosis and prognosis

using body fluid analysis, also known as liquid biopsy. To enable clinical application of these biomarkers,

new analytical tools capable of detecting them in very low concentrations in complex sample matrixes

are needed. Metal nanoparticles have emerged as extraordinary analytical scaffolds because of their

unique optoelectronic properties and ease of functionalization. Hence, multiple analytical techniques

have been developed based on these nanoparticles and their plasmonic properties. The aim of this review

is to summarize and discuss the present development on the use of metal nanoparticles for the analysis

of circulating cancer biomarkers. We examine how metal nanoparticles can be used as (1) analytical trans-

ducers in various sensing principles, such as aggregation induced colorimetric assays, plasmon resonance

energy transfer, surface enhanced Raman spectroscopy, and refractive index sensing, and (2) signal

amplification elements in surface plasmon resonance spectroscopy and electrochemical detection. We

critically discuss the clinical relevance of each category of circulating biomarkers, followed by a thorough

analysis of how these nanoparticle-based designs have overcome some of the main challenges that gold

standard analytical techniques currently face, and what new directions the field may take in the future.

1. Introduction

Tissue biopsy is a gold standard technique for the investi-
gation and diagnosis of cancer. Nevertheless, the removal of
patient tissue presents important limitations in terms of
sample acquisition and information obtained. As an example,
one of the main challenges in tissue biopsy is cancer hetero-
geneity,1 which can exist within the same tumor (intra-tumoral
heterogeneity) and between metastases in the same patient
(inter-metastatic heterogeneity).2 Therefore, the extraction of
tissue from a specific solitary tumor may not provide the
whole information of the patient condition. However, multiple
tissue extractions are not recommended to overcome cancer
heterogeneity because every extraction increases the risk of
spreading the disease to other parts of the body,3 and tissue

biopsies present clinical complications (e.g. 17.1% of thoracic
biopsies have been reported to result in adverse events4).
Furthermore, the location of some tumors makes the sample
extraction very challenging or impossible.5

Liquid biopsy, as an alternative to tissue/solid biopsy, is
less invasive and more robust against cancer heterogeneity.
The analysis and quantification of cancer-related biomarkers
from various body fluids, including blood,6,7 urine,8 saliva9

and cerebrospinal fluid,10 present significant advantages: (1)
body fluids are a fresh source of biomarkers; (2) the samples
are obtained through non-invasive or minimally-invasive pro-
cedures; and (3) liquid samples can be collected at any point
throughout the course of the therapy, providing dynamic infor-
mation regarding the tumor evolution. Nevertheless, all these
benefits are hampered by the lack of sensitivity or specificity of
most protein cancer biomarkers, such as prostate specific
antigen (PSA)11,12 or carcinoembryonic antigen (CEA).13 Thus,
liquid biopsies for these proteins are only used as supplemen-
tary diagnostic tools. In addition, the analysis of cancer bio-
markers has been mostly focused on disease diagnosis, rather
than prognosis, which could have the potential to improve the
treatment and disease management.

During the last few years, increasing amount of research
has been published regarding new kinds of circulating bio-
markers, such as cell-free and circulating tumor DNA,14

microRNA,15 circulating tumor cells16 and exosomes.17 They
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have been identified as potential biomarkers with unique clini-
cal opportunities for diagnosis and prognosis of cancer
because of (1) their high stability in body fluids; (2) concen-
tration-dependence of disease states; and (3) rapid clearance
from the bloodstream, providing real-time information of the
patient condition.18 However, their applications in the clinic
have been limited by low concentration and high heterogeneity
(in some cases). New sensing methodologies with high sensi-
tivity, tolerance to complex matrix backgrounds and multiplex
detection are required to promote the clinical applications of
circulating biomarkers.

Noble metals have been used in medicine throughout the
history of civilization.19,20 For instance, Egyptians were already
using gold in dentistry around 4500 years ago,21 Persians used
to stock clean water in silver containers in order to avoid con-
tamination22 and the Hippocratic Corpus, an ancient medical
Greek book written in the 5th century B.C., described the use
of gold wires in jaw fractures.23 During the past couple of
decades, significant progress in colloidal and surface chem-
istry has resulted in a significant volume of basic and applied
research of noble metals at the nanoscale, such as metal nano-
particles (mNPs).24–26 The size-dependent physicochemical
properties of mNPs have allowed them to be used as sensitive

transductors for bioassays and sensors to detect various bio-
logical events through color change, fluorescence modulation
and spectroscopy enhancement.27–29 These extended appli-
cations are based on mNPs being easily functionalized by
many recognition elements, such as DNA, proteins and anti-
bodies, that provide selectivity towards different biological
targets.27,30,31 The combination of highly versatile nanoparticle
sensing principles with recognition elements has resulted in
bioassays with fast responses and visual outcome, suitable for
use in resource limited environments (Scheme 1).32

The great interest surrounding circulating cancer bio-
markers for cancer diagnosis has been shown in the publi-
cation of numerous reviews focusing on the biology17,38–40 and
clinical aspects of these biomarkers14,16,41,42 as well as the
different techniques used to analyze them,43–46 including
some based on nanomaterials and nanoparticles.47,48 There is
not yet, however, a critical review that (1) critically evaluates
the status of circulating cancer biomarker based diagnosis,
such as the common techniques used in the analysis and their
current limitations, (2) describes how methods based on
mNPs can overcome these limitations and (3) discusses what
possibilities nanosensing may offer in the coming years. In
this review we bridge this gap by analyzing the recent progress
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in using mNPs for circulating cancer biomarker sensing. We
introduce the topic by summarizing the fundamentals of
mNPs and their sensing principles; we also describe the clini-
cal opportunities that each circulating cancer biomarker
offers. We then evaluate the analytical challenges that MNP-
based assays have overcome and further comment on the great
potential that mNP-based biosensors hold for the future.

2. Metal nanoparticles as sensing
materials
2.1. Localized surface plasmon resonance

The unique optical and electronic properties of mNPs are the
result of the collective oscillation of the conduction band elec-

trons when perturbed by an external electromagnetic radi-
ation.49 This electromagnetic force pushes away the electron
cloud from the equilibrium position, inducing a surface polar-
ization that promotes the oscillating movement and restores
the system’s equilibrium (Fig. 1a). This phenomenon occurs at
very specific light frequencies and is called localized surface
plasmon resonance (LSPR).50 The first quantitative explanation
of LSPR appeared in 1908, when Gustav Mie solved Maxwell’s
electromagnetic equations for small spherical gold particles.51

Despite that pioneering work, the unusual optical properties
of mNPs did not achieve widespread popularity until two
decades ago, when different morphologies were finally accessi-
ble through newly developed synthetic protocols.52,53 The new
colloidal chemistry combined with improvement in computing
power provided a deeper understanding and refreshed the
interest on the interaction between mNPs and light.

LSPR is sensitive to many parameters, such as size and
shape of the nanoparticle,54 refractive index of the surround-
ing medium,55 ligands on the surface,56 temperature,57 and
interparticle distance.58,59 Depending on the nanoparticle size
and shape, the energy of excited plasmons is released by radia-
tive (i.e. scattering of light) or non-radiative pathways.60 The
non-radiative paths include the production of heat (if the
nanoparticle is isolated) or electron transfer to adsorbed enti-
ties, such as in catalysis or semiconductor doping.

Strong far- and near-field effects are produced when the
plasmon is excited. The former defines the extinction, scatter-
ing and absorption cross section of the nanoparticles. The
latter affects the space near the surface, changing the inter-
action with nearby molecules or other particles. These near-
field effects are used in several analytical techniques, such as
surface enhanced Raman spectroscopy64 or fluorescence
enhancement.65 The plasmon fields in nanoparticles are more

Scheme 1 Schematic representation of the main components on the
sensing of circulating cancer biomarkers by mNPs covered in this
review. Adapted with permission from ref. 33 (Copyright 2011 Elsevier),
ref. 34 (Copyright 2010 Royal Society of Chemistry), ref. 35 (Copyright
2018 Materials Research Society), ref. 36 (Copyright 2010 American
Chemical Society), and ref. 37 (Copyright 2012 American Chemical
Society).
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Fig. 1 (a) Schematic representation of electron collective oscillation
with the incident electromagnetic field in gold nanoparticles. Adapted
with permission from ref. 61 (Copyright 2011 Springer Nature). mNPs of
other materials, such as silver or copper, also exhibit LSPR. (b) Simulation
of the electromagnetic field (V m−1) for a single 100 nm gold nanoparticle
and a dimer with incident 633 nm wavelength light. Adapted with per-
mission from ref. 62 (Copyright 2011 MDPI). (c) Polymer-coated AuNPs
with spherical, rod and star morphologies. Adapted with permission from
ref. 63 (Copyright 2010 Royal Society of Chemistry).
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sensitive to distance (i.e. they scale as 1/r3, where r is the dis-
tance from the metal surface) than in bulk metal (i.e. they scale
as 1/r).66 This strong distance-dependency confines the electro-
magnetic field around the nanoparticle, becoming a very loca-
lized and high-density phenomenon (Fig. 1b). When two nano-
particles are placed in close proximity (i.e. distances below half
nanoparticle diameter), their LSPR couples, changing the be-
havior of the plasmon and producing hot spots in the nano-
particle gap.67 The stronger electromagnetic field in the gap can
be used in different ways, such as enhancing Raman scattering
signals, which can achieve single-molecule sensitivity.68

2.2. Different classes of mNPs

Gold (Au), silver (Ag) and copper (Cu) are attractive candidates
for optical technologies because their LSPR bands are in the
visible region, in contrast to transition metals, whose plasmon
bands lie in the UV region.69 Nevertheless, since Cu is easily oxi-
dized,70 most mNP studies have been focused on Au and Ag.

The most common strategy in the synthesis of mNPs is salt-
reduction. In this approach, a soluble metal salt is reduced by
a reducing agent in the presence of a stabilizing component,
which tailors the growth of the crystal in different mor-
phologies, including nanospheres, nanorods, and nanostars
(Fig. 1c), and prevents aggregation and precipitation.

Spherical gold nanoparticles (AuNPs) are the most commonly
used mNPs and are frequently synthesized through the
Turkevich method, where Au3+ salts are reduced to Au0 by
citrate at 100 °C.71 Then, the metallic Au nucleates yielding
small AuNPs (∼2–4 nm), which aggregate, rendering larger par-
ticles with diameters around 20 nm. Interestingly, no further
stabilization is required since citrate acts as both reducing and
capping agents. Further studies proved that the nanoparticle
diameter could be adjusted from 20 to 60 nm by changing the
molar ratio between Au3+ and citrate.72,73 Although the original
Turkevich method dates back to 1951, the growth mechanism
of the particles is still not fully understood, being the subject
of several recent studies.74–76 Another popular synthesis of
AuNPs is the Brust–Schiffrin method, where Au3+ cations
(from HAuCl4) are reduced by NaBH4 in a two-phase (water/
toluene) system, in the presence of alkanethiol. The nano-
particles grow in the toluene phase with diameters ranging
from 1 to 3 nm.77 Finally, monodisperse AuNPs have been
recently obtained with fast reaction times by taking advantage
of microfluidic flow reactors.78,79

Gold nanorods (AuNRs) are frequently used for biological
applications because their tunable longitudinal LSPR band
can be easily shifted within the near-infrared biological
window by changing the rod aspect ratio. In addition, AuNRs
show stronger near-infrared absorption than other mor-
phologies and scatter light at smaller sizes.54 AuNRs are syn-
thesized through a seed-mediated method where hexadecyltri-
methylammonium bromide is used as a directing agent.80–84

Gold nanostars (AuNSs) are composed of a spherical core
and several protruding tips.85 The optical behavior of AuNSs is
due to the combination of the two components, with a small
plasmon band originating from the core and a big one from

the tips. Interestingly, the position of the main plasmon band
strongly depends on the aspect ratio, aperture angle and
roundness of the tips but little on their number.86 AuNSs are
synthesized through both seedless and seed-mediated
methods31,85–87 and their main LSPRs induce strong field
enhancements near the tip ends.88 This strong field has been
used to enhance the SERS signal and decrease the detection
levels down to the zeptomolar level.89

Spherical silver nanoparticles (AgNPs) are also grown
through the Turkevich method,90–92 where citrate acts as both
reducing agent and ligand.93 While the Turkevich protocol
yields small and spherical AuNPs, this method produces more
heterogeneous Ag particles with larger sizes (i.e. diameters
around 60 nm). Recent advances in their synthesis include the
use of microfluidic reactors for continuous growth of the
particles.79,94 AgNPs have bluer LSPR bands than AuNPs and
stronger field enhancements.95 Thus, since the publication of
the early synthetic protocols, AgNPs were successfully used as
a substrate for SERS.90,92

Metal nanoclusters (mNCs) are a subclass of mNPs that
show luminescence properties. mNCs are made of a few to
hundreds of atoms with particle sizes smaller than 2 nm.96,97

They present discrete electronic states as a result of strong
quantum confinement effects98 (due to the sub-2 nm sizes)
and strong interaction with ligands.99 Thus, mNCs present
molecule-like behavior, such as HOMO–LUMO transitions,100

strong fluorescence101,102 and quantized charging.103 These
properties make them ideal candidates for catalysis104–106 and
optical technologies.107,108 Ligand selection in the growth of
mNCs is essential to stabilize them and tune the final emis-
sion wavelength.109–114

2.3. Sensing principles for mNP assays

mNPs have been used in many sensing applications because
of their ability to absorb and scatter light in the LSPR frequen-
cies, which can be customized in the visible and near infrared
regions of the spectrum.32 The sensing principles are versa-
tile,115 including colorimetry based on particle aggregation,
LSPR exploiting refractive index changes, fluorescence
enhancement or quenching caused by nanoparticle energy
transfer, and surface enhanced spectroscopy. The nano-
particles with LSPR found in the visible range are ideal probes
for rapid on-site sensing application, including point-of-care
diagnostics, since the changes of absorption can be detected
by the naked eye or using inexpensive instruments.116

Nanoparticles that absorb or scatter light in the near IR region
are more suitable to detect analytes in biological samples
because their LSPR is located within the biological optical
window, where sample matrix interferences are minimized.117

2.3.1. Colorimetric detection. Colorimetric assays are
based on the inter-particle plasmonic coupling between par-
ticles that renders a change in the solution color (i.e. from red
to blue in the case of AuNPs) as the LSPR band red-shifts
because of particle aggregation (Fig. 2).118 The color change
can be induced by any analyte binding that directly or
indirectly aggregates (or disaggregates) the nanoparticles, and
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thus serves as a measure of the presence of specific
analytes.119–121

Early aggregation-based designs date back to the 1990s and
were initially focused on the detection of single-stranded oligo-
nucleotides. Two sets of AuNPs were functionalized with two
probe strands, and the hybridization between the probes and a
target that contained complementary sequences to the two
probes triggered the nanoparticle aggregation.122 Mirkin et al.
were able to obtain sensitivities down to the femtomolar level
with these designs.122 Functionalization of AuNPs with anti-
bodies allowed the detection of other antigens such as pro-
teins. This was the principle behind the pregnancy tests com-
mercialized by Carter-Wallace in the early/mid-1990s.123

Since the early reports of Mirkin et al.,122 aggregation-based
assays have become one of the most studied mNP-based
designs used to characterize multiple analytes through cross-
linking aggregation, such as on-particle DNA hybridization
and/or antigen–antibody recognition.124,125 Later, non-cross-
linking ones, which are based on electrostatic interactions,
were also developed.126–129 These aggregation based assays
present several key advantages over cross-linking and other
homogeneous assays (such as fluorescence-based ones130,131),
including label-free protocols, fast homogeneous solution
interactions and allowing detection by the naked eye or using
low cost instruments.32 Nevertheless, there are still a few
issues that hinder the aggregation-based assay applications in
a complex matrix, such as variable nanoparticle stability under
changes of pH, temperature or ionic strength.32 The upcoming
improvements on particle colloidal stability will define the
future applications of mNP aggregation-based designs.

2.3.2. Refractive index sensing. Refractive index sensors are
based on the change of the dielectric constant of the metal
vicinity by the analyte. Because this effect is distance depen-
dent, the analyte has to be located in close proximity to the
metal surface to effectively change the refractive index of the
surroundings and shift the position of the plasmon band.133

The first designs of refractive index sensors were developed in
the early 1980s and used Ag films as substrates.134,135

Nowadays, however, most common designs employ a thin Au
surface as a plasmonic material and are known as surface
plasmon resonance (SPR) sensors.136 In recent years, several
alternatives using AuNPs,137 Au nanocrosses,138 Au nano-
holes139 or Ag triangles140 have been developed in order to
improve the technique sensitivity compared to Au films.

2.3.3. Surface enhanced Raman spectroscopy. Raman scat-
tering is the inelastic scattering of electromagnetic radiation
by a target molecule.141 Since this phenomenon depends on
the vibrational modes of the molecule, the spectrum is charac-
teristic for each target.142 Nevertheless, the efficiency of inelas-
tic scattering is low.143 The intensity of Raman scattering can
be enhanced by placing the analyte near a metal surface,
whose plasmon field is excited.143 This approach is called
surface enhanced Raman spectroscopy (SERS). Isolated AuNPs
have been reported to enhance the signal up to 103–104 and
aggregated nanoparticles up to 1015,144 which allows single-
molecule detection.145,146 The formation of hot spots between
AuNP gaps, where their plasmon fields are coupled, is
accounted for by more significant signal enhancements.
Interestingly, theoretical studies indicate that field effects on
hot spots can only enhance the SERS signal up to 1010.147

Therefore, an additional factor besides the electromagnetic field
has to play a role in the SERS signal generation. Otto and
Persson proposed a chemical factor, where the ballistic elec-
trons in the metal interact with a strongly chemisorbed
molecule.148,149 Because direct Raman measurement of analytes
within complex samples may yield very complicated SERS
spectra, active dyes known as Raman tags are used. Thus, the
analytes are detected through indirect assays, where the Raman
signals of the tags bound to the analytes are measured.150

2.3.4. Fluorescence-based detection. Although fluorescence
is one of the most well-established techniques in sensing and
biomedical diagnostics,151 there is still a need for improving
the sensitivity.152 There are several factors that limit fluo-
rescence applications, such as photobleaching of fluoro-
phores153 and autofluorescence of luminescent samples.154

Modifying the emission behavior of fluorophores by coupling
them with a metal surface has been applied to overcome these
limitations.152

Plasmon-resonance energy transfer (PRET) sensing. When a
donor (e.g. organic dye or quantum dot) is placed near a metal
surface, a resonant energy transfer occurs in a similar way to
Förster resonance energy transfer (FRET) between organic dyes
or quantum dots.155 In addition to the energy transfer, the
plasmon also affects the donor radiative lifetime.155 Both
effects contribute to the strong fluorescence quenching, which
can be described by the Gersten–Nitzan model.156 Even
though FRET and PRET have similarities, they also present sig-
nificant differences: PRET shows stronger quenching
efficiency, due to the greater molar extinction coefficient of the
plasmonic nanoparticles in comparison with organic dyes.60

FRET occurs in a distance range from 1 to 10 nm between the
donor and acceptor, while nanoparticle-based PRET can double
that distance.157 Photoluminescence and luminescence lifetime
experiments have proved that the fluorescence quenching in
PRET decreases at a metal–dye separation of 1/d4, while tra-
ditional FRET decreases at a donor–acceptor distance of 1/d6.158

A wide group of PRET sensors have been designed by com-
bining mNPs with different kinds of donors, such as organic
dyes,159,160 quantum dots,161–163 metal nanoclusters164,165 and
conjugated polyelectrolytes.166,167 These have been applied for

Fig. 2 (a) Scheme of analyte-triggered AuNP aggregation and (b) the
corresponding change in the nanoparticle optical properties.
Reproduced with permission from ref. 132 (Copyright 2012 Royal
Society of Chemistry).
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the sensing of metal ions,159,168 small molecules,169,170 pro-
teins,171 and bacteria172 and for tracking molecular events,
such as protein–DNA binding.166 Interestingly, PRET has been
used in molecular beacons for DNA sensing.173 In this, the
extremes of a self-complementary probe with a hairpin struc-
ture are functionalized with a donor and a mNP. The hairpin
structure locates the donor near the nanoparticle, leading to
strong fluorescence quenching. Upon probe hybridization with
the target, the hairpin structure opens in a rod-like confor-
mation and separates the donor and the acceptor (Fig. 3). The
fluorescence is then restored and the intensity depends on the
target concentration. This principle can also be used to
monitor the cleavage of nucleotides by nucleases.174

Metal-enhanced fluorescence sensing. Under some conditions,
the electromagnetic coupling between a mNP and a fluoro-
phore yields additional de-excitation pathways, which may
enhance the fluorophore’s excitation rates and/or the radiative
decay rates that in turn result in fluorescence
enhancement.175–177 Both plasmon-induced quenching and
fluorescence enhancement compete and are distance depen-
dent phenomena. At short distances, the energy transfer
between the fluorophore and plasmon dominates.178 However,
at specific distances farther from the metal surface, the energy
transfer is highly reduced, while the electromagnetic field is
still strong enough to enhance the fluorescence.179,180 A dis-
tance range between 10 and 20 nm from the metal surface has
been reported to present the strongest fluorescence enhance-
ment.178 Additionally, the plasmon band overlapping the
fluorophore’s emission and absorbance bands is also required
for maximum enhancement.175 Regarding the role of the size
and morphology of nanoparticles, the particles with a larger
scattering cross-section present higher fluorescence
enhancement.181,182 Even though metal-enhanced fluo-
rescence sensors are not as common as PRET sensors, some
homogeneous assays using this mechanism have been devel-
oped for the detection of biomolecules, such as DNA183 or
proteins.184

2.3.5. Electrochemical detection. The biocompatibility,
electronic and catalytic properties of mNPs make them attrac-
tive substrates for electrochemical sensing.185 In these, the
nanoparticles play a role in recognizing the analytes as well as
generating the electronic signal for sensing.186 Although mNPs
can be used in a wide range of electrochemical schemes, most
of them can be classified into two groups: (1) nanoparticle-
based enzyme electrodes, where mNPs enhance the electron
transfer between the redox centers of proteins, which usually

are insulated by the protein shell, and the electrodes187 and (2)
nanoparticle-based bioaffinity electrodes, where mNPs amplify
the transduction of the analyte–electrode interaction through a
sandwich immunoassay or another labeling protocol.187 In
addition to these two schemes, mNPs can also be used to
immobilize biomolecules and to catalyze electrochemical reac-
tions on the electrodes.188

3. Analysis of circulating cancer
biomarkers with metal nanoparticles
3.1. Cell-free DNA and circulating tumor DNA

The discovery of DNA in blood plasma by Mandel et al. dates
back to 1948.189 These extracellular DNA molecules are
adsorbed on proteins (histones) and are predominantly
around 180 base pair long.190 Although the exact mechanism
that promotes the release of cell-free DNA (cfDNA) into the
bloodstream is not fully understood,191 sequencing analysis
indicates that cfDNA originates from apoptotic cells in healthy
individuals.190 In patients with high cell turnover disorders,
such as cancer, myocardial infraction and autoimmune con-
ditions, higher levels of cfDNA with both apoptotic and necro-
tic origins are detected.193 A meta-analysis on the diagnostic
accuracy of cfDNA showed similar results compared to conven-
tional biomarkers and not enough differentiation capabilities
to be used as a single cancer indicator.191 Multiple reports for
different types of cancer, however, highlighted the cfDNA prog-
nostic value, where the oligonucleotide concentration levels
could be correlated to relapse probability and overall survi-
val.191 Therefore, cfDNA has been highlighted as a promising
biomarker to predict the patient outcome and forecast relapse
probability rather than to diagnose.

Between 3% and 93% of all DNA in the bloodstream orig-
inate from tumor cells in cancer patients, depending on the
stage and size of the tumor.193,194 This DNA with tumor origin
is known as circulating tumor DNA (ctDNA) and contains
characteristic genetic alterations identical to those from the
tumors that can be targeted for non-invasive diagnosis. For
instance, detectable levels of ctDNA were present in more than
75% of pancreatic, ovarian, colorectal, melanoma, breast, gas-
troesophageal, melanoma, head and neck cancer patients.195

Furthermore, ctDNA could be observed in patients without
other measurable biomarkers, such as circulating tumor
cells.195 Regarding the clinical value, KRAS mutation analysis
of ctDNA showed a sensitivity and a specificity of 96 and 95%,
respectively, in the diagnosis of thoracic malignancies.39

ctDNA has also shown greater correlation with changes in
tumor burden compared to conventional markers, such as CA
15-3 in metastatic breast cancer patients.196

Hence, cfDNA (overall amount of DNA in the bloodstream)
is a good biomarker for patient prognosis (i.e. forecast of
disease outcome), while the levels of ctDNA have shown prom-
ising results in diagnosis (i.e. identification of type of disease
and stage).

Fig. 3 Scheme of a molecular beacon exploiting the PRET principle for
DNA sensing. Reproduced with permission from ref. 27 (Copyright 2012
American Chemical Society).
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Both cfDNA and ctDNA are extracellular oligonucleotides
but are not in a completely free form. Because blood is rich in
DNases, i.e. enzymes that cleave the DNA backbone, only DNA
adsorbed on proteins or complexed in lipid structures remains
stable in the bloodstream.40 In order to extract the DNA from
these complexes, several commercial kits based on silica mem-
branes have been developed that yield the isolated oligonucleo-
tides in buffer solution.44

There are two main strategies to analyze plasma DNA for
cancer diagnosis, targeting either cfDNA or ctDNA.14 For
cfDNA, whose total concentration (not the specific sequence)
is correlated to the patient prognosis, techniques such as
UV-Vis spectroscopy, fluorescent intercalating dyes and quanti-
tative real-time polymerase chain reaction (qPCR) are used.14

Although these techniques are commercially available, they
have limits in their accuracy of detection because the limit of
detection is too close to the clinically relevant concentrations,
or require complex and time consuming enzymatic amplifica-
tion. For ctDNA, genetic mutations from the primary tumor
are identified and quantified in the plasma DNA. Because
there are frequently occurring mutations that drive tumor for-
mation, such as point mutations and deletion mutations in
KRAS or EGFR, the ctDNA analysis can target these genetic
alterations through digital PCR or next generation sequencing
techniques.197,198 Alternatively, untargeted methods including
genome-wide detection of single nucleotide mutations, as well
as mutations of larger genome sections, such as rearrange-
ments and chromosomal copy-number, have been developed
for general genetic analysis without focusing on specific
known mutations.199,200

3.1.1. Quantification of cfDNA. The majority of mNP-based
sensing techniques target ctDNA with specific cancer-related
sequences (more discussion in the next section). The demand
towards cfDNA quantification, however, has led to the develop-
ment of several mNP sensors and assays. The detection of
cfDNA with clinical impact is challenging because of the wide
physiological concentration range (from low ng ml−1 to high
µg ml−1) for different cancer types. Hence, an effective sensor
must be able to cover as wide as possible concentration
ranges. Two strategies have been developed to address this
challenge: (1) mNP-based inverse sensitivity response assays127

and (2) designs based on SERS.201,202 The first approach
exploits the electrostatic interaction between hexadecyltri-
methylammonium bromide coated AuNRs and DNA, which
results in an unusual DNA concentration-dependent aggrega-
tion of the particles.127,203 The colorimetric assay provides
inverse sensitivity, where the lower the analyte concentration,
the higher the sensing response, and covers a wide range of
cfDNA concentrations (from 20 ng ml−1 to 10 µg ml−1), which
are associated with different types of cancer.127 The second
strategy records the SERS spectra of serum cfDNA and ident-
ifies characteristic peaks.201 For instance, Ito et al. were able to
distinguish with Ag nanoscale column chips individuals with
gastric and colorectal cancer from healthy individuals and
patients with benign disease by their distinct SERS peak
heights.202

3.1.2. Detection of single nucleotide polymorphisms in
ctDNA. Single base variations or single nucleotide polymorph-
isms (SNPs) are the most common genetic mutations, and are
associated with several health disorders including cancer.204

Because many studies have proved the correlation between
these mutations and the clinico-pathological features of mul-
tiple types of tumors, single nucleotide polymorphisms are
being explored as cancer biomarkers.205 In order to achieve
the sensitivity and specificity required to distinguish one
mutation within long ctDNA sequences, most of the assays
combined the particle sensing principle with enzymatic ampli-
fication techniques. For instance, a common strategy has been
amplifying the target sequence with PCR, and using the oligo-
nucleotides to protect AuNPs against salt-induced
aggregation.206–208 The interactions between DNA and the Au
surface could be enhanced by using thiolated PCR products.209

More sophisticated methods combined PCR-amplified targets
with additional enzymes, such as ligases, where only perfectly
matched targets and probes were ligated inducing permanent
particle aggregation (Fig. 4).210 The sensitivity of the ligase
reaction assay could be improved down to 1 pM by attaching
one probe to the Au surface and using SPR spectroscopy.192

Although PCR amplification is the most common protocol
before the ligase detection reaction, target amplification could
be eliminated for SNP detection by combining ligases and two
primers, one containing a Raman tag and the other a AuNP
acting as a Raman enhancer.211,212 Beyond PCR and ligase
detection reaction, other enzymatic amplification reactions,
including the ligase chain reaction,213,214 helicase-dependent
isothermal amplification,215 and strand displacement amplifi-
cation,216 have been coupled with mNP-based assays with
limits of detection in the pM range. It is worth mentioning
that a recent publication developed a colorimetric assay based
on an enzyme-free click chemical ligation reaction capable of
reaching a limit of detection as low as 50 zM.217 Table 1 sum-
marizes the current progress on SNP detection by mNP-based
assays with enzymatic reactions.

Fig. 4 Scheme of SNP identification based on the combination of a
ligase enzyme and nanoparticle-enhanced SPR. Reproduced with per-
mission from ref. 192 (Copyright 2006 American Chemical Society).
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3.1.3. Analysis of copy-number variations, chromosomal
translocations, and DNA methylation in ctDNA. Copy-number
variations are types of structural variations, where sections of
DNA (ranging from two base pairs up to entire genes) are
amplified or deleted, and can contribute to tumorigenesis.218

Comparative genomic hybridization is a technique developed
to survey DNA copy-number variations, where the DNA target
and a reference sequence are labelled with dyes, and the fluo-
rescence intensities along the DNA sequences are com-
pared.219 Mirkin et al. were the first to adopt this approach for
DNA detection in scanometric arrays, where the fluorescent
dye labels were replaced with AuNPs.220 By introducing Ag
deposition following the hybridization of AuNPs with the
arrays containing the DNA analyte, the signal intensity could
be increased by 105 fold. Based on this sensor design,
Northbrook (IL, USA) has developed a mNP-based technology
capable of genotyping DNA in 300 to 500 base
fragments.221,222

Chromosomal translocations are another type of gene
mutation associated with tumors, where parts of the chromo-
somes are rearranged.223 The standard techniques to screen
these genetic abnormalities are PCR and agarose gel electro-
phoresis with ethidium bromide staining.224,225 Kalogianni
et al. developed a AuNP-based colorimetric lateral flow assay
for chromosomal translocations that showed 10-fold higher
detectability than agarose gel electrophoresis without the need
for special instrumentation.226 Using this lateral flow assay,
they were able to screen seven chromosomal translocations
associated with different types of leukemia.

Another promising biomarker for the early detection of
malignancy is hypermethylation of ctDNA, since it is an early
biochemical event of tumorigenesis.227 Colorimetric and SERS
assays have been developed to simultaneously detect SNP and
epigenetic methylations on ctDNA based on AuNPs and enzy-
matic reactions.228,229 Alternatively, Zhang et al. combined a
hairpin DNA probe containing a quantum dot and a AuNP
with the bisulfite reaction (i.e. a conventional technique used
to identify DNA methylation) for the electrochemilumine-
scence detection of methylation levels and position in
ctDNA.230

3.1.4. Current challenges in ctDNA sensing and diagnos-
tics. Although there are extensive studies highlighting the
potential of ctDNA in cancer diagnostics, currently available
mNP-based assays are mostly focused only on the detection of
SNPs. Many tumors, however, lack recurring DNA mutations
and require technologies capable of identifying other cancer
signatures through genome-wide analyses.14 Only a small
amount of mNP assays has been developed with genome-wide
characterization capabilities and future efforts should be
pursued towards that end. There is also a lack of assays that
can detect deletion mutation in ctDNA, except one most recent
study.231 Furthermore, a vast majority of the assays still rely on
enzyme amplification reactions, which introduce biases due to
polymerase and ligase error rates.14 Designs that use tech-
niques with high sensitivity that do not require enzyme ampli-
fication, such as SERS, offer unique opportunities in this
regard.

3.2. microRNA

microRNAs (miRNAs) are endogenous short RNA sequences
(between 21 to 25 nucleotides) that regulate gene expression by
translational repression.38,232 Over 1000 miRNAs have been
identified in humans,233 which participate in a wide range of
regulatory processes, such as cell proliferation and tissue
growth,234 apoptosis,235 developmental timing236 and haema-
topoiesis.237 Hence, aberrant expression of miRNAs has been
linked to the onset and progression of multiple pathologies,
including cancer,238,239 central nervous system diseases,240

metabolic disorders241 and kidney242 and liver failures.243

Because abnormal miRNA expression profiles can be corre-
lated to the type of tumor and stage, miRNAs are being studied
for cancer diagnostics.244,245 For instance, underexpression of
miR-26, miR-143 and miR-145, and overexpression of
miR-21 have been observed in multiple cancers, such as color-
ectal and pituitary adenomas.246 Furthermore, miRNAs are
very stable in blood because of their adsorption on proteins
and encapsulation in membrane-bound vesicles, which
provide high protection against blood RNases.247–249 Prior to
analysis, however, miRNAs need to be isolated and
enriched.250 Similar to normal total RNA isolation, commer-

Table 1 mNP-based assays with enzymatic reactions for SNP detection in ctDNA

Type of MNP
Sensing
principle Enzymatic reaction

Gene of
SNP

Limit of
detection (LOD) Ref.

Unmodified AuNP Colorimetric PCR XXYLT1 5 fM 206
Unmodified AuNP Colorimetric PCR EGFR — 207
Unmodified AuNP Colorimetric PCR KCNE1 — 208
AuNPs with thiolated PCR products Colorimetric PCR BRCA1 — 209
ssDNA-AuNPs Colorimetric PCR + ligation reaction KRAS 74 pM 210
ssDNA-AuNPs SPR spectroscopy PCR + ligation reaction BRCA1 1 pM 192
ssDNA-AuNPs SERS Ligase detection reaction KRAS 20 pM 211
ssDNA-AuNPs and ssDNA-AgNPs SERS Ligase detection reaction KRAS 10 pM 212
ssDNA-AuNPs Colorimetric Ligase chain reaction KRAS 20 pg 213
ssDNA-AuNPs Electrochemical Ligase chain reaction p53 0.9 pM 214
ssDNA-AuNPs Colorimetric Helicase-dependent isothermal amplification KRAS 20 pM 215
ssDNA-AuNPs SERS Strand displacement amplification KRAS 1.4 pM 216
ssDNA-AuNPs Colorimetric Enzyme-free click chemical ligation reaction HAV 50 zM 217
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cially available products based on chaotropic salts and solid-
phase extraction on silica columns are commonly used.

Northern blotting, microarrays and qPCR are the common
methods to detect and quantify miRNAs through oligo-
nucleotide hybridization.233 However, these methods present
several challenges: (1) northern blotting requires large
amounts of RNA as a starting material and usually is not sensi-
tive enough to detect less abundant miRNAs,246 (2) microar-
rays show lower dynamic range and sensitivities than the other
two methods,233 and (3) miRNA detection by qPCR employs
short primers, which result in very low melting temperatures
that hamper oligonucleotide replication and quantification.251

3.2.1. Detection of miRNAs. Similar to DNA detection,
miRNAs can be analyzed through mNP-based techniques. The
fluorescence recovery of a dye-labelled probe upon hybridiz-
ation with a target miRNA, such as PRET, is one of the most
common systems. In these designs the hairpin-structured
probe is assembled on AuNPs. Because the dye is in close
proximity to the particle surface, the fluorescence is quenched.
Upon hybridization with the miRNA target, the conformation
of the probe changes and promotes the fluorescence recovery.
This PRET design achieved a LOD of 0.01 pM for miR-122
extracted from liver cancer cells.252 In addition to fluorescent
dyes, other emitters, such as metal nanoclusters, have also
been used.253 The sensitivities of these conformation-switch-
ing based PRET assays have been further improved by coupling
them to enzymatic reactions, where LODs as low as 200 and 2
aM have been reported for the dye (Fig. 5)254 and the metal
nanocluster-based assays,255 respectively.

Metal nanoclusters have also been used in other sensing
designs beyond fluorescence-based ones. For instance, oligo-
nucleotide encapsulated Ag nanoclusters were immobilized on
Au electrodes and used as electrochemical probes for miRNA
detection with a LOD of 67 fM.256 This assay was based on
both sequence recognition for miRNA hybridization and AgNC
catalyzing H2O2 reduction. More common electrochemical
approaches involved sandwich-type assays between Au or
carbon electrodes, miRNA target and functionalized
AuNPs.257–260 The presence of AuNPs amplified the sensor vol-
tammetric signals through a catalytic reaction, which achieved

LODs between 10 and 60 fM depending on the AuNP
functionalization and type of electrode. The particles can also
be used to enhance the signal transduction between the elec-
trode and different enzymes, such as phosphatases261 and
peroxidases.262

Although not as common as the PRET techniques, SERS
and colorimetric assays have also been used for miRNA
sensing. Driskell et al. demonstrated that several miRNAs
could be detected and distinguished through their unique
SERS fingerprints on silver nanorod (AgNR) modified sub-
strates.263 Based on this concept, a study reported distinct fea-
tures in the serum miRNA spectra of healthy individuals and
colorectal cancer patients. Using AgNP aggregates as substrates
the authors could distinguish both populations with a sensi-
tivity and a specificity of 89 and 96%, respectively.264

Regarding colorimetric assays, only a few studies have been
published over the years. Because the detection levels required
are very low, traditional AuNP aggregation-based designs were
not sensitive enough. They required signal amplification tech-
niques, such as isothermal exponential amplification reac-
tion265 (i.e. an enzymatic reaction with DNA polymerase),
strand displacement amplification,266 or Ag0 deposition
enhancement.267 Alternatively, the peroxidase-like property of
Cu nanoclusters has been used for the colorimetric detection
of miRNAs, reaching a LOD of 0.6 pM.268

All the previous assays were able to detect a specific target
sequence; however, they did not allow the profiling of samples
with multiple miRNAs. To address this challenge, a few plat-
forms based on high-density oligonucleotide microarrays have
been developed. Fang et al. demonstrated a multiplexing
design for the detection of hepatic miRNAs built on a SPR
imaging array.269 This approach took advantage of the AuNP-
enhanced SPR imaging measurements (through a sandwich
assay) and polymerase amplification reaction to achieve a LOD
of 10 fM. Furthermore, this method used locked nucleic acids
(LNAs) as capturing probes, which show stronger binding
affinity with miRNAs than conventional oligonucleotides and
have been reported to increase the sensitivity of assays ten-
fold.270 Mirkin et al. designed a scanometric microarray based
on particle light scattering capable of characterizing body fluid
samples.271 The assay took advantage of the deposition of Au0

onto the immobilized AuNPs to amplify the sensor response
and decrease the LOD down to 1 fM.

3.2.2. Future prospects and challenges of miRNA sensors.
To address the challenges of quantification of multiple
miRNAs for diagnosis and prognosis of tumours,246 future
mNP-based assays must provide multiplex capabilities.
Specifically, even after isolation, miRNAs are still mixed with
different RNAs, such as siRNAs or other non-cancer related
miRNAs. Therefore, high specificity is required to identify the
targeted sequences. The concentrations of these cancer-related
miRNAs are between atto- and nanomolar ranges, and the LOD
of the assays should reach these low concentration levels.
Taking into consideration the current status of the field, mNP-
based assays should emphasize the following aspects: (1)
High-density oligonucleotide microarrays have been the only

Fig. 5 Scheme of a conformation-switching assay coupled with an
enzymatic reaction for miRNA analysis. Reproduced with permission
from ref. 254 (Copyright 2006 American Chemical Society).
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mNP-based designs capable of profiling efficiently samples
containing multiple miRNAs. Further studies should consider
combining microarrays with the different sensing techniques
available (e.g. SERS, SPR, light scattering or fluorescence,
among others). (2) The analytical designs that used locked
nucleic acid recognition or signal amplification enzymes
showed enhanced specificity, which future studies could
benefit from. (3) Due to the small amount of miRNAs in body
fluids, techniques that offer low concentration or even single
molecule detection, such as SERS, should be further
developed.

3.3. Circulating tumor cells

Circulating tumor cells (CTCs) are shed from primary tumors
during their early formation and growth, and released to the
bloodstream.16 Scientific reports have highlighted that CTC
levels can be used to predict the prognosis of metastatic
patients.272,273 As an example, the Food and Drug
Administration (FDA) has approved the CTC assays for meta-
static castration-resistant prostate cancer (CRPC) evaluation,
since these assays present the highest accuracy in the predic-
tion of overall survival in CRPC patients.274 Furthermore,
metastasis-initiating cells (MICs) have been identified within
CTC populations of breast275 and renal cancers.276 These MICs
have been later used in xenograft studies to confirm that they
give rise to metastasis in other organs. Therefore, the presence
and levels of CTCs can provide key information regarding the
patient condition, such as cancer aggressiveness, metastatic
burden and relapse.277

The analysis and quantification of CTCs are challenging
due to their low concentration in body fluids, i.e. a few CTCs
are found in a background of millions of blood cells in
blood.16 Therefore, most CTC samples are enriched before or
during their quantification through biological or physical-
based techniques. Biological techniques initially capture the
CTCs through biological interactions, such as antigen–anti-
body interaction, and then isolate them. Magnetic
separation,278–280 where the antibody is coupled to a magnetic
bead, or microfluidic devices are the main techniques used for
cell separation.281–283 Sub-populations of CTCs, such as epi-
thelial cell adhesion molecule (EpCAM)-positive cancer cells,
have also been enriched by electrical responsive conducting
polymers and anti-EpCAM antibodies.284,285 Physical-based
techniques are label-free and exploit physical properties
through size-based filtration or centrifugation.286,287

After the cells have been captured and separated, they need
to be identified. CTCs are the result of heterogeneous pro-
cesses, which can manifest in different ways and vary from cell
to cell.288–290 Therefore, CTC distinction from normal cells is
challenging. Conventional sensing techniques can be classi-
fied based on whether they target the cell phenotype or
genotype.

In phenotype detection, CTCs are detected based on their
physical properties, such as buoyant density291–293 and
increased size,294–296 or their distinctive cell surface antigens.
EpCAM is the most common target, since this protein is

expressed in all cells of epithelial origin, but not in blood
cells.43 The FDA-approved CellSearch system (Veridex, LLC,
Raritan, NJ, USA) is a standardized technology that captures
CTCs with anti-EpCAM antibody-loaded ferrofluids and visual-
izes them through immunostaining.297 Nevertheless, this tech-
nique presents low sensitivity, since only a small percentage of
metastatic cancer patients score positive.298

In genotype detection, CTCs are collected and enriched and
their DNA is subsequently extracted and analysed.299

Nevertheless, it has been reported that ctDNA presents greater
mutation detectability over DNA extracted from CTCs.39 Thus,
the genotype analysis of CTCs is not a common protocol, and
ctDNA analysis is preferred.40

Although CTCs have been the subject of extensive research,
both their low concentration in body fluids and their high het-
erogeneity are still limiting their clinical applications.
Interestingly, mNPs present unique features that can overcome
these limitations, such as large surface-to-volume ratios that
allow the attachment of multiple recognition elements for
enhanced specificity in CTC recognition.

3.3.1. Detection of the CTC phenotype. Most mNP-based
sensing techniques target the CTC phenotype, where mNPs are
functionalized with antibodies or aptamers targeting specific
surface analytes. Recent advances in the systematic evolution of
ligands by exponential enrichment (SELEX), i.e. a synthetic tech-
nique that generates aptamers by an in vitro selection process,
have extended the range of targets to complex mixtures of pro-
teins in living cell surfaces.300 Thus, new aptamers have been
discovered against previously unidentifiable CTC-surface
analytes.

AuNPs with different morphologies have been used for
SERS-based sensing of CTCs. These nanoparticles are dis-
persed in solution301 or adsorbed on substrates, such as single-
walled carbon nanotubes (SWCNTs).302 When placed on
SWCNTs, the AuNPs are able to produce hot spots, decreasing
the LOD down to 10 cells per ml due to field-enhancement
effects.302 Furthermore, the SWCNT–AuNP hybrids have been
used as dual systems for sensing and photothermal therapy
applications.302–304 Nevertheless, these assays lack the separation
steps and they have been solely applied to samples in buffer.

So far, several SERS-based bioassays compatible with a
complex medium have been published. Sha et al. were able to
detect as low as 50 SKBR3 cancer cells per ml in whole blood
by combining functionalized AuNPs with magnetic beads.305

Lung cancer cells have also been detected in whole blood (LOD
of 34 cells per ml) by integrating AuNPs and a low cost CTC-
capture substrate made of a nitrocellulose membrane.306

Alternatively, AuNPs can also be functionalized with proteins
or biomolecules, yielding probes that bind to the cancer cell
surface through surface receptor recognition. As an example,
carcinoma cells overexpress the cell-surface epidermal growth
factor receptor (EGFR). Thus, AuNPs functionalized with the
epidermal growth factor have been employed in a SERS-based
assay to detect squamous cell carcinoma in the peripheral
blood of 19 patients.307 Folic acid (FA) has also been used in
the detection of CTCs through SERS assays, since several
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cancer types (e.g. ovarian, brain, kidney, breast, lung, cervical
and nasopharyngeal) overexpress folate receptor α. FA-functio-
nalized AuNPs have been reported to detect as low as 5 CTCs
per ml in rabbit blood.308 Both AuNPs and magnetic nano-
particles functionalized with FA have also been combined for
magnetic enrichment and SERS-based detection of HeLa cells
in rat blood.309 Recently, this protocol has been applied for the
detection of CTCs from cervical cancer in the blood of two
first-stage clinical patients.310

mNP-based colorimetric assays have also been developed to
detect and quantify CTCs. These assays are based on the
analyte-triggered aggregation or dispersion of mNPs and the
corresponding changes in mNP optical properties. AuNPs were
conjugated with different aptamers that targeted proteins over-
expressed on cancer cell membranes, such as nucleolin.311,312

If AuNPs contained aptamers and antibodies (double-target-
ing), the sensitivity could be increased to 100 CTCs per ml in
buffer.313 In order to expand the colorimetric assay to whole
blood samples, a lateral flow device was developed that
allowed the detection of 4000 CTCs by the naked eye and 800
CTCs using a spectrometer in a 15 µL sample. Alternatively, a
chemiluminescent assay was designed, where aptamer-functio-
nalized AuNPs catalyzed the reaction between luminol and
H2O2. This assay could detect 30 cells in 3 µL of blood
sample.314 Real-time detection of CTCs in vivo has been
achieved by photoacoustic flow cytometry.315 Magnetic nano-
particles were used for separating cells from blood and FA-tar-
geting AuNPs on CNTs as photoacoustic contrast agents.

3.3.2. Detection of the CTC genotype. Mirkin et al. have
developed Au nanoFlares for the detection of messenger RNA
(mRNA) for a target gene (Fig. 6).316 The nanoFlares are spheri-
cal AuNPs chemically functionalized with ssDNA, which is
complementary to the target mRNA. The ssDNA is pre-hybri-
dized with a shorter oligonucleotide labelled with a fluorescent
dye, which is quenched by the AuNP. When the mRNA binds
to the recognition sequence, the labelled oligonucleotide is
released and the fluorescence increases. Au nanoFlares inter-
act with scavenger receptors in the cell membrane, triggering
their cellular uptake.317 NanoFlare technology has been used
for the isolation and detection of live CTCs from whole
blood.318 Furthermore, these AuNPs have also been applied to
the spatiotemporal location of a target mRNA in living cells,319

and attempted to be used for the analysis of different tran-
scripts in several cancer cell lines.352

3.3.3. Cancer stem cell detection and quantification.
Although CTCs are a heterogeneous group of cells released by
the tumors into the bloodstream, there is a specific type that
has received increasing attention in recent years. Cancer stem
cells (CSCs) are a sub-category of CTCs that share similarities
to normal stem cell capabilities, including proliferation and
differentiation.320 Hence, CSCs have been identified as a pre-
cursor of metastases and relapses in cancer patients. Antibody
functionalized mNPs have been used in the detection of the
CSC phenotype through both SERS and colorimetric principles
in PBS buffer.321,322

3.4. Exosomes

Exosomes are vesicles released by cells during the fusion of
multivesicular bodies with plasma membranes.323 The vesicles
have diameters between 50 and 90 nm and participate in the
regulation of cell waste disposal, intercellular communication
and coagulation.324 Exosomes offer unique opportunities as
circulating cancer biomarkers because they contain proteins,
DNA and RNA,248,325 and can be found in multiple biological
fluids, such as saliva, blood, serum, urine and breast
milk.326–328

In order to obtain accurate biological information, exo-
somes have to be concentrated and isolated from components
with similar sizes also found in biological fluids, such as
protein complexes, calcium-phosphate precipitates and other
lipid vesicles.329–332 The common protocols for exosome con-
centration include multi-step ultracentrifugation with speeds
up to 2 × 105g.333 The recovery yields are low (5 to 25%) and
the samples are rich in contaminants, such as protein aggre-
gates, which can lead to wrong biological diagnosis.334

Furthermore, the whole concentration process is time consum-
ing (4 to 6 h). In order to improve the detection sensitivity and
decrease the number of false-negative results, isolation proto-
cols consisting of microfluidics335,336 and/or immunoaffinity
separations are performed.337,338

The detection of isolated and concentrated exosomes is still
very challenging since these vesicles are very small and highly
heterogeneous.339 Similar to CTCs, traditional detection
methods can be classified based on whether they target the
phenotype or the genotype.

For detection based on the phenotype, flow cytometry is the
gold standard technique to characterize exosomes and other
vesicles in clinical samples.340 A large percentage of the vesi-
cles, however, are smaller than the detection limit of conven-
tional flow cytometers, and modifications, such as labelling
with membrane intercalating dyes, are necessary to measure
most of the sample contents.341

Alternative techniques based on light scattering, such as
dynamic light scattering and nanoparticle tracking analysis,
can measure the absolute and relative size distributions of exo-
somes but cannot distinguish them from other particles with
similar sizes.339 Fluorescence-based techniques, including
stimulated emission depletion microscopy and fluorescence
correlation spectroscopy, can provide both size distributions
and biochemical information if antibody labelling is used.339

Fig. 6 Au nanoFlare detection of mRNA expressed in CTCs.
Reproduced with permission from ref. 316 (Copyright 2007 American
Chemical Society).
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For detection based on the genotype, the DNA and RNA
contained in exosomes are isolated and analyzed similarly to
ctDNA and miRNA46 (please refer to sections 3.1 and 3.2 of
this review).

3.4.1. Detection of exosomes. The strong near-field
enhancements of mNPs have been used to study the biological
composition of exosomes through SERS assays. For instance,
AgNPs adsorbed on silicon micropillars342 and AuNP aggre-
gates343 have been used as hot spots in SERS substrates to dis-
tinguish between exosomes released by healthy and tumor
cells based on the vesicle membrane composition. The mag-
netic properties of magnetic nanobeads covered by a Au shell
have been exploited for both exosome separation and particle
aggregation (to generate hot spots) during SERS detection.344

If the exosomes were dried prior to analysis, additional SERS
peaks developed as a consequence of the rupture of the vesicle
membranes, exposing the internal content of the exosome.345

Alternatively, different types of assays have targeted surface
antigens to quantify and characterize exosomes, since surface
proteins are fundamental for the vesicle biological functions
and can provide tumor fingerprints. For instance, the electro-
oxidation of AgNPs and copper (Cu) NPs by Au electrodes was
used to detect exosomes through an electrochemical assay.346

The NPs and electrodes were functionalized with anti-EpCAM
and anti-PSMA aptamers for multiplex detection and a LOD of
50 exosomes per sensing chip was achieved.

mNPs are not only being used as sensing materials, but are
also used for signal amplification of other sensing techno-
logies. For example, AuNPs were coupled with a SPR Au film to
detect multiple myeloma-originated exosomes348 through a
structural analogue of heparin sulfate that mediates in
exosome endocytosis. In a sandwich arrangement, AuNPs bind
to the exosomes, which then are captured on the SPR chip.
The addition of AuNPs as signal amplifiers improved the LOD
down to tens of pM. A recent study by Im et al. demonstrated
that if the SPR film was replaced with a periodic Au nanohole
array film functionalized with antibodies, and then combined
with AuNPs as signal amplification elements, 3000 exosomes
derived from ovarian cancer cells (LOD of 670 aM) could be
detected (Fig. 7).347 In this design, the use of 10 nm AuNPs or
50 nm AuNSs improved the signal by 20 and 300%, respect-
ively. The nanohole-based sensor benefited from a significant
advantage over traditional SPR platforms: the small array size
necessary (below 10 mm2) to achieve large optical trans-
mission allowed a high array density (more than 106 detection
sites per cm2). In addition to the detection and quantification
of vesicles, antibody-functionalized AuNPs have been
employed to label exosomes for morphology characterization
through electron microscopy.349–351

3.4.2. Current challenges on exosome-based diagnostics.
Although promising results have been achieved in the field of
cancer diagnostics using tumor-derived exosomes,45 there is
still a lack of understanding of their biology. Over the last
decade, multiple studies revealed that these vesicles partici-
pate in most tumor-promoting pathways, such as angiogenesis,
cancer stemness and hypoxia-induced epithelial–mesenchymal

transition.17 Nevertheless, these new discoveries seem to have
only scratched the surface as new work is constantly being
published. Further efforts need to be pursued towards estab-
lishing and validating the specificity and sensitivity require-
ments of exosome-based analysis for multiple populations and
types of cancers. Only after these requirements have been
clearly identified, the clinical utility of exosomes in compari-
son with other circulating biomarkers will be established.

4. Summary and outlook

Circulating cancer biomarker analysis shows promise in the
early diagnosis and prognosis of cancer. The clinical appli-
cation of these biomarkers, nevertheless, is still limited by
their low concentrations in body fluids and heterogeneity.
Analytical tools capable of achieving high sensitivities and low
LOD (below nM in many cases) are necessary for taking advan-
tage of all the information that circulating cancer biomarkers
provide regarding the patient condition.

In this comprehensive review, we summarize the current
progress on mNP-based analytical methods for the sensing of
circulating cancer biomarkers, including cfDNA, ctDNA,
miRNAs, CTCs and exosomes. The sensing principles include
those where mNPs are used as sensing/transducing materials,
such as aggregation induced colorimetric assays, PRET, SERS,
and refractive index sensing, as well as those where mNPs are

Fig. 7 SPR design based on Au nanohole arrays for CTC analysis (top
image). SEM image of a Au nanohole array (central image). Effect of
nanoparticle labelling on the SPR wavelength (bottom image). Adapted
with permission from ref. 347 (Copyright 2014 Springer Nature).
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used as signal amplification materials, for example, SPR and
electrochemical sensors. We evaluate the advantages and limit-
ations of each analytical design based on the type of analyte
detected, sensing principle, sensitivity and sample prepa-
ration. In order to understand the possible impact of mNPs on
cancer diagnosis, we analyze the deficiencies of the standard
techniques used to detect cancer biomarkers, such as the need
for low LOD, ability to work with a complex sample matrix and
multiplex detection, and how mNP-based assays can overcome
these. Finally, we also revise the current challenges and prom-
ising directions of sensing with mNPs. By systematically evalu-
ating the nano- and bioassays, we believe our review will help
to inform the current status of the field and to identify future
research opportunities.
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