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Versatile design and synthesis of nano-barcodes

Swati Shikha,a Thoriq Salafi, ab Jinting Cheng*c and Yong Zhang *ab

Encoded nano-structures/particles have been used for barcoding and are in great demand for the simultaneous

analysis of multiple targets. Due to their nanoscale dimension(s), nano-barcodes have been implemented

favourably for bioimaging, in addition to their security and multiplex bioassay application. In designing nano-

barcodes for a specific application, encoding techniques, synthesis strategies, and decoding techniques need to

be considered. The encoding techniques to generate unique multiple codes for nano-barcodes are based on

certain encoding elements including optical (fluorescent and non-fluorescent), graphical, magnetic, and phase

change properties of nanoparticles or their different shapes and sizes. These encoding elements can generally

be embedded inside, decorated on the surface of nanostructures or self-assembled to prepare the nano-

barcodes. The decoding techniques for each encoding technique are different and need to be suitable for the

desired applications. This review will provide a thorough discussion on designing nano-barcodes, focusing on

the encoding techniques, synthesis methods, and decoding for applications including bio-detection, imaging,

and anti-counterfeiting. Additionally, associated challenges in the field and potential solutions will also be

discussed. We believe that a comprehensive understanding on this topic could significantly contribute

towards the advancement of nano-barcodes for a broad spectrum of applications.

1. Introduction

Barcodes are readable tags used widely to track and identify
vast amount of information of the macroscopic world in our

daily lives. Traditional barcodes are composed of parallel lines/
bars of different widths with spaces in between, which led to
the origin of the term ‘‘bar-codes’’. Unlimited number of
unique codes could be generated by changing the number of
bars, their width, and spaces in between. These macroscopic
barcodes are present in different products from grocery stores,
stationery stores, parcels, letters, as well as in healthcare
settings for rapid, simple, and accurate identification of the
target.1,2 Owing to their benefits, use of barcodes has been
immensely explored at much smaller scales with micron- and
nano-sizes for their desired use in a wide range of applications
ranging from bio-detection to anti-counterfeiting.
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Micron- and nano-sized structures can be encoded with
different elements to form micro- and nano-barcodes with varied
properties including different sizes, shapes, colour, etc., unlike the
parallel line bars of typical macroscopic barcoding. Consequently,
the definition of barcode has relaxed to include readable tags of
all shapes, sizes, colours and other properties, thereby going
beyond the bars as codes. Micro-barcodes display efficient
binding, and are easy to handle and detect, thereby accelerating
their wide use in multiplex bioassays.3–5 Luminex’s xMAP
technology using dye encoded microbeads is one such example
that has been commercially established.6 However, the size of
micro-barcodes becomes a limiting factor for certain applica-
tions such as imaging and labelling of cells and biomolecules.
In this regard, nano-barcodes have been utilized for various
applications due to their advantages pertaining to nanoscale
dimension, including large surface area to volume ratio, unique
physical and optical properties and widely established prepara-
tion strategies.7–13 The smaller size of nano-barcodes allows
them to identify smaller sized targets for use in imaging
applications. The nanostructures as encoding carriers are
encoded by unique signatures to prepare distinct codes. These
signatures can be referred to as encoding elements and could
be optical (fluorescent and non-fluorescent), magnetic, and
phase change nanoparticles or different shapes and sizes.
These encoding elements can be embedded inside, decorated
on the surface of nanostructures or self-assembled to prepare the
nano-barcodes. The encoding carriers and encoding elements
being used can be pre-formed or synthesized from precursors
during the encoding process. The nano-barcodes, in general,
should be easy to prepare, robust and reproducible, and have
large coding capacity.

Wide varieties of nano-barcodes such as encoded nano-beads,
-wires, -clusters, -rods, -tubes, -sheets, -stars, -disks, -pillars, nano-
scale metal organic frameworks (NMOF), and -bio-barcodes have
been developed thus far. With the availability of a plethora of nano-
barcodes, they have been employed for many applications such as
detection of biomolecules (nucleic acid and proteins), imaging,
security, drug delivery, theranostics, etc.7,11,14–21 Decoding of signals
from these nano-barcodes depends on their encoding technique.
For instance, nano-barcodes with fluorescent encoding elements

requires fluorescence microscopy or spectra measurement for
detection, whereas nano-barcodes of different light reflectivity
pattern can be read out by reflectance optical microscopy.
Despite the tremendous progress made so far, each type of
nano-barcode has certain limitations pertaining to the method
of encoding. Fluorescent nano-barcodes have a limited number
of barcodes due to spectral overlap of fluorescent encoding
elements such as organic dyes. Barcodes based on the sequence
of biomolecules, on the other hand, are not stable under
extreme conditions of temperature and pH. Moreover, detec-
tion instruments employed are mostly bulky, costly and require
trained personnel for operation, making the readout difficult.
Additionally, unlike micro-barcodes, the use of nano-barcodes for
point-of-care diagnostics is challenging because of their smaller
size and complex decoding. Therefore, the design of nano-
barcodes for specific applications needs to be carefully considered.

This review first discusses different encoding techniques to
prepare nano-barcodes and the benefits/limitations of each type
along with their decoding methods. Next, diverse strategies to
prepare different types of nano-barcodes, their advantages and
disadvantages in generating nano-barcodes with desired proper-
ties are presented. To keep the scope of the review narrow,
the use of nano-barcodes is kept restricted for bio-detection,
imaging and security applications. Lastly, current challenges and
potential solutions in the field are discussed.

2. Encoding techniques

Nanostructures of different geometries have been encoded
by different encoding elements to prepare vast varieties of
barcodes including encoded nanobeads, nanoclusters, nano-
wires, nanorods, nanotubes, nanostars, nanodisks, nanopillars,
NMOF, and sequence-barcodes, as shown in Fig. 1.11–16,21–28 The
geometry of nano-barcodes influences their role in different
applications. For instance, compared to the spherical shape,
encoded nano-disks were demonstrated to be helpful in cell
labelling or drug delivery applications, where it was found to
bind to the cell without perturbing the cellular functions.27 On
the other hand, architecture of nanosheets provided flexibility
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and accessibility to incorporate the encoding elements.28

Similarly, the tunability and biodegradability of NMOF make them
favourable nanostructures for use in imaging applications.29

Synthesis of these nano-barcodes relies on different pro-
perties of encoding elements including optical, graphical,
morphological, magnetic and thermal encoding to cater to a
wide range of applications (Table 1). Combinations of different
encoding methods have also been explored which utilizes the
advantages of different encoding techniques and increases the
number of barcodes. The selection of nano-barcodes varies
based on the application and each encoding technique has a
unique read out mechanism. For instance, imaging application
prefers fluorescence encoding with an easier readout method.
On the other hand, anti-counterfeiting application favours a
barcode that is covert or invisible to the naked eye, and difficult
to be decoded. Notably, a particular geometry of barcode can
be encoded with different encoding elements and vice versa
(one encoding element can be used to encode nanostructures
with different geometries). The detection method, however,
depends on the type of encoding technique used to prepare the
nano-barcode. For instance, fluorescent nanoparticle encoded
barcodes (optical encoding) can be detected by fluorescent
spectroscopy or microscopy, whereas nano-barcodes of different
melting peaks (phase change encoding) would require differen-
tial scanning calorimetry for detection. In another scenario, when
the barcode combines more than one different types of encoding
techniques, the method of detection could also be integrated
accordingly. In general, the encoding technique should provide a
desired number of stable nano-barcodes, with least overlap
between the codes, sample, and labels used in the whole system.
In some cases, they should be biocompatible and uniform in

shape, size and encoding element distribution in the encoding
carrier. This section discusses the different encoding methods
with their advantages and disadvantages.

2.1 Optical encoding

In optical encoding, optical properties of the encoding element
such as fluorescence spectra, lifetime, and light scattering
properties are utilised. Depending on the type of optical material
used, optically encoded nano-barcodes can be emission colour
based fluorescent (organic dyes, quantum dots, carbon dots,
lanthanide nanocrystals) or non-fluorescent (photonic crystals,
Raman codes). Some barcodes also harness additional encoding
parameters such as fluorescence kinetics, including lifetimes
and phase angle of the fluorophores.

2.1.1 Emission-colour based fluorescent nano-barcodes.
In fluorescence based barcoding, fluorescent molecules with
characteristic emission spectra are the encoding elements to
generate the optically encoded nano-barcodes. Fluorescence
based encoding is the most widely used encoding method as it
provides easy visualisation of barcodes, localization of signals,
and fast readout. Fluorescent materials employed to prepare
fluorescent nano-barcodes include organic (organic dyes) and
inorganic (quantum dots, lanthanide nanocrystals).30,31 Based
on the type of energy conversion, the fluorescent materials can
be classified as down- or upconverting. Most of the organic dyes,
quantum dots and some lanthanide nanocrystals fall into the
category of down-converting type, where the absorption of one
photon induces electron transition from the ground state to
an excited and higher electronic state when the energy of the
absorbed photon matches the energy gap between the ground
and excited states (Fig. 2a). The unstable electrons at the excited

Fig. 1 Schemas for different barcoded nanostructures of different geometries. Encoded (a) nanobeads with encoding elements (i) encapsulated inside,
and (ii) decorated on the surface; (b) nano-clusters, where nanoparticles are assembled as super-particles and stabilized by polymers; (c) nano-wire array
which has nanoscale diameter and length up to several microns; (d) nanorods with different metal compositions in a striped pattern; (e) nano-tube cross-
section showing nanoparticles encapsulated inside; (f) nano-sheets with nanoparticles loaded inside; (g) nano-stars that are branched nanostructures
with small cores prepared from metal nanoparticles; (h) nano-disks with disk-shaped structures; (i) nano-pillars with pointed top ends and tapered bases;
(j) NMOFs consisting of coordination bonds between metal ions and organic linkers with fluorescent nanoparticles encapsulated inside and (k) sequence-
barcodes made of oligonucleotide (or peptides) sequences as encoding elements. Note that the encoding elements on each nanostructure depicted are
only for representation and can be changed to other elements.

Chem Soc Rev Review Article

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 1

2 
O

ct
ob

er
 2

01
7.

 D
ow

nl
oa

de
d 

on
 8

/3
/2

02
5 

2:
07

:4
0 

PM
. 

 T
hi

s 
ar

tic
le

 is
 li

ce
ns

ed
 u

nd
er

 a
 C

re
at

iv
e 

C
om

m
on

s 
A

ttr
ib

ut
io

n-
N

on
C

om
m

er
ci

al
 3

.0
 U

np
or

te
d 

L
ic

en
ce

.
View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/c7cs00271h


This journal is©The Royal Society of Chemistry 2017 Chem. Soc. Rev., 2017, 46, 7054--7093 | 7057

T
ab

le
1

D
iff

e
re

n
t

e
n

co
d

in
g

m
e

th
o

d
s

fo
r

n
an

o
-b

ar
co

d
e

s

E
n

co
d

in
g

m
et

h
od

s
E

n
co

d
in

g
el

em
en

t
A

d
va

n
ta

ge
s

D
is

ad
va

n
ta

ge
s

R
ep

or
te

d
n

u
m

be
r

of
ba

rc
od

es
R

ea
d

ou
t

R
ef

.

Fl
u

or
es

ce
n

ce
em

is
si

on
-b

as
ed

n
an

o-
ba

rc
od

es

O
rg

an
ic

d
ye

In
ex

pe
n

si
ve

,
w

id
e

ra
n

ge
of

co
m

m
er

ci
al

av
ai

la
bi

li
ty

Ph
ot

ob
le

ac
h

in
g,

re
qu

ir
es

m
u

l-
ti

pl
e

w
av

el
en

gt
h

ex
ci

ta
ti

on
,

br
oa

d
em

is
si

on
sp

ec
tr

a

7
co

d
es

h
av

e
be

en
re

po
rt

ed
,

ca
n

go
u

p
to

Yn
co

d
es

4
3

Fl
u

or
es

ce
n

ce
m

ic
ro

sc
op

y
an

d
sp

ec
tr

os
co

py
36

–3
9

an
d

43

Q
D

s
Ph

ot
os

ta
bl

e,
tu

n
ab

le
ex

ci
ta

ti
on

an
d

em
is

si
on

sp
ec

tr
a,

n
ar

ro
w

em
is

si
on

ba
n

d
,

h
ig

h
qu

an
tu

m
yi

el
d

d
u

e
to

qu
an

tu
m

co
n

fi
n

em
en

t

C
yt

ot
ox

ic
it

y,
ph

ot
ob

li
n

ki
n

g
8

co
d

es
h

av
e

be
en

re
po

rt
ed

,
ca

n
go

to
m

or
e

th
an

on
e

m
il

li
on

3
3

Fl
u

or
es

ce
n

ce
m

ic
ro

sc
op

y
an

d
sp

ec
tr

os
co

py
12

,
23

an
d

16
6–

16
9

C
D

s
Lo

w
to

xi
ci

ty
,

h
ig

h
bi

oc
om

pa
ti

bi
li

ty
,

br
ig

h
t

fl
u

or
es

ce
n

ce
E

xc
it

at
io

n
by

U
V

,
fl

u
or

es
ce

n
ce

m
ec

h
an

is
m

n
ot

w
el

l
u

n
d

er
st

oo
d

4
d

iff
er

en
t

co
d

es
fo

r
G

Q
D

s,
4

fo
r

C
N

D
s,

an
d

3
fo

r
PD

s8
5

Fl
u

or
es

ce
n

ce
m

ic
ro

sc
op

y
an

d
sp

ec
tr

os
co

py
86

,
87

an
d

89

La
n

th
an

id
e-

d
op

ed
n

an
oc

ry
st

al
s

(d
ow

n
-

an
d

u
pc

on
ve

rt
in

g)

Ph
ot

os
ta

bl
e,

tu
n

ab
le

ex
ci

ta
ti

on
an

d
em

is
si

on
sp

ec
tr

a
M

u
lt

i-
co

lo
u

r
em

is
si

on
,

lo
w

er
qu

an
tu

m
yi

el
d

co
m

pa
re

d
to

or
ga

n
ic

d
ye

an
d

Q
D

6
co

d
es

h
av

e
be

en
re

po
rt

ed
,

ca
n

go
u

p
to

X
n

co
d

es
1

3
Fl

u
or

es
ce

n
ce

m
ic

ro
sc

op
y

an
d

sp
ec

tr
os

co
py

13
,

24
,

11
1,

11
8,

14
3

an
d

17
0

Fl
u

or
es

ce
n

ce
ki

n
et

ic
s-

ba
se

d
n

an
o-

ba
rc

od
es

Fl
u

or
es

ce
n

ce
li

fe
-

ti
m

e
(t

im
e-

d
om

ai
n

)
N

il
au

to
fl

ou
re

sc
en

ce
,

n
on

-b
li

n
ki

n
g,

ca
n

be
ex

ci
te

d
by

lo
w

en
er

gy
C

om
pl

ex
an

d
sl

ow
er

d
ec

od
in

g
m

et
h

od
8

co
d

es
h

av
e

be
en

re
po

rt
ed

1
1

8
O

rt
h

og
on

al
sc

an
n

in
g

au
to

m
at

ed
m

ic
ro

sc
op

y
11

8

Ph
as

e
an

gl
e

(f
re

qu
en

cy
-d

om
ai

n
)

N
il

au
to

fl
u

or
es

ce
n

ce
,

h
ig

h
si

gn
al

to
n

oi
se

ra
ti

o
R

eq
u

ir
es

se
ve

ra
l

m
od

u
la

ti
on

cy
cl

es
fo

r
d

ec
od

in
g

19
co

d
es

h
av

e
be

en
re

po
rt

ed
1

7
Fr

eq
u

en
cy

-d
om

ai
n

fl
u

or
es

ce
n

ce
li

fe
ti

m
e

m
ea

su
re

m
en

t
sy

st
em

17

N
on

-f
lu

or
es

ce
n

t
op

ti
ca

lb
ar

co
d

es
St

ru
ct

u
ra

l
co

lo
u

r
co

d
e

N
o

ph
ot

ob
le

ac
h

in
g

Li
m

it
ed

n
u

m
be

r
of

ba
rc

od
es

6
co

d
es

h
av

e
be

en
re

po
rt

ed
,

ca
n

go
u

p
to

X
n

co
d

es
1

2
4

R
ef

le
ct

io
n

sp
ec

tr
os

co
py

,
op

ti
ca

l
m

ic
ro

sc
op

e
in

re
fl

ec
ti

on
m

od
e

12
3–

12
5

SE
R

S
V

er
y

se
n

si
ti

ve
,

n
ar

ro
w

sp
ec

tr
a

R
eq

u
ir

es
go

ld
/s

il
ve

r
su

rf
ac

e
10

co
d

es
h

av
e

be
en

re
po

rt
ed

,
ca

n
go

u
p

to
2n
�

1
co

d
es

1
3

2
R

am
an

sp
ec

tr
op

h
ot

om
et

er
,

co
n

fo
ca

l
R

am
an

m
ic

ro
sc

op
y

12
8,

12
9,

13
2

an
d

17
1

G
ra

ph
ic

al
Fl

u
or

es
ce

n
ce

pa
tt

er
n

,
op

ti
ca

l
pa

tt
er

n

U
n

li
m

it
ed

co
d

es
,

ea
sy

d
ec

od
in

g
m

et
h

od
Lo

n
g

fa
br

ic
at

io
n

pr
oc

es
s

re
qu

ir
ed

fo
r

ea
ch

co
d

e
7

co
d

es
h

av
e

be
en

re
po

rt
ed

,
ca

n
go

u
p

to
26

n
co

d
es

to
30

0
m

il
li

on
1

3
6

Fl
u

or
es

ce
n

ce
an

d
op

ti
ca

l
m

ic
ro

sc
op

y
14

0
an

d
17

1–
17

4

Se
qu

en
ce

D
N

A
E

as
y

to
ge

n
er

at
e

th
e

co
d

e,
u

n
li

m
it

ed
co

d
e

U
n

st
ab

le
at

ex
tr

em
e

te
m

pe
ra

-
tu

re
an

d
pH

96
co

d
es

h
av

e
be

en
re

po
rt

ed
,

ca
n

go
u

p
to

4n
1

5
3

D
N

A
se

qu
en

ce
r

14
9–

15
1

Pe
pt

id
e

11
pe

pt
id

es
d

es
ig

n
h

as
be

en
re

po
rt

ed
,

ca
n

go
u

p
20

n
to

50
0n

1
4

8

M
as

s
sp

ec
tr

op
h

ot
om

et
ry

14
7,

14
8

an
d

15
2

M
or

ph
ol

og
ic

al
Sh

ap
e

G
en

er
at

e
d

is
ti

n
ct

ba
rc

od
e

C
om

pl
ex

pr
ep

ar
at

io
n

st
ep

,
li

m
it

ed
n

u
m

be
r

of
en

co
d

in
g

4
sh

ap
es

h
av

e
be

en
re

po
rt

ed
,

li
m

it
ed

ca
pa

ci
ty

1
5

4
E

le
ct

ro
n

m
ic

ro
sc

op
y

15
4

Si
ze

E
as

y
to

pr
ep

ar
e

Li
m

it
ed

n
u

m
be

r
of

en
co

d
in

g
3

co
d

es
h

av
e

be
en

re
po

rt
ed

,
li

m
it

ed
ca

pa
ci

ty
1

5
5

A
to

m
ic

fo
rc

e
m

ic
ro

sc
op

y,
E

le
ct

ro
n

m
ic

ro
sc

op
y

15
5

M
ag

n
et

ic
M

ag
n

et
ic

pr
op

er
ty

E
as

y
to

h
an

d
le

an
d

se
pa

ra
ti

on
u

si
n

g
an

ex
te

rn
al

m
ag

n
et

ic
fi

el
d

Li
m

it
ed

n
u

m
be

r
of

en
co

d
in

g
3

co
d

es
h

av
e

be
en

re
po

rt
ed

,
li

m
it

ed
ca

pa
ci

ty
1

5
6

V
ib

ra
ti

on
al

sa
m

pl
e

m
ag

n
et

om
et

er
9,

15
6

an
d

15
7

Ph
as

e
ch

an
ge

So
li

d
–l

iq
u

id
ph

as
e

ch
an

ge
St

ab
le

u
n

d
er

h
ar

sh
co

n
d

it
io

n
s,

e.
g.

ex
pl

os
io

n
,

ca
n

ge
n

er
at

e
h

ig
h

n
u

m
be

r
of

d
is

ti
n

ct
ba

rc
od

es

D
iffi

cu
lt

re
ad

ou
t

m
ec

h
an

is
m

15
co

d
es

h
av

e
be

en
re

po
rt

ed
,

ca
n

go
u

p
to

10
23

co
d

es
w

it
h

10
d

iff
er

en
t

m
et

al
s1

6
0

D
iff

er
en

ti
al

sc
an

n
in

g
ca

lo
ri

m
et

ry
,

in
fr

a-
re

d
ca

m
er

a

10
an

d
15

8–
16

0

Review Article Chem Soc Rev

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 1

2 
O

ct
ob

er
 2

01
7.

 D
ow

nl
oa

de
d 

on
 8

/3
/2

02
5 

2:
07

:4
0 

PM
. 

 T
hi

s 
ar

tic
le

 is
 li

ce
ns

ed
 u

nd
er

 a
 C

re
at

iv
e 

C
om

m
on

s 
A

ttr
ib

ut
io

n-
N

on
C

om
m

er
ci

al
 3

.0
 U

np
or

te
d 

L
ic

en
ce

.
View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/c7cs00271h


7058 | Chem. Soc. Rev., 2017, 46, 7054--7093 This journal is©The Royal Society of Chemistry 2017

state eventually go back to the ground state and emit photons
of lower energy because of the Stokes shift. On the other hand,
in upconversion phenomena, two or more photons of similar
or different energies are absorbed and the combined energy
causes the electron transition from the ground state to an
excited state (Fig. 2b). The emitted photons have higher energy
than photons initially absorbed, as observed in lanthanide-
doped upconversion nanocrystals. The decoding technique for
fluorescent nano-barcodes includes fluorescence microscopy
and photoluminescence spectrometry. As there are multiple
spectra from the fluorescence signal, signal processing such as
the deconvolution of the spectra is required to identify the
barcode such as using a hyperspectral imaging technique.32,33

2.1.1.1 Organic dye encoded nano-barcodes. Out of the pre-
viously mentioned candidates of fluorescent encoding elements,
organic dyes have been widely used with advantages of high
quantum yield, low cost, and commercial availability of different
types. Because of their small size, organic dyes could be used for
detection down to the molecular level. Organic dyes have been
used to encode nanoparticles, nanobeads, nanotubes, nano-
wires, NMOF and sequences to generate nano-barcodes.36–39

Dye encoded nanobeads are also available commercially which
are vastly used for different applications. However, organic dyes
suffer from several disadvantages such as photobleaching,
limited number of colour codes due to spectral overlap and the
need to use multiple excitation light sources for each dye, thereby
making the readout complex and costly.30 Furthermore, most of

the conventional organic dyes suffer from aggregation at the high
loading concentration used to prepare the nano-barcodes. During
aggregation, the structure of these dyes allows their molecules to
arrange in p–p stacking. This leads to aggregation-caused
quenching (ACQ) that subsequently causes significant loss of
emission intensity, thereby restricting their use in the prepara-
tion of nano-barcodes. Some efforts have been made to overcome
these shortcomings. Inorganic dyes, such as Rubpy and Osbpy,
with better photostability have been developed to be encapsu-
lated inside silica nanoparticles to prepare the nano-barcodes.40

To achieve single wavelength excitation, fluorescence resonance
energy transfer (FRET) has been employed to generate tunable
codes by using different dyes as FRET donors and acceptors, as
shown in Fig. 2c and d.35,41,42 To increase the encoding capacity,
the organic dye-based nano-barcodes can be prepared by mixing
the organic dyes in different ratios. For instance, organic fluor-
ophores of red and green emissions have been used for DNA
nano-barcodes to achieve 7 different codes.43

Additionally, to solve the problem of ACQ pertaining to
conventional organic dyes, aggregation-induced emission (AIE)
active dyes were developed that exhibit enhanced fluorescence
upon aggregation, with emission ranging from red to blue colour.
The structure of these dyes restricts the intramolecular rotation
for p–p stacking to happen, thereby allowing enhanced emission
in aggregated form.44 AIE-active dyes have been encapsulated
inside silica nanoparticles to prepare the nano-barcodes.45,46

Very recently, a 1,8-naphthalimide derivative fluorophore, a new
organic dye, was designed to prepare encoded silica nanoparticles

Fig. 2 Fluorescent encoding element based optical barcodes. Schemas showing the mechanisms of (a) the downconversion emission process, where a
high-energy excitation photon (hn1) gets absorbed by the system in ground state 1 and excites the electron to excited state 3. The unstable electron
undergoes non-radiative decay to a lower-excited state 2, followed by relaxation to the ground state accompanied by the emission of a lower-energy
photon (hn2), and (b) upconversion emission processes, where excitation photon (hn1) gets absorbed by the system in ground state 1 and excites the
electron to metastable excited state 2. The electron gets further excited to state 3 with the sequential absorption of another photon (hn2) and finally,
relaxes back to the ground state accompanied by the emission of a photon with higher energy (hn3) than the individual excitation photons.34 (c) Organic
dye based encoding of nanoparticles doped with different ratios of fluorescein isothiocyanate (FITC), rhodamine 6G (R6G) and carboxy-X-rhodamine
(ROX) dyes to generate fluorescence resonance energy transfer (FRET) mediated codes.35 The selection of these dyes was based on their spectral
overlapping to enable the FRET process and generate multiple emission signal under single wavelength excitation. (d) Spectra showing normalised
excitation and emission peaks of the three dyes.35 Figure panels reproduced from ref. 34, with permission from Nature Publishing Group, copyright 2013;
ref. 35 with permission from the American Chemical Society, copyright 2006.
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and demonstrated for mitochondrial imaging.46 Another AIE-
active dye, 10-cetyl-10H-phenothiazine-3,7-(4,40-aminophenyl)-
acetonitrile, has also been used to prepare nano-barcodes
and was demonstrated for successful uptake by HeLa cells,
thereby unleashing their potential to be used for biological
applications.45

Despite the improvements, inorganic fluorescent nano-
particles such as QDs and lanthanide-doped nanocrystals have
proven to be better alternatives with several advantages over
organic dyes as discussed next.

2.1.1.2 Quantum dot encoded nano-barcodes. Quantum dots
(QDs) are semiconductor nanocrystals usually composed of
elements of groups II–VI (e.g. CdSe, CdTe, ZnSe), III–V (e.g.
InAs, InP), IV–VI (e.g. PbSe, PbS), and I–III–VI (e.g. CuInS2,
CuInSe, AgInS2) of the periodic table. They have dimensions

typically in the range of 1–20 nm that is smaller than the exciton
Bohr radius of the bulk material.47,48 Compared to organic dyes,
QDs have numerous benefits such as photostability, brighter
fluorescence, narrow and tunable emission peaks and single
wavelength excitation favouring their use for preparing fluores-
cent barcodes (Fig. 3a). Tunability can be achieved by changing
the composition or size (for the same composition), thereby
generating multiplex codes. The encoding capacity of the QDs is
C = Nm� 1, where N is the number of emission intensity and m is
the number of emission colours, based on which theoretically
more than one million codes can be achieved. Like organic dyes,
most of them are downconverting in nature and possess broad
excitation band and emission range from the UV-visible to the
NIR region.49,50 However, use of QDs for certain applications is
challenging due to their cytotoxicity and photoblinking.51,52 For
instance, in cell labelling, QD precipitation on the cell surface

Fig. 3 Inorganic fluorescent nanoparticle based barcodes. (a) Fluorescent microscopy and corresponding spectra for QD barcodes with single colour
(top panel) and dual colours (down panel) excited by single excitation wavelength at 488 nm.3 (b) Upconversion nanocrystal encoded nanorods
displaying dual-colours based on different combinations of three primary colours.80 (c) NMOF encoded with different lanthanide ions (Eu3+, Tb3+ and
Sm3+) to generate fluorescent barcodes.81 (d) Carbon dots of (i) three types: graphene quantum dots, carbon nanodots, and polymer dots.82 Photographs
of (ii) carbon nanodots,83 and (iii) polymer dots under UV light excitation.84 Figure panels reproduced from ref. 3 with permission from American
Chemical Society, copyright 2013; ref. 80 with permission from American Chemical Society, copyright 2014; ref. 81 with permission from the Royal
Society of Chemistry, copyright 2014. ref. 82 with permission from Springer, copyright 2014; ref. 83 with permission from Wiley, copyright 2010; ref. 84
with permission from Wiley, copyright 2014.
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or release of QD precursor ions (Cd2+) damages cell functioning.53,54

Photoblinking, on the other hand, leads to intensity fluctuations
thereby hampering the signal efficiency and reliability.49 Preparing
Cd-free QDs, surface coating and incorporating QDs into polymer or
silica matrices are ways developed to address the toxicity issue.55–58

Preparing core–shell (e.g., CdSe/CdS) or core-alloyed interface-
shell QDs with thicker shells has helped suppress the blinking
behaviour.59–63 QDs have been explored to prepare barcodes
for bio-detection, cell labelling, imaging, anti-counterfeiting
and other applications by putting them in/on nanospheres,
nanoclusters, nanosheets, nanorods, nanotubes, nanowires
and nanodisks.33,64–79

2.1.1.3 Fluorescent carbon dot encoded nano-barcodes. Fluores-
cent carbon dots (CDs) are small carbon nanoparticles of size
less than 10 nm. They can be classified as graphene quantum
dots (GQDs), carbon nanodots (CNDs), and polymer nanodots
(PDs), as depicted in Fig. 3d. GQDs are composed of small
graphene fragments arranged in one or more layers and their
fluorescence behaviour is mainly attributed to the quantum
effect. On the other hand, CNDs are spherical in shape and the
fluorescence properties do not arise from the dot. The fluores-
cence emission can be tuned from blue to NIR by modulating
the synthesis and/or purification steps. When a polymer is
conjugated with the dots, the resulting CDs are referred to as
PDs, with the polymer providing the fluorescent properties and
imparting stabilization and passivation.82,85

These CDs are in high demand owing to their advantages
including lower toxicity, higher biocompatibility and higher
fluorescence compared to QDs. Most of the CDs, however,
are excited by UV light, thereby posing limitations such as
autofluorescence and inability to use in some of the biological
applications. Additionally, high-throughput and efficient synthesis
processes need to be developed for fabricating high quality
CDs. Furthermore, the fluorescence mechanism of CDs is not
studied sufficiently and needs to be understood further to
harness their potential.

Thus far, these fluorescent CDs have been used to prepare
nano-barcodes for various applications.82 For instance, GQDs
have been encapsulated in silica nanoparticles and decorated
on the surface of nanobeads or other substrates for bioimaging
and detection applications.86,87 Fluorescent GQDs have also
been incorporated into a matrix of NMOF and hold potential
for biological applications.88 Similarly, fluorescent CNDs have
been encapsulated in NMOF with potential to serve as a multi-
functional platform for biological applications.89–92 Fluores-
cent CNDs have also been decorated on the surface of silver
nanoparticles for bio-detection.93 Compared to the GQDs and
CNDs, PDs are very novel and not yet explored very well.
Fluorescent PDs were encapsulated in silica nanoparticles to
prepare fluorescent nano-barcodes to be used for bio-detection
and bioimaging applications.94,95

2.1.1.4 Lanthanide nanocrystal encoded nano-barcodes.
Lanthanide-doped nanocrystals consist of an inorganic host matrix
doped with various lanthanide ions as sensitizers and activators.

The energy is absorbed by sensitizers and transferred to acti-
vators, which then emit light of a certain wavelength. Based on
the process of energy conversion they can be downconversion
or upconversion nanocrystals.96–100 In the downconversion
process, the doped lanthanide ions absorb high energy and
generate Stokes-shifted emission. On the other hand, in upcon-
version nanocrystals absorption of two or multiple photons of
lower energy leads to the emission of higher energy light with a
narrow emission band. The phenomenon is referred to as anti-
Stokes shift and the emission of a specific wavelength is governed
by the energy levels of the activator. Both lanthanide-doped
down- and upconversion nanocrystals offer advantages such as
photostability, single wavelength excitation, narrow and tunable
spectra with little spectral overlap.96,101,102 Upconversion nano-
crystals offer additional benefits over downconversion nano-
crystals such as large anti-Stokes shift, minimal background
noise due to low autofluorescence, and low photodamage to
biological samples due to NIR excitation.103,104 Lanthanide
nanocrystal-based nano-barcodes can generate up to Nm � 1
codes, where N is the number of emission intensity and m is the
number of colours. Using this principle, 6 different fluores-
cence codes have been reported.13 However, lanthanide-doped
upconversion nanocrystals have a major disadvantage of
fluorescence quenching due to dopant ion concentration based
cross-relaxation, surface ligands, crystal defects and choice of
solvent.101,104–106 Attempts have been made to solve these
issues by careful selection of solvent and concentration, and
engineering the design of nanocrystals and distance between the
dopant ions.103,107–110 Exploiting the benefits of lanthanide-doped
down-conversion and up-conversion nanocrystals, fluorescent
nano-barcodes (Fig. 3b and c) have been developed.80,111–114

Furthermore, lanthanide ions have also been encapsulated in
NMOF to prepare fluorescent barcodes.81,115

2.1.2 Fluorescence kinetics-based nano-barcodes. Widely
used fluorescent emission colour based barcoding has drawbacks
including photobleaching, requirement of multiple filters and
deconvolution to resolve spectral colour overlap. Therefore,
another parameter based on kinetics of fluorescent particles has
been utilized to prepare nano-barcodes. The fluorescence kinetics
is governed by rise and decay times and can be measured by
two different parameters namely the fluorescence lifetime
(time-domain) and phase angle (frequency-domain).

2.1.2.1 Fluorescence lifetime encoding. Tuning of the lumines-
cence lifetime is one of the methods that utilize the temporal
domain of the luminescence instead of its spectral domain.
Although fluorescence lifetime encoding with organic dyes and
QDs has been developed, these materials have short lifetimes,
ranging from o10 ns for organic dyes and 10 to 100 ns for
QDs.116 This results in the interference of excitation signals and
difficulty in distinguishing the different lifetime codes. In this
regard, rare earth metals with a wide luminescence lifetime
ranging from micro to milliseconds are preferred. A lanthanide
based downconversion nanoparticle has been used for lifetime
encoding using the luminescence resonance energy transfer
(LRET). The usage of different concentrations of europium ions
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and cationic coumarin as the donor and acceptor dyes in the
LRET resulted in different luminescence lifetimes.117 Further-
more, the luminescence lifetime decay of upconversion nano-
particles, referred to as ‘‘t-dots’’, has been explored for
multiplex bioassay.11 This upconversion luminescence lifetime
decay can be tuned by changing the distance of the sensitizer to
the emitter to obtain unique lifetime decay codes. By modulating
the Tm doping concentration from 4 to 0.2 mol% with 20 mol%
of Yb, the lifetime is tuned from 48.6 ms to 668 ms, as can be seen
in Fig. 4a.118 The work reported 8 different distinct lifetime
codes using this method, and the number of codes can be
further increased by fine-tuning the ratio of Tm doping.

Of note, the fluorescence lifetime of an organic fluorophore
can be increased from a few nanoseconds to more than 100 ns
by coupling the organic fluorophore with CdS/ZnS QDs by
the process of FRET.119 The QDs act as the FRET donor and
the excitation of QDs results in the transfer of energy to the
acceptor of the organic fluorophore which leads to the longer

emission lifetime of the fluorophore, as the effective lifetime of
this emission depends on the lifetime of the donor. Multiplex
measurements of the fluorescence lifetime, hence, can be
performed by using the organic fluorophore coupled with
different donor nanoparticles with different lifetimes.120 For
instance, the organic fluorophore ATTO590 dye coupled with
CdS/ZnS QDs displayed a higher lifetime of more than 100 ns as
compared to the coupling with gold nanoparticles with a life-
time of a few nanoseconds. Furthermore, the doping of transi-
tion metals such as Mn inside the ZnS shell was able to
significantly improve the fluorescence lifetime of the dye to
the millisecond range and hence increased the multiplexing
range of the method.121 This luminescence lifetime is read
by time-gated orthogonal scanning automated microscopy
(OSAM), which was further improved to the next generation
time-resolved scanning cytometry system.122 Furthermore, a
fast fitting algorithm has been developed to create an on-the-
fly decoding system upon scanning cytometry.117 The lifetime

Fig. 4 Fluorescence lifetime and phase angle encoding. (a) Lifetime encoding is produced by changing Tm doping in the upconversion nanoparticle,
and the luminescence lifetime can be tuned from 48.6 to 668.8 ms;118 (b) Frequency-domain fluorescence encoding shows that (i) the ratio between the
phase lag of sinusoidal excitation light and the emission with the modulation period results in the phase angle encoding. (ii) The management of kinetics
of the upconversion nanoparticles is able to achieve high difference in the phase angle measurement at different frequencies.17 Figure panels reproduced
from ref. 118 with permission from Nature Publishing Group, copyright 2014; ref. 17 with permission from the Royal Society of Chemistry, copyright 2017.
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measurement can also be decoded using fluorescence lifetime
imaging microscopy.

The lifetime based barcode is robust as the detection is
independent of the intensity of the fluorescence, has no blinking
and autofluorescence.

2.1.2.2 Phase angle encoding. Compared to the fluorescence
lifetime encoding which uses the temporal domain, phase angle
encoding uses the frequency-domain to create the barcode. After
getting excited with harmonic wave excitation, the upconversion
luminescence responds to the harmonic excitation with the
same frequency, but with a phase lag. The phase angle depends
on the ratio of the time lag to the harmonic wave modulation
period (Fig. 4b). The phase angle (j) is governed by both rise and
decay times and can be expressed by the following equation:

j ¼ 1� o2tdtrffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� o2tdtrð Þ2 þ o2 td þ trð Þ2

q
0
B@

1
CA

where o = modulation circular frequency, td = decay time
constant, and tr = rise time constant. By changing the rise
and decay times, a wide range of phase angles can be obtained
for generating a large number of unique codes. The rise/decay
times of lanthanide-doped upconversion nanoparticles can be
modulated by controlling the energy transfers between dopants
present in their functional layer including the pumping layer
(with sensitizer ions only), emitting layer as well as the quenching
layer to create high capacity encoding.17 By tuning these para-
meters, 19 different combinations of codes have been reported,
and the number of codes can be further expanded with finer
tuning of the ratio compositions.8 As reported, high concen-
tration of emitting layer dopants leads to short rise and decay
times with a small phase angle following excitation under
harmonic-waves. Furthermore, the addition of the pumping layer
impacted the rise process by prolonging it, thereby leading to a
larger phase angle, whereas the addition of the quenching layer

caused a faster decay, which in turn led to a smaller phase
angle. The phase angle is measured using a frequency-domain
fluorescence lifetime measurement system.

The phase angle encoding has a superior signal-to-noise
ratio as compared to lifetime encoding as the excitation inten-
sity can be kept at a high level leading to strong emission
while the lifetime excitation uses short pulses yielding a weak
emission intensity. Furthermore, the dynamic range of the phase
angle encoding (01–1801) is larger than the lifetime encoding
(equivalent to B01–901).17 However, the phase angle decoding
method takes a relatively longer time due to the requirement of a
few modulation cycles to get the reliable phase angle reading,
thereby limiting the throughput of the decoding.17

2.1.3 Optically non-fluorescent encoded nano-barcodes.
Most of the fluorescence based encoding suffers from limitations
such as photobleaching, autofluorescence and spectral overlap
between the fluorescence signal codes. Hence, nano-barcodes
with non-fluorescent optical properties are developed, such as
structural colour and SERS based encoding.

2.1.3.1 Structural colour encoding. Structural colour is pro-
duced by the modulation or interference of light due to a
structured surface. One of the structural colours can be generated
through a photonic crystal as it is able to manipulate the light
intensity and spectrum to create a structural colour code.
A photonic crystal is typically nanoparticles in the form of
periodic nanostructures which can modulate the refractive
index, lattice constant or spatial symmetry, resulting in photonic
bandgap properties.123,124 Light energy that falls in the bandgap
will be reflected, which creates the different structural colour
codes as can be seen in Fig. 5a and b.

Monolayered self-assembled photonic crystals have been
developed to provide interchangeable covert to overt structural
colours based on the diffraction mechanism. The different light
intensities and background influence the covert to the overt
property of the photonic crystal code which can be used for

Fig. 5 Structural colour encoding. (a) Photonic crystal based structural coding by the self-assembled monolayer method.123 (b) Microscope image of
silica photonic crystal beads (PCBs) with wavelengths of 476 (PCB1), 505 (PCB2), 623 (PCB3), and 650 nm (PCB4).125 Figure panels reproduced from
ref. 123 from Nature Publishing Group (CC BY); ref. 125 with permission from American Chemical Society, Copyright 2011.
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anti-counterfeiting strategy.123 Colloidal photonic crystals
dispersed in photocurable resins have also been proposed for
anti-counterfeiting purposes.124 Furthermore, structural code
from photonic crystal beads conjugated with antibody has also
been used for multiplexed bioassays.125 Similar to the fluores-
cence emission codes, the structural colour from the colloidal
photonic crystals can be combined in different ratios to achieve
higher number of codes.124 For instance, red, green and blue
colloidal photonic crystals can be combined to produce 3
additional structural colour codes.124 As compared to the
fluorescence encoding, the photonic crystal encoding does not
bleach, quench or suffer from interference. However, the photonic
crystal codes are limited as the reflection peak is typically in the
range of visible light.

2.1.3.2 SERS encoding. Raman scattering occurs due to the
shift of monochromatic light based on the inelastic scattering
due to the vibration or rotation of molecules. This scattering
has very low efficiency and hence is difficult to detect. The
development of surface enhanced Raman spectroscopy (SERS)

improves the Raman scattering efficiency by using noble metal
surfaces, including copper, silver, or gold layer on the detection
surface. This SERS encoding can be in the form of nanowires of
silver and gold,126,127 produced via an electrodeposition pro-
cess. Furthermore, the SERS signal can be enhanced through
the fabrication of nano gaps, which is achieved through the
development of nanodisks with on-wire lithography (Fig. 6a).
Additionally, there are different Raman reporter molecules with
distinct Raman spectra that can be used to tag nanostructures/
particles to produce barcodes, referred to as ‘‘SERS dots’’ as
can be seen in Fig. 6b–d. Nano-barcodes based on nanobeads,
nanostars, and nanopillar arrays conjugated with different
Raman reporters have been reported.19,128,129 The signal
decoding for SERS based encoding can be achieved through a
Raman spectrometer and a Raman microscope.128 In addition
to the traditional spectrometers, a confocal Raman microscope
has been used to decode the SERS signal from silver and gold
nanodisk codes.126,127 A Raman microscope was also used for
decoding the SERS-based molecular beacon for multiplexed
detection of viral RNA.130

Fig. 6 SERS encoding. (a) Silver nanodisk barcodes with nano gaps. (i) The presence of the dimer nanodisk shows as a peak in the Raman map
corresponding to ‘‘1’’ code, while the gap is ‘‘0’’ at (ii) 633 nm and (iii) 532 nm excitation.126 (b) SERS hotspots from the gold nanostars functionalized with
different Raman reporters.128 (c) Gold nanorods with different Raman reporters,133 and (d) SERS nanosheets based on the dispersed gold nanorod dimer
on a solid surface.134 Figure panels reproduced from ref. 126 with permission from American Chemical Society, copyright 2010; ref. 128 with permission
from American Chemical Society, copyright 2016; ref. 133 with permission from American Chemical Society, copyright 2012; ref. 134 with permission
from Wiley, copyright 2012.
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SERS based codes provide ultrahigh sensitivity, very narrow
spectra and large encoding capacities. However, SERS requires a
silver or gold surface and the resulting SERS signal can be
interfered by fluorescence signals, which limits the combination
with fluorescence probes. To overcome this, signal processing
methods have been reported to resolve the Raman signal from
fluorescence interference.131 Thus far, 10 different SERS-based
nano-barcodes have been reported for their application in multi-
plexed in vivo imaging.132

2.2 Graphical encoding

Graphical encoding employs a pattern of optical elements to
generate nano-barcodes. This graphic can be in the form of a
distinct pattern generated during the synthesis or the arrange-
ment of the nanoparticles after they have been synthesized. The
pattern generated during the synthesis can be in the form of
striped metal nanowires composed of different metals such as
gold (Au), silver (Ag), cobalt (Co), platinum (Pt), nickel (Ni), and
copper (Cu) which are synthesized with the help of an electro-
deposition method, as shown in Fig. 7a.135,138 The striped
metal barcode corresponds to the different reflectivities of the
metal composition under the optical microscope, for example
gold (Au) has high reflectivity when it is exposed to 430 nm
light, making the Au segment appear brighter as compared to
the silver segment of the nanowires.135 Furthermore, the length
of the segment can be varied depending on the deposition time.
Nanowires with distinctive Morse codes based on a Pt segment

and a Co spacer have been used to generate nano-barcodes
(Fig. 7b). This distinct code is represented by the dot and dash
reflectivity pattern of the metal.136,139 Furthermore, nano-
barcodes based on the multilayer core–shell rare earth metal
pattern with different layer contrasts due to the difference in
the atomic numbers on each layer have been reported as seen
in Fig. 7c.11,140 These layers can be distinctively observed with
high-angle annular dark-field scanning transmission electron
microscopy (HAADF-STEM) as it is a powerful tool to obtain the
imaging contrast of different atomic numbers.11 The graphical
nanowire barcodes based on the different reflectivity patterns
can have unlimited codes and the reflectance pattern can be
read out simply by using optical microscopy.139 Furthermore,
nanowires can be characterized using X-ray fluorescence (XRF)
and voltammetry. XRF can determine the composition of the
alloy nanowire barcode and voltammetry electrochemically
determines the composition through reading the redox peaks
of each composed metal.141 The graphical encoding technique
can generate high number of barcodes. The metallic nanowires
from electrodeposition have theoretical Yn, where Y is the
number of metal composition and n is the number of deposi-
tions. Meanwhile, the Morse code pattern on nanorods can
generate up to 26n codes, which can be more than 300 million
codes.136 However, the electrodeposition approach used to
prepare the nanowires can only generate one type of code each
cycle and requires another synthesis for additional code.139

Furthermore, due to the high density of the metal nanowires,

Fig. 7 Graphical encoding. (a) Optical reflectivity images (scale bar = 5 mm) of nanowires encoded with stripes of Cu, Au, Ni and Ag at 430 and 600 nm
illumination for (i) Au–Co–Au nanowires: the reflectivity of the Co segment compared to the Au segment is higher at 430 nm but lesser at 600 nm
illumination; (ii) Ni–Ag–Au nanowires: the reflectivity of each metal is distinct at 430 nm which changes relatively at 600 nm.135 (b) Nanorods patterned
with Morse code showing time dependent voltage and the corresponding current values with regard to time. The top inset shows the schema of the
nanorod design and the bottom inset shows SEM and corresponding optical images of the encoded nanorod.136 (c) Multilayer core–shell rare earth metal
pattern due to difference in atomic number under HAADF-STEM of (i) Gd,Y,Y,Gd (core, shell 1, shell 2, shell 3) and (ii) Gd,Gd,Y,Gd.11 (d) Graphical logo
pattern from printed lanthanide doped Y2O3 nanorods;137 (i) is magnified in (ii). Figure panels reproduced from ref. 135 with permission from American
Chemical Society, copyright 2003; ref. 136 with permission from American Chemical Society, copyright 2009; ref. 11 with permission from American
Chemical Society, copyright 2015; ref. 137 with permission from American Chemical Society, copyright 2017.
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the particles settle down quickly and requires continuous
agitation to suspend the particles.139

The arrangement of the pattern after synthesis can be in the
form of controlled or random codes.142 In the generated pattern,
the pattern can be controlled, carefully designed and memorized
for the decoding process. The most popular controlled design is
based on spatial encoding through the inkjet printing of covert
fluorescence or photonic crystal nanoparticles.15,123 The patterns
are designed using a computer and printed onto materials such
as paper, tape or others.111,143 The pattern can be in the form
of QR codes, letters/words or icons which can be easily
distinguished.123,124,144 On the other hand, the random pattern
is an unclonable tag which cannot be reproduced due to the
randomness. This includes the random dispersion of fluores-
cence nanowires which acts as a unique fingerprint.21 This
method is popular for anti-counterfeiting due to its easy fabrica-
tion and labelling process for the secured item. Theoretically,
by changing the design of the pattern, unlimited number of
graphical barcodes can be generated via this approach.

2.3 Sequence encoding

Polymers are formed from individual monomers linked by
chemical bonding. The composition of the monomer can be
homogeneous or heterogeneous. Heterogeneous monomers
can generate polymers with a different sequence for encoding.

Bio-based polymers, such as DNA, are made up of four bases,
while peptides are built from more than 20 amino acids. The
unique combinations of monomers in DNA or peptides have
been reported to serve as a taggant, which has been referred to
as bio-barcodes as seen in Fig. 8a.145–147 In addition to the
sequence, additional encoding can be obtained from synthesizing
different lengths of the polymer, or a set of different oligomers
with different codes (Fig. 8b). Synthetic polymers based on the
sequence encoding of oligo(alkoxyamine amide)s and different
mass mixtures of the polymer have been reported.148 To decode
the DNA sequence from the sample, the DNA needs to be
collected and amplified using the polymerase chain reaction
before being processed for DNA sequencing such as using the
Sanger technique.149–151 On the other hand, the peptide or
polymer sequences are decoded with a mass spectrophoto-
meter which can capture the mass-per-charge ratio of the
peptides.147,148,152

Sequence based encoding provides a high capacity of code
and the production of synthetic DNA or peptide has been easily
implemented. The number of codes that can be produced
from DNA sequences is 4n, while the capacity of peptides and
polymers is from 20n to 500n, where n is the length of the DNA/
polymer sequences, respectively. So far, 96 different DNA
sequence barcodes have been reported for the gene sequencing
process, and 11 synthetic peptides have been designed for

Fig. 8 Sequence encoding. (a) DNA sequence based bio-barcodes. (i) The different DNA sequences are encapsulated in silica and (ii) decoded by Sanger
sequencing for use in oil tracing.151 (b) Synthetic polymer-based barcode. (i) 1D, with different lengths and sequences of the monomers and (ii) 2D, with
different sets of monodisperse oligomers with different mass.148 Figure panels reproduced from ref. 151 with permission from American Chemical
Society, copyright 2014; ref. 148 with permission from Wiley, copyright 2016.
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nano-barcodes.148,153 Although a sequence barcode has a very
high encoding capacity, the biopolymers such as DNA and
peptides are prone to denaturation at extreme temperatures
or pH as well as enzymatically by DNAse or proteinase in the
environment. Therefore, additional protection molecules on
each end of the sequences or nanoparticle shells can be used
to stabilize the DNA or peptide.147,148,151,152

2.4 Morphological encoding

Morphological encoding relies on the physical characteristics
of the particles such as size and shape for preparing different
nano-barcodes.154,155 Different sizes of nanobeads have been
used to generate unique codes. For example, the height of the
closely packed silica nanoparticles of size 160 nm and 300 nm can
be distinguished with tapping mode AFM.155 Shape encoding uses
different shapes to generate the codes. Silica nanotubes have been
synthesized with different hollow structures and shapes from
different synthesis templates to create 4 distinct codes, as shown
in Fig. 9.154 DNA self-assembly has also been used to generate
barcodes with regards to the shape of its 3D nanostructure.20 The
different shapes of the self-assembled DNA can be well observed
and distinguished under TEM imaging.

However, the size and shape based barcode technique
cannot generate many distinct and unique barcodes as com-
pared to other encoding techniques. Moreover, decoding for
most of the size and shape encoding involves equipment such
as an electron microscope or AFM that requires complex
operating procedures and trained personnel to measure the
size or shape of the nano-barcode.

2.5 Magnetic encoding

Magnetic encoding relies on the magnetic properties of nano-
particles. Ferromagnetic materials like iron (Fe) possess a
magnetization value (Ms) that can be measured using vibra-
tional sample magnetometry (VSM). The magnetic properties
of an alloy can be modulated by mixing magnetic and non-
magnetic materials such as Fe and Au which results in different
magnetization parameters under VSM.156,157 In the presence of

external parallel and perpendicular magnetic fields, the
hysteresis curve, the saturation magnetization and the coercivity
value of the alloys depend on the magnetic compositions.
Yoon et al. developed 3 different CoFe/Au nano-barcodes with
different compositions of the metals including Co-rich, Co
and Fe equiatomic as well as Fe-rich. The difference in the
composition of Fe resulted in a different shifting position in
the hysteresis curves and magnetization and coercivity para-
meter for each composition under VSM measurement, as
depicted in Fig. 10.156 Jeon et al. similarly used NiFe/Au nano-
wires with different compositions of Fe and Ni to produce
magnetic codes to the nanowires.157 Magnetic encoding based
on superparamagnetic iron oxide nanoparticles and gadolinium
ions has also been utilized for contrast agents for Magnetic
Resonance Imaging (MRI).9

Composition based ferromagnetic materials allow only for a
limited number of unique codes due to the low sensitivity of
the decoding instruments to evaluate the different ratios of
the magnetic composition on the barcodes. Therefore, this
barcoding is commonly combined with other barcode types to
increase the encoding capacity.

2.6 Phase change based encoding

The phase change property of nanoparticles is considered a
new covert encoding technique with the capacity to generate
a large number of codes. This encoding technique uses the
solid-to-liquid phase change property of nanoparticles due to a
temperature change, which is also referred to as the thermal
barcode. The barcoding is achieved by mixing pure metals with
different melting peaks to make nanoparticles, as can be seen
in Fig. 11a.158 The nanoparticle melting during phase change

Fig. 9 Morphological encoding. (a–d) TEM images of shape-coded silica
nanotubes and (e–h) optical microscopy images of differently shaped
nanotubes prepared using different alumina templates.154 Reproduced from
ref. 154 with permission from American Chemical Society, copyright 2006.

Fig. 10 Magnetic encoding. (a) NiFe/Au nanowire barcodes (i) TEM image
of nanowires with elemental line scan showing homogeneity of barcode
(ii) Elemental mapping showing nanowire composition (iii). (b) Magnetic
hysteresis curves of (i) Fe-rich, (ii) NiFe-equiatomic and (iii) Ni-rich nano-
wires in a vibrating sample magnetometer.157 Reproduced from ref. 157
with permission from AIP Publishing, copyright 2011.
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upon exposure to high temperature can be observed using
a differential scanning colorimeter (DSC) as a sharp and dis-
tinct peak (Fig. 11b).159 Ten different metal peaks including
aluminium, bismuth, cadmium, copper, gadolinium, indium,
lead, magnesium, palladium and silver can be combined to
create up to 2n � 1 (n = number of distinct melting peaks),
which can generate a total of 1023 different codes. So far,
Duong et al. prepared 15 different barcodes by combining four
different phase change nanoparticles.160 The approximate
melting temperature of the mixed metals can be obtained by
calculating the phase diagram based on the atomic ratio of the
different metals. The metal can be encoded inside a silica shell
for protection against leakage, simultaneously increasing the
long term stability.158 In addition to metals, organic solid
nanoparticles such as stearic acid, palmitic acid, paraffin wax,
and polyethylene can be used for phase change encoding as
they have different melting temperatures.159 Organic-solid
nanoparticles are synthesized using water–oil emulsion and
are encapsulated inside the polymer shell to avoid aggregation.
The mixing of the different mass ratios of these organic solid
nanoparticles can achieve multiple codes.

Compared to other encoding techniques, phase change
based encoding is suitable for explosive tracking as it can
withstand high temperature explosion. However, decoding with
DSC requires the sampling and heating of the nanoparticle
in an aluminium pan.161 There are some developments in
decoding instruments to improve the readout such as using
an infra-red camera sensor to detect the abrupt changes in the

heating or cooling temperature of the phase change nano-
particle remotely as depicted in Fig. 11c and d.161

2.7 Hybrid encoding approaches

Different encoding techniques have been combined to exploit
the benefits of each and increase the number of available
barcodes.162–165 Hybrid encoding is the most popular for anti-
counterfeiting applications as the combination of the encoding
techniques can be used for multi-layer security with different
types of covert codes. Moreover, hybrid encoding to generate
more number of codes is desirable for multiplex diagnostic and
imaging applications. The most common hybrid encoding
methods involve fluorescent encoding that can be coupled with
morphological, graphical, or Raman encoding methods. For
instance, nanorods of different shapes and fluorescence were
prepared based on multilayers of fluorescent polymers on
them. The different polymers used can be etched to achieve
different thicknesses, which in turn imparts multiple shapes
to barcodes (Fig. 12a).165 This also improves the barcoding
capacity based on shapes, which otherwise can generate limited
number of codes. The fluorescence and shape encoded
barcodes have the potential for detection and product tracking
applications. Furthermore, nanopillar arrays encoded with dual
spectroscopic techniques based on Raman and fluorescence are
used for anti-counterfeiting applications (Fig. 12b).19 Hybrid
encoding has also been used for creating barcodes for multi-
modal imaging, allowing for multiple imaging analysis. For
example, multilayer nanoparticles with magnetic, visible QDs

Fig. 11 Phase change encoding. (a) The melting of silica encapsulated lead–bismuth based nano-barcode at 650 1C. (i) is two minutes before (ii).
(b) The melting peak in the DSC curve from 100 to 300 1C.158 (c) Infra-red camera sensor to decode the thermal barcode with colour sensing.
(d) (i–iv) Thermal images of materials: stearic, palmitic, lauric acid and icosane at different temperatures captured by the infrared camera.161 Figure
panels reproduced from ref. 158 with permission from AIP Publishing, copyright 2009; ref. 161 with permission from American Chemical
Society, copyright 2016.
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and NIR QDs have been developed for MRI as well as fluores-
cence imaging of breast cancer (Fig. 12c).68

3. Strategies to prepare nano-
barcodes

A wide range of strategies to prepare nano-barcodes of different
colours, shapes and sizes have been developed. Some strategies
embed the encoding elements in the encoding carrier, whereas
others deposit them on the surface of the encoding carriers.
The embedding or surface decoration could be further classified
based on the status of the encoding carrier used, which could be
prepared before or during the encoding process. Several other
nano-barcodes are prepared by self-assembly methods to gen-
erate a highly ordered barcode. Before discussing the prepara-
tion strategies of nano-barcodes in detail, some essential criteria
for the preparation of nano-barcodes must be considered to
obtain the nano-barcodes of desired properties. The choice of
preparation strategy depends on their ability to produce uniform
barcodes, reproducibility, biocompatibility, number of barcodes
and ease of encoding (Table 2). Non-uniformity of encoding and

irreproducibility would result in batch-to-batch variations.
Depending on the encoding technique of nano-barcodes, their
physical, chemical and fluorescent stability must be assessed
before employing them for applications. The biocompatibility of
the surface of nano-barcodes, for immobilizing biomolecules on
their surface, can be modulated based on the raw material
chosen to prepare the nano-barcode or by coating the nano-
barcodes with functional groups post synthesis. Additionally,
preparation strategies involving simple synthesis and purifica-
tion steps are favoured due to the ease of barcoding.

3.1 Embedding

Encoding elements such as organic and inorganic fluoro-
phores, Raman dyes, can be embedded inside the pre-formed
encoding carriers or encoding carriers formed during the
embedding process to create the barcode.

3.1.1 Embedding in pre-formed encoding carriers
3.1.1.1 Swelling. Swelling is a renowned strategy where the

encoding elements are suspended in a swelling solution and
their encapsulation through the pores of the nanospheres occurs
via a concentration gradient. Typically, polymeric nanospheres

Fig. 12 Different hybrid barcodes with dual encoding modalities. (a) Shape and fluorescence coded nanorods. The top panel shows different shapes
generated by varying the etching speed. The bottom panel shows different fluorescence based on the layers of fluorescent polymers.165 (b) Raman (Ag
deposited) and fluorescence (dye encapsulated) encoded nanopillar barcodes. (i and ii) SEM and (iii and iv) AFM images of nanopillars; (v) fluorescence
spectra and (vi) images of R6G (red) and eosin Y (EY) (blue) in nanopillars; (vii) SERS spectra and (viii) images of R6G (red) and EY (blue) in nanopillars.19

(c) Fluorescence QD coated silica nanobeads with magnetite nanoparticles inside. (i) TEM image of barcode; (ii) DLS showing size distribution;
(iii) Fluorescent images of barcodes excited at 365 nm showing emissions at 600 nm (purple) and 750 nm (red). (iv) Camera image of barcode solution
without (left) and with (right) the magnet.68 Figure panels reproduced from ref. 165 with permission from American Chemical Society, copyright 2010;
ref. 19 with permission from Royal Society of Chemistry, copyright 2016; ref. 68 with permission from Elsevier, copyright 2012.
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and encoding elements are mixed in a swelling solvent. The
solvent infiltrates through the matrix of the nanospheres and
induces swelling of the beads and enlargement of the pores
inside the beads. The encoding elements then diffuse into the
swollen beads through the enlarged pores. Upon removal of the
swelling solvent, the spheres are de-swelled and they shrink, and
the nanoparticles are encapsulated inside the spheres (Fig. 13a).
Different parameters that govern the process are optimal choice
of solvents and their pH, swelling time, concentration, optical
properties of encoding elements and their compatibility in
solvent systems.175 In a variation of this strategy, precursors of
encoding elements are encapsulated in the preformed carrier
and are subjected to synthesis in situ to generate the nano-
barcodes. Using this process, CdSe QD precursors are embedded
and grown directly under high temperature conditions inside
porous silica nanospheres to prepare the barcode element.64 The
swelling method is advantageous due to its applicability to a
wide range of organic and inorganic dyes and nanoparticles to
prepare nano- as well as micro-barcodes.36,175,176 The successful
embedding using this approach, however, requires a match
between the pore size of the nanospheres and the size of the
encoding element. While larger pores would lead to leakage of
encoding elements, smaller pore size would result in their
adsorption on the surface of the nanospheres, both leading to
a compromise in the barcode stability and efficiency. The
leakage could be avoided by coating a polymer layer on the
surface of the prepared barcodes, as has been demonstrated for
micro-barcodes.

3.1.1.2 Embedding by ion-exchange. In this strategy, barcodes
are prepared by exchange of ionic nanoparticles, carried out in

the presence or absence of templates. Generally, the cationic
nanoparticles to be embedded inside are replaced by existing
cationic species present in the porous anionic matrices
(Fig. 13b).177,178 The reaction can also be performed via a
surfactant-template approach, where the surfactant ions are
replaced by cationic nanoparticles that are synthesized directly
inside the matrix.179,180 By changing the stoichiometry of
nanoparticles, their proportion embedded inside and thereby
the emission intensity can be controlled.178 To prevent the
leakage of embedded ions from the matrices, the as obtained
barcodes are coated with silica.178 This strategy has generated
QD doped mesoporous silica179,180 and lanthanide doped MOF,
with and without dye.177,178,181

3.1.1.3 Emulsion assembly. In this strategy, general oil-in-
water emulsion and microemulsion assembly is used to embed
the encoding elements inside the encoding carrier. Typically,
nanoparticles and amphiphilic co-polymer emulsion in water
stabilised with a surfactant are stirred and eventually, the organic
solvent of the oil phase is evaporated at high temperature (B70 1C).
During the solvent evaporation, nanoparticles assemble in a
nanocluster, as seen in Fig. 13c, and the polymer solidifies to
produce the nano-barcodes. Using this method, superparticles
of QDs,182 lanthanide-doped upconversion nanoparticles encap-
sulated in polymers24,170 and gelatin,183 and fluorescent dye-
loaded upconversion nanoparticle nanoplates assembled in
colloidal spheres113 have been prepared. The coating of polymer
or gelatin over these superparticles provides stability to the
barcodes along with the functional groups for biomolecule
conjugation. This method is beneficial to load hydrophobic
fluorescent nanoparticles and dyes to generate barcodes.24,170

Fig. 13 Strategy of embedding in pre-formed encoding carriers. (a) Embedding by swelling.175 (b) Embedding the lanthanide in NMOF by ion
exchange.177 (c) Embedding the lanthanide by emulsion assembly170 and (d) Embedding hydrophobic QDs by reverse emulsion.70 Figure panels
reproduced from ref. 175 with permission from Elsevier, copyright 2012; ref. 177 with permission from the Royal Society of Chemistry, copyright 2016;
ref. 170 with permission from the Royal Society of Chemistry, copyright 2011; ref. 70 with permission from the Royal Society of Chemistry, copyright 2011.
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Conversely, water-in-oil reverse microemulsion assembly has
also been used to generate stepwise multilayer QD encoded
nanobeads (Fig. 13d),68,70 and luminescent lanthanide ions
encoded NMOF.115

3.1.2 Embedding in in situ formed encoding carriers. This
section discusses the strategies wherein the encoding carrier is
formed during the preparation of nano-barcodes. The encoding
carrier could be a polymer precursor or metal ions which can be
eventually formed into polymer beads or metal–organic beads
with simultaneous embedding of encoding elements inside.

3.1.2.1 Polymerization. In this approach, encoding elements
are pre-formed and mixed with monomer precursors that
can polymerize via free radical22,71,184–188 or controlled/living
radical polymerization to form the barcodes.189–192 Free radical
polymerization methods, such as emulsion and miniemulsion
polymerization, use nanoparticles modified with polymerizable
ligands to allow their co-polymerization with the monomers by

free radical polymerization in a two-phase oil–water system
stabilised by a surfactant, as outlined in Fig. 14a. Encoding
elements (hydrophobic fluorescent inorganic nanoparticle
organic dyes) are present in oil-droplets, whereas monomers
are either present in the oil-phase or in both the phases.187,193

Initiators to generate free radicals upon thermal-22 or photo-
initiation193 are present in the aqueous phase. In the emulsion
system, the surfactant is largely present in the aqueous phase,
whereas in the miniemulsion method, the surfactant is mainly
on the droplet surface with few molecules in the aqueous
phase. While emulsion polymerization does not favour the
transfer of encoding elements to the aqueous phase causing
inefficient incorporations, miniemulsion polymerization allows
direct transfer.71,184 In general, free radical polymerization is a
widely established and employed method due to advantages such
as relative insensitivity to impurities, adaptability to different
solvents and a large number of monomers. Despite these
benefits, the process offers very little control because of the

Fig. 14 Strategy of embedding in in situ formed encoding carriers. (a) Miniemulsion polymerization to produce gold nanoparticle encapsulated latex193

(b) RAFT polymerization of Fe3O4@poly(methacrylic acid).189 (c) Co-precipitation of the encoding element and the polymer to form the barcodes,196 and
(d) Solvothermal method to prepare differently shaped barcodes based on different ratios of Ag+ PVP dispersed in DMF solvent.199 (e) Sol–gel method to
prepare QD encoded SiO2 beads.200 QDs are formed prior to encapsulation and mixed with a bead precursor for encapsulation during the bead
synthesis. Figure panels reproduced from ref. 193 with permission from Elsevier, copyright 2010; ref. 189 with permission from Elsevier, copyright 2013;
ref. 196 with permission from the Royal Society of Chemistry, copyright 2015; ref. 199 with permission from American Chemical Society, copyright 2007;
ref. 200 with permission from Elsevier, copyright 2010.
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slow initiation, fast growth and terminations of the polymer
chains happening continuously upon the onset of polymeriza-
tion. This in turn leads to aggregation and inefficient embed-
ding of nanoparticles to encoding carriers.189,194 Surfactant free
approach of polymerization was also adopted, which was found
to minimize the formation of pure polymer nanoparticles,
and which yielded narrow sized particles and improved the
distribution of encoding elements in the barcode.195 Furthermore,
controlled/living polymerization was utilized for preparing nano-
barcodes, where the radicals reacting at a time are under control
by addition of monomers to an active chain instead of addition to
another monomer (Fig. 14b). This process was found to be able
to handle more number of nanoparticles with insignificant
aggregation and required moderate reaction conditions.189,191

3.1.2.2 Co-precipitation. In this strategy, encoding elements are
co-precipitated with polymers to form encoded nanospheres.196–198

Lipophilic encoding elements and amphiphilic polymers
(insoluble in a water–organic solvent mixture) are co-dissolved
in a small amount of organic solvent miscible in water (Fig. 14c).
Next, this mixture is stirred vigorously with simultaneous drop-
wise addition of a large amount of water, upon which the
polymer will precipitate as nanospheres with hydrophilic groups
on the surface and encoding elements embedded inside. The as
obtained nanospheres are washed and subjected to heating to
induce cross-linking mediated by multiple polymers having
cross-reactive functional groups or the presence of cross-
linkers to yield the nano-barcodes.196,197 Monodisperse nano-
barcodes of size range 40–300 nm diameter have been
prepared.197 Notably, the barcode size can be controlled by
two parameters. First is the polymer/encoding element preci-
pitation speed, whereby the faster the precipitation speed, the
smaller the particle size.197 Second is the type of organic solvent
used with solvents such as tetrahydrofuran (THF) yielding
larger sized barcodes, whereas others such as dimethyl sulf-
oxide (DMSO) and dimethylformamide (DMF) producing smaller
sized ones.197 This method is surfactant free, thereby making it
safe for biomolecules. The polymer provides functional groups
for the conjugation of biomolecules. Furthermore, the strategy
allows the incorporation of lipophilic fluorescent molecules and
the post precipitation crosslinking delivers physically and
mechanically stable nano-barcodes with better photostability
compared to uncrosslinked nanospheres.197

3.1.2.3 Solvothermal method. Solvothermal reactions take
place in a pressure vessel at moderate to high temperature
(100–1000 1C). Pre-formed nanocrystals or their precursors are
added to the organic solvent and dispersed properly by stirring
in a solvothermal vessel, usually a Teflon steel vessel to with-
stand the high pressure. To avoid particle aggregation and
control the growth rate, the reaction takes place in the presence
of a surface stabiliser or surfactants. Barcodes of different
fluorescence, magnetic properties and shapes have been pre-
pared by this approach and the process can be controlled by
temperature, surfactants, stabilisers, concentration of encoding
elements and reaction time.28,199,201,202 Magnetic nanoparticle

loaded scrolled nanosheet barcodes prepared by this method
were shown to exhibit temperature dependent loading effi-
ciency; efficient encapsulation for temperature 4180 1C, mod-
erate for temperature o180 1C (only 4–5 nanoparticles per
scroll).28 Barcodes of different shapes of silver nanocrystals
have been prepared by this method (Fig. 14d), which is depen-
dent on the ratio of polyvinylpyrrolidone (PVP) stabiliser to
nanocrystal (Ag+), concentration of nanocrystal, reaction time
and temperature.199 Furthermore, the Raman enhancement
property was found to be tunable based on the shape, which
can be arranged in decreasing order as nanorods 4 triangular
plates 4 hexagonal plates 4 cubes 4 spheres.199 Using this
strategy, Ln ion loaded fluorescent NMOFs were also prepared,
wherein the organic linkers of MOF capture the light and
transfer the energy from ligands to Ln ions and the fluores-
cence can be further enhanced by choosing ligands of different
functional groups.201,202

3.1.2.4 Sol–gel. In this strategy, a colloidal solution (sol) gels
to form a network of particles (gel). Briefly, precursor tetraethyl
orthosilicate (TEOS), in the presence of ammonia as the catalyst,
is added to an emulsion of pre-formed encoding element in oil
to in situ synthesize silica bead barcodes, as shown in Fig. 14e.
The process is employed to prepare dye, QD and rare-earth
nanocrystal encoded silica nano-barcodes.200,203,204 Another
variation of this strategy generates barcodes by depositing
encoding elements in the pores of porous templates (alumina
structures). Typically, pre-formed alumina templates were treated
with silicon tetrachloride solution followed by immediate washing
with hexane, methanol, and ethanol in a sequential manner.
The template is immersed in water after nitrogen drying and
the whole cycle is repeated multiple times to get the desired
thickness of the wall of nanotubes. Using the sol–gel method,
magnetic nanocrystals205 and fluorescent particles206 have been
incorporated into different nanostructures to prepare different
types of barcodes including encoded nanospheres,207 silica
nanotubes,154,205,206 and nanodisks.208 Although the strategy
is of multiple steps with long reaction times, control over the
shape and size of the barcodes is achievable and has been
reported to produce uniform barcodes.

3.2 Surface decoration

3.2.1 Surface decoration on preformed encoding carriers
3.2.1.1 Layer-by-layer. A layer-by-layer (LBL) technique has

been used to generate nano-barcodes with fluorophores decorated
on the surface of encoding elements. The LBL technique employs
electrostatics based adsorption of molecules with opposite charge
on a nanoparticle substrate. Fluorescent barcodes based on QDs
decorated on the surface of gold nanoparticles have been reported
to generate non-blinking fluorescence signal by LBL polyelectro-
lyte coating as can be seen in Fig. 15a. Negatively charged QDs
with different ratios of green and red colour are attached to the
gold nanoparticle which has been layered with negatively charged
PS-PPA and positively charged PAH. These layers between QDs
and the gold nanoparticle also prevent the quenching of QD on
the metal substrate.168 The advantage of the LBL technique is
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that the layer growth can be easily controlled down to the
nanometer scale. However, the time taken for building several
layers of films can be long.

3.2.1.2 Etching. The etching process involves removal of
materials from a wafer or substrate materials. The etching
process can be classified into wet and dry etching. In wet
etching, liquid chemicals are used to remove the materials
from a mask-less layer while in dry etching, etchant gases or
plasma is used to remove the substrate materials. The mask
needs to be deposited or patterned before the etching to
generate the desired pattern or shape. Porous silicon barcode
nanowires with QD loading have been fabricated using metal-
assisted electroless etching of single crystal silicon. In this wet
etching process, Ag is first deposited on the Si wafer, after that
the etching is done with H2O2 and HF solution.209 The etching
of silicon with NH4HF2/AgNO3 solution to create silicon nano-
wires has also been demonstrated.210

Dry etching has been reported for the synthesis of nano-
barcodes. The most popular dry etching process is Reactive
Ion Etching (RIE) that employs chemically reactive species
generated in plasma to remove the materials. The etching gas
is pumped into the chamber and the plasma which is created
by RF power generates the reactive species, which comprise
radicals and ions, to etch the substrate materials. In the etching
process, a mask is needed for selective etching of the structure.
The mask used to produce nanorods in the dry etching process
is a nonclose-packed (ncp) colloidal microsphere. This method
is reported to fabricate barcode nanorods with different
layer segments such as different fluorescence codes as seen
in Fig. 15b.165 The length of this different fluorescence polymer

layer can be controlled by changing the spin coating para-
meters of the polymer. Furthermore, the nanorods generated
from this method can have different shapes by controlling the
speed of the etching process. After the etching process, the
nanorods can be detached from the base wafer with a highly
corrosive solution.211 The RIE process is capable of creating
very small features down to less than 100 nm scale; however,
the process requires expensive equipment and have relatively
low throughput.

3.2.1.3 Electrodeposition. Electrodeposition has been used to
produce nano-barcodes based on nanowires with different
metal compositions.138 The electrodeposition process relies
on a porous template membrane coated with a metal film for
the electrode to grow the metal as can be seen in Fig. 15c.212

The desired metal plating solution is then added to the electro-
chemical cells for deposition and the length of the deposition
depends on the current passed through the electrode. Tradition-
ally, to add different types of metals on a growing nanowire, the
solution is required to be replaced with the desired additional
composition.139 However, due to the change in the composition
of the electrobath solution, this process is slow and has lower
reproducibility. This process can be improved using a single
mixed metal solution with different applied voltages to deposit
different metals on the nanowires.213 The change in the voltage
can be automated using a computer to allow for high throughput
fabrication with a reproducible nanowire structure.136 The
striped nanowires of Ag–Au for bioassay have been reported
to be synthesized by electrodeposition.130,171,214 The synthesis
of Sn–Ag, Sn–Pb, and Au–Fe alloy based nanowires has also
been demonstrated.10,215

Fig. 15 Strategy of surface decoration on preformed encoding carriers. (a) LBL method to fabricate QD barcodes.168 (b) RIE for fabrication of
fluorescence barcode nanorods.165 (c) Electrodeposition for synthesis of metal nanowire barcodes.220 (d) On-wire lithography for nanowire synthesis.212

(e) Two photon lithography for the synthesis of plasmonic nanopillar arrays.19 Figure panels reproduced from ref. 168 with permission from Wiley,
copyright 2012; ref. 165 from American Chemical Society, copyright 2010; ref. 220 with permission from the Royal Society of Chemistry, copyright 2008;
ref. 212 with permission from AAAS, copyright 2005; ref. 19 with permission from the Royal Society of Chemistry, copyright 2016.
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3.2.1.4 Lithography
3.2.1.4.1 On-wire lithography. On-wire lithography (OWL) is

a process pioneered by Qin et al. that combines electrochemical
deposition and etching to create nanowires of different materials
with a controlled gap feature.212 Furthermore, this method
is able to produce nanodisks with 20 nm diameter and gap
down to 2 nm.216 Various metals can be used for this method
and the most common materials used for this method are
Au–Ag, Au–Ni and Co–Pt. This method can create nanowires
with optical reflectivity properties and nanodisks/rods with
nanogaps of SERS hotspot. Nanodisks of Ag and Ag–Au hetero-
dimers with SERS code have been synthesized using
OWL.126,127,217 Furthermore, on-wire lithography has been used
to produce gold nanorods with sub-5 nm gaps for SERS
enhancement code.218 The protocol for the OWL method has
been well established and is illustrated in Fig. 15d. First, anodic
aluminium oxide (AAO) is used as a template for the electro-
deposition of nanowires. Before the electrodeposition, metal
evaporation on the side of the alumina backing is required to
be the electrode for electrodeposition. The electrodeposition
takes place in the electrochemical cells that deposit the metal
and the nanowire grows in length. The produced nanowire is
then dissolved and placed on a glass slide to perform Plasma
Enhanced Chemical Vapour Deposition or Physical Vapour
Deposition to place the backing materials on one half of
the nanowires before etching the selected metal materials.
The etching results in controlled gap segments in nanowires.
After this step, the nanowires can be functionalized with DNA,
protein or other molecules by linker ligands such as thiols
and carboxylic group. Furthermore, self-assembled monolayer
molecules can also be deposited on the metal surface.219

Although this method can produce nanowires with con-
trolled gaps and segments, the type of lattice of different metals
needs to be similar to ensure the adhesion of different metal
compositions. In addition, the types of metals and etchants
used are needed to be considered for the desired selective
etching process.216 Re-dispersion of particles produced from
smaller templates with diameters of less than 200 nm is also
difficult after the vapor deposition process.216 Furthermore, the
electrochemical cell needs to be custom built for the templated
electrodeposition process.

3.2.1.4.2 Two photon lithography. The two-photon litho-
graphy process can produce 3D nanostructures without the
need for a complex optical system or photomask. This method
uses photosensitive materials which can polymerize only with
the exposure of two photons. The usage of two photons
improves the precision of the polymerization as the polymer-
ization occurs only in the centre of the intersection of the
two photons, which is exposed with the highest laser intensity.
Two-photon lithography has been used to synthesize nanopillar
arrays based on photosensitive materials with colour probe
molecules embedded in the polymer matrix as can be seen in
Fig. 15e.19 This method is able to polymerize the photosensitive
materials on the surface and inside of the photosensitive
materials with high precision. However, the method has not

been used for industrial production due to the high cost of the
equipment, slow speed and processing volume. In recent years
these limitations have been resolved which allows it to be
implemented as a manufacturing tool.221

3.2.2 Surface decoration on in situ formed encoding carriers.
Epitaxial growth strategy via in situ formed encoding carriers has
been reported for decorating encoding elements on a surface. In
the epitaxial method, the nanoparticle is formed by deposition of
a crystalline layer on the existing crystalline substrate. The
substrate is used as the seed crystal which guides the deposited
crystallite to orient based on the seed crystal lattice. Epitaxial
growth can be achieved by liquid phase, vapor phase, molecular
beam epitaxy and metal organic chemical vapor deposition
(MOCVD). The epitaxial growth method is able to create multiple
layer barcodes with different atomic numbers using one pot
successive layer by layer crystal growth that can be distinguished
with HAADF-STEM based on the contrast of the atomic number
of the rare-earth material layers, as can be seen in Fig. 16a.222 The
epitaxial growth method has also been used for creating dual
colour code of upconverting nanocrystals on the tip using
different NaYF4 activators (Fig. 16b).80 Furthermore, a quantum
dot-based barcode has been synthesized using the epitaxial
assembly method through the exchange of a non-polar with a
polar solvent to form QD nanoparticle clusters.33 The MOCVD
process has also been reported for the synthesis b-Ga2O3–TiO2

nano-barcodes from core–shell nanowires.223

3.3 Self-assembly

3.3.1 DNA self-assembly. DNA origami is a self-assembly
process involving a single stranded DNA scaffold which is
typically with the length of 7000–9000 nucleotides (nt) or
multiple staple strands that are shorter in length in the range
of 20–50 nt.224 The scaffold is added with an excess staple
strand, which will be self-assembled due to the complementary
strand between the scaffold and the staple. This self-assembly
between the scaffold and the staple can generate a 3D nano-
structure with a high resolution of 6 nm. Due to the complexity
of the complementary parts, there are computer aided designs
(CAD) for designing the scaffold and staple strand to generate
desired structures. The DNA self-assembly method can produce
nano-barcodes based on DNA sequence, shape, as well as
conjugated with fluorescence dyes for optical based barcodes
as can be seen in Fig. 17a–c.20,225,226

DNA based self-assembly has been established for more than
three decades, and the generation of the DNA strands is fast and
relatively cheap. However, the DNA based self-assembly method
is not stable at high temperature or extreme pH as the self-
assembled DNA can be denatured. Therefore, in several applica-
tions such as anti-counterfeiting, the self-assembled DNA is
required to be protected inside nanostructures.151 In addition
to DNA self-assembly, other biomolecules including peptides
can be self-assembled into 3D nanostructures. However, they are
not commonly used as nano-barcodes. Sedman et al. modified
aromatic peptide nanotubes with nanothermal AFM to create
indent and trench patterns on peptide nanostructures that have
potential to be used as nano-barcodes.227
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3.3.2 Molecular aggregation. This strategy is based on the
spontaneous self-organisation property of low-molecular
weight organic dyes and pigments. The process of aggregation
is driven by solvent exchange, such as from chloroform to
ethanol. In solution, these aggregates display different electronic
properties compared to the monomers because of the shift

in the spectral bands. Coupling between monomers governs
the pattern of molecular aggregates, J- or H-aggregates.229

H-aggregates have monomers arranged in parallel stacks
with emission exhibiting a hypsochromic shift (blue-shift) as
compared to monomer emission.230 In J-aggregates, monomers
orient themselves in a head-to-tail fashion and exhibit a

Fig. 17 Self-assembly strategy. (a) DNA nano-barcodes with fluorophores attached to the end of the self-assembled Y-shaped DNA building block
formed from hybridization of DNA monomers.225 (b) DNA nano-barcodes with positional encoding. (i) DNA 3D nanostructures formed through assembly
of several DNA parts at different positions. (ii) TEM image of one DNA nanostructure barcode.20 (c) DNA nanorod structure formed by the dimerization of
two DNA origami monomers. The top panel shows the schematics of the blue, red, and green DNA nanorods, and the bottom panel illustrates the 3D
DNA nanorod structure conjugated with a green fluorophore at different positions.226 (d) Schema showing the mechanism for H- and J-type molecular
aggregates. (i) Stacking of monomers to yield H-aggregates; (ii) head-to-tail arrangement in J-aggregates, where S0 = ground state, S1 = excited state,
S1
� = higher exciton state, S2

� = lower exciton state, and arrows represent the transition dipole.228 Figure panels reproduced from ref. 225, with
permission from Nature Publishing Group, copyright 2005; ref. 20 with permission from the Royal Society of Chemistry, copyright 2015; ref. 226 with
permission from Nature Publishing Group, copyright 2012; ref. 228 with permission from the Royal Society of Chemistry, copyright 2000.

Fig. 16 Strategy of surface decoration on in situ formed encoding carriers. (a) Successive LBL epitaxial crystal growth of Y and Gd to produce multilayer
core–shell rare earth metal patterns with (i) alternate layer of striped patterns with different contrasts and (ii) different thicknesses of the layers.11

(b) Epitaxial growth of hexagonal NaYF4 upconversion nanocrystals with different activators to achieve multicolour barcodes in a single upconversion
crystal.80 Figure panels reproduced from ref. 80 with permission from American Chemical Society, copyright 2014; ref. 11 with permission from American
Chemical Society, copyright 2015.
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bathrochromic shift in emission, referred to as a red-shift, as
compared to monomer emission. According to exciton theory,
the exciton band splits into two levels as parallel and anti-
parallel orientations of a transition dipole, as depicted in
Fig. 17d. The transition for H-aggregate is favourable at a higher
energy excited state due to the zero-overall transition moment for
the lower excited state,38 whereas for the head-to-tail arrange-
ment, the transition is allowed for a lower energy excited state
(Fig. 17d). Typically, H-type shows quenching because of the
stacking arrangement and J-type exhibits enhanced fluorescence.
However, Chaudhuri et al. (2011) observed perylene-based
H-aggregate nanowires with enhanced emission.230 Overall, mole-
cular aggregation is an easy self-assembly method to obtain highly
ordered aggregates of fluorescent nano-barcodes of different
shapes like nanowires,230 nanofibers,231,232 nanotubes,37 and
those coated on the surface of nanoparticles.233

4. Applications

Different types of nano-barcodes have been used for various
applications and are preferred over micro-barcodes owing to
their nanoscale size advantages.13 They have been widely utilized
for bio-detection, imaging, anti-counterfeiting, theranostics, etc.
and applications such as super resolution imaging and security
monitoring are still emerging.7,11,14–21 Depending on the specific
application, the design of nano-barcodes needs to be carefully
considered and the selection could be based on some general
requirements. First is the type of the encoding technique.
Fluorescent nano-barcodes are preferred over other barcoding
types for easy visualization during bio-detection and imaging
applications. Contrary to this, nano-barcodes for security appli-
cations should be unique covert codes that are difficult to
decode to provide a high level of security. Second, multiplexed
bio-detection, multiplexed imaging and high-level security
applications require multiple codes without spectral overlap,
which could be challenging to achieve using fluorescent nano-
barcodes. Third is the choice of dispersant of the barcodes for
their stability during the applications. Imaging and bio-detection
require hydrophilic nano-barcodes to be dispersible in physio-
logical buffer. However, for anti-counterfeiting, both hydro-
phobic and hydrophilic nanoparticles have been used, which
were dispersed using cyclohexane and ethanol, respectively, in
printing inks.15 Fourth, the platform for application, such as use
of solid substrates or suspension arrays, also needs considera-
tion. Fixed substrates such as paper and plastic are required
to print the nano-barcodes/particles for anti-counterfeiting
applications. Conversely, the nano-barcodes for bio-detection
are favoured in suspension arrays due to the flexibility and ease
of mixing of nano-barcodes with the analyte in the suspension.
Lastly, ease or difficulty of decoding the signal plays a significant
role in the selection of type of nano-barcode. For instance, a
simple readout technique is necessary to ensure the ease of
decoding and cost-effectiveness for multiplexed bio-detection.
Meanwhile, the decoding of nano-barcode-based high-level
security applications should not be an easy one.

4.1 Multiplex bio-detection

Studying multiple analytes in a single run of assay offers
numerous advantages over traditional single-plex assays that
measure one analyte at a time. Multiplexed bio-detection serves
the purpose by studying the collective response of multiple
analytes and provides reliable information with reduced pro-
cessing time. After synthesis of nano-barcodes, additional steps
are needed to perform multiplex bioassays. First, the nano-
barcode needs to have surface functionalization that can be
conjugated with the antibody for protein assay or DNA for
nucleic acid hybridization. This functionalization can be
mediated via chemical linkers such as in EDC/NHS or biotin–
avidin. For successful detection of multiple analytes, distinct
probes are conjugated on the surface of each code for distin-
guishing the different analytes bound to nano-barcodes. The
detection system also requires reporter labels that need to be
carefully selected to avoid spectral overlap with the signal from
nano-barcodes. The multiplex bioassays require nano-barcodes
with multiple unique codes with surface functional groups to
conjugate probes such as antibodies or oligonucleotides for
specific analyte recognition. The nano-barcode based multi-
plexing can be performed either in suspension or solid sub-
strate barcodes and requires easy readout. In suspension
format, the nano-barcodes are conjugated with capture bio-
molecules and suspended with the target molecules, such as
nanobead or nanowire based assays, whereas on substrates, the
nano-barcodes are arranged in a random or orderly fashion to
carry out the detection.234 Use of nano-barcodes can help
miniaturize the bio-detection system with smaller samples
and reagent amounts, thereby contributing to developing
point-of-care (POC) daignostics.136,205,235 Despite the advances,
these multiplexed detections have not yet been translated to
bioassays due to issues such as cross-reactivity and lack of
labels for reporter molecules.235,236 Cross-reactivity arises from
the non-specific bindings between the probe antibody on
beads, detection antibody and analytes. This leads to con-
sequences of high background and false positive results, thereby
compromising the sensitivity and reliability of detection.236

Furthermore, optical cross-talk between the dye label for detec-
tion antibody and encoding elements is another challenge. To
address this, the labels selected should have wide emission
bands to avoid the cross-talk.

4.1.1 Nucleic acid. Detection of nucleic acids such as DNA
and RNA is performed based on nucleic acid hybridization
between the probe and target sequences complementary to each
other. The application for nucleic acid detection covers a wide
spectrum such as genetic profiling, single nucleotide poly-
morphism (SNP) and pathogen detection for disease diagno-
stics and forensics. Conventional detection methods are tedious,
time consuming, and pose difficulty in carrying out multiple
detections of targets in one assay. Using nano-barcodes, multi-
plexed detection of nucleic acid present at a low level has been
achieved. Sets of single stranded oligonucleotides that are com-
plementary to the nucleic acid targets are synthesized and con-
jugated with the barcode. Out of the different hybridization-based
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detection approaches proposed thus far, sandwich hybridiza-
tion assay is the most commonly used. This assay requires a
capture probe and a reporter probe to detect the target mole-
cules. The fluorescence signal can be in the form of a molecular
beacon which is a closed loop hairpin nucleic acid probe with
the complementary code in 50 and 30. This design has a
fluorophore and a quencher on each end of the chain and
when the target nucleic acid binds, fluorescence is emitted due
to the separation of the fluorophore and the quencher dye. For
metal based substrates such as nanowires, the metal surface
induces the quenching on the fluorophore in close proximity,
therefore, the hybridization of target DNA removes the quench-
ing effect as can be seen in Fig. 18a.214 Another approach is the
ligation assay, using which SNPs have been detected by ligation
between the target DNA and probe if the SNP position matches
with the capture probe as can be seen in Fig. 18c.214

Optical nano-barcodes based on fluorescence are the most
popular methods due to their ease of visualization. DNA-based
fluorescence nano-barcodes with different ratios of green and
red fluorescence probes have been used for multiplexed detec-
tion of B. anthracis, Ebola and SARS.225 Additionally, fluores-
cent DNA barcodes have been utilized to study the single cell
expression (Fig. 18b). Furthermore, Au/Ag nanowires have been
demonstrated for human immunodeficiency virus (HIV),
hepatitis C virus, and SARS DNA detection.214 Hybrid barcodes
of quantum dots on magnetic Au nanoparticles for DNA detec-
tion of bacteria S. aureus, methicillin-resistant S. aureus and
K. pneumoniae have been reported based on oligonucleotide
probes that showed detection limit as low as 102 CFU per mL.169

Fluorescence and SERS encoded nanosphere based hybrid
barcodes have also been demonstrated for detection of multiple
DNA targets.238 The graphical barcodes of bimetal nanowires of
Co–Pt barcodes have been used for DNA hybridization and were
shown to have the potential for miniaturization of bioassays.172

In another method, nanostructures with different atomic num-
bers have been used as nano-barcode arrays for multiplexed
detection of DNA which showed detection limit up to the
picomole level and required only 1 mL of diluted samples for
decoding.11 Thermal barcodes with phase change nano-
particles encapsulated in a silica shell have been reported for
multiplex detection of cancer DNA biomarkers with a detection
limit of 8 nM.239 In addition to DNA strand detection, nano-
barcodes can also be used as a tool to detect genetic variability
in SNP. Graphical barcodes of Au/Ag nanowires have been used
to perform multiplexed detection of 15 SNPs and detected
160 genotypes from 20 human genomic DNA (Fig. 18c).171 In
another method, a DNA–Ag nanocluster with graphene oxide
(GO) was used for the detection of multiple pathogenic genes
including HIV genes, hepatitis B virus (HBV) genes, and syphilis
(Treponema pallidum) genes. In this approach, the fluorescence
of the DNA–Ag nanocluster was the basis for detection, which
quenched when integrated to GO. Upon binding of target DNA
to the probe DNA via complementary pairing, the DNA–Ag
nanocluster gets desorbed from the GO and the fluorescence is
restored, thereby allowing the detection and readout.240

Multiplex detection of short single stranded RNA has been
achieved up to the sub-picomolar level on ssDNA functionalised
silica nanoparticles. The detection mechanism depends on an

Fig. 18 Nano-barcodes for multiplexed nucleic acid detection. (a) Multiplex DNA detection using Au–Ag nanowires based barcodes with a DNA
molecular beacon. The hybridization event induces the fluorescence due to rearrangement of the beacon.214 (b) Single cell gene expression profiling
using fluorescence-tagged DNA oligonucleotide barcodes that complement with the transcribed RNA. (i) Shows the different combinations of two
fluorescence colours, (ii) barcode detection of probe hybridizations at the transcription site, (iii) an example of the signal readout from the barcode
detection.237 (c) Single nucleotide polymorphism detection with Au–Ag nanowires.171 Figure panels reproduced from ref. 214 with permission from
American Chemical Society, copyright 2006; ref. 237 with permission from AAAS, copyright 2011; ref. 171 with permission from Springer, copyright 2006.
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enzymatic ligation process in the presence of T4 RNA ligase
for efficient capture of the target RNA.241 Circulating small
regulatory RNAs called micro-RNAs (miRNA) have also been
detected by nano-barcodes by using DNA–Ag on GO, as
described earlier for DNA detection. The detection specificity
was ensured by isothermal strand-displacement polymerase
reaction based amplification of the target.242 Upon coupling of
the DNA–Ag nanocluster with target-assisted isothermal expo-
nential amplification (TAIEA) the miRNA detection sensitivity
was achieved down to 2 aM.243 The miRNA family members with
high similarity were also demonstrated to be distinguishable by
this method, thereby promising a simple, inexpensive and
reliable detection approach. Furthermore, the fluorescence of
the nanocluster was found to be tunable by changing the DNA
sequence used and were distinguishable, therefore paving
the way for multiplexed detection.243 A Raman barcode based
label-free approach has also been utilised to detect miRNA
present at low levels, with the potential for multiplexing based
on SERS spectral peaks.244 Size-coded DNA barcodes detected
multiple miRNAs down to 1 pM, simultaneously.245

4.1.2 Protein. Nano-barcodes with different antibodies or
aptamers conjugated on their surfaces can capture multiple

protein targets. Conventional detection methods, such as Enzyme
Linked Immunosorbent Assay (ELISA), are widely established but
involve laborious and time-consuming steps along with the
limitation to do multiplexing. The most popular barcoding
strategy for multiplexed protein detection is the optical fluores-
cence strategy. The sandwich detection approach is the widely
established and used method for protein detection, where the
nano-barcodes modified with biomolecule probes capture the
protein and the detection is done by either a labelled primary
antibody or a secondary antibody as can be seen in Fig. 19a.

Antibody-coated QD encoded nanobeads have been used to
detect neuron specific enolase and carcinoembryonic antigens,
biomarkers of small cell lung cancer.234 The detection was
performed on an immunochromatography test strip (ICTS)
for a cost-effective, rapid, easy-to-operate multiplex assay
platform requiring minimum analyte amount for detection.
A series of LED lamps were used as the excitation source and
the readout was done by a portable test strip reader, thereby
demonstrating the potential for developing point-of-care
diagnostics as can be seen in Fig. 19c.234 DNA barcodes with
different Alexa fluor dyes detected multiple proteins including green
fluorescent protein, renilla luciferase, and heat shock factor.166

Fig. 19 Nano-barcodes for multiplexed protein detection. (a) Nanowires for protein detection. (i) Sandwich assay on Au/Ag nanowire barcodes for
detection of pathogens; (ii) shows different reflectance codes and fluorescence of the ‘‘011110’’ nanowire code.174 (b) Detection of giardia cyst using
antibody conjugated fluorescence lifetime nano-barcodes.118 (c) Multiplexed detection using QD encoded nanobeads on a immunochromatographic
paper test strip.234 Figure panels reproduced from ref. 174 with permission from Wiley, copyright 2006; ref. 118 with permission from Nature Publishing
Group, copyright 2014; ref. 234 with permission from Elsevier, copyright 2017.
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DNA barcodes have also been used as reporters for the detection
of multiple protein targets including prostate-specific antigen
(prostate cancer marker), human chorionic gonadotropin (testi-
cular cancer marker) and [alpha]-fetoprotein (hepatocellular
carcinoma marker) in suspension. The detection sensitivity and
multiplicity were enhanced based on a scanometric assay via
silver amplification done at the end.246 Fluorescence lifetime
nano-barcodes based on NaYF4:Yb,Tm upconversion nano-
particles have been used for pathogen detection including Giardia
lamblia, Escherichia coli, and Cryptosporidium parvum as can be
seen in Fig. 19b.118 Thermal barcodes coated with antibody were
demonstrated for multiplexed detection of different proteins
(rabbit and human immunoglobulins).247 Multiple protein detec-
tion in suspension was also exhibited by shape-coded nanotubes
using dye labelled reporters.248 To improve the assay sensitivity,
nanotubes were encoded with magnetic nanoparticles along with
shape-coding to detect multiple proteins without using dye labels
as reporter molecules.205 Their decoding protocol is based on
magnetism which shows high target selectivity and possesses the
potential for assay miniaturization for POC testing.205

4.2 Imaging

The usage of nano-barcodes for imaging applications is a
great advantage over micro-barcodes due to their nanoscale
dimension making them suitable for biomolecule labelling and
tracking. Nano-barcodes for imaging includes their use for
labelling and tracking of biomolecules, as contrast agents and
emerging applications such as super-resolution imaging. Choices
for nano-barcodes for these imaging applications depend on
several factors such as shape, biocompatibility, biodegradability,
and stability of encoding elements inside the nanostructures. The
shape of nano-barcodes is determined by the extent of damage
they caused upon interacting with biomolecules with the one
causing no damage being chosen. For example, compared to
nanospheres, nanodisks allow lower cell uptake attributing to
their disk-shape, thereby causing no impairments to cell and
cellular activities.27 These nano-disks are thus favoured for safer
imaging specific for cell-membranes and encoded nanospheres
are chosen for imaging pertaining to cellular processes.27

Additionally, the material of nanostructure is also critical for
employing the nano-barcodes for imaging applications. For
instance, NMOF is highly preferred over other existing materials
due to its intrinsic advantages of biodegradability and structure
tunability.29 An important concern for in vivo imaging is the
leakage of encoding elements from the barcodes which can have
severe repercussions owing to the toxicity of the elements and
serious efforts to improve their stability inside the nanostructure
matrix have been made.249 Before using the nano-barcodes for
in vivo applications they must be assessed for cytotoxicity based
on the impairment of cell cycle, apoptosis and presence of
reactive oxygen species, etc. Lastly, for in vivo applications, the
routes of administration of these barcodes have an impact on
the biodistribution in specific organs.

4.2.1 Biomolecule labelling. With its nano-size feature,
nano-barcodes have been prevalently used as tags for biomole-
cule labelling. This function is commonly used in cell imaging

to identify the location of biomolecules of interest along with
studying nanostructures and biomolecular processes of cells
under diseased and normal conditions. The labelling is typi-
cally done using a fluorescent tag which can be observed easily
under a fluorescence microscope. Prior to their usage, the
nano-barcodes are functionalized or coated with an additional
layer of biocompatible material that also provides stability to
the structure and prevents the leakage of encoding elements.
However, the choice of biocompatible coating material should
be chosen carefully as they can decrease the cell permeabiliza-
tion, inhibiting the labelling efficiency of barcodes for imaging
the subcellular components and processes.250 Furthermore,
the toxicity of nano-barcodes upon uptake by cells and simul-
taneous protection from being degraded by nucleases are
important considerations for developing nano-barcodes for
labelling purposes. Fluorescent and SERS nanoparticle
encoded barcodes are the most commonly used for the label-
ling of biomolecules.

QD encoded nanobeads with cyclic Arg-Gly-Asp (cRGD)
targeting peptides were demonstrated for uptake by human
breast cancer and cervical cancer cells. The barcodes after
uptake showed a long lasting signal, which was attributed to
the presence of cRGD peptides as can be seen in Fig. 20a.167

Disk shaped nanostructures encoded with fluorescein dye have
been studied for the labelling and study of cell membrane.
Contrary to the encoded nanospheres, the shape of nanodisks
allows them not to be internalised by cells and are promising
candidates for in vivo biomolecules and stem cell tracking.27

However, they might get accumulated in the cell membrane
causing perturbations to the phospholipid arrangement in the
membrane. Dye encoded silica nanobeads have been used in
conjunction with Au nanocrystals decorated on the surface for
imaging of highly reactive oxygen species (ROS) in live cells.
The imaging was based on a ratiometric approach, where the
fluorescence from Au nanocrystals in the barcode gets quenched
in the presence of ROS. The work paved the way for the develop-
ment of imaging platforms for monitoring of ROS signalling
activities in real time.251 In a recent study, tetramethylrhodamine
(TAMRA) and fluorescein (FAM) dye labelled adenosine-50-
triphosphate (ATP) aptamers were adsorbed on thin nanosheets
of lanthanide loaded NMOF to study the ATP events in living
cells.29 The fluorescence of these dyes quenches upon binding to
the barcodes and gets restored upon hybridization with the
target, when present. Recently, nano-barcodes with AIE-active
dyes encapsulated inside silica nanoparticles were demonstrated
for cellular uptake, displaying their promising bioimaging
application.45 In another study, AIE-active dye encoded nano-
barcodes were used for imaging of mitochondria after passing
the cell membranes of HeLa and KB cells, thereby further
displaying their potential to image specific organelles.46

In comparison to fluorescent barcodes, Raman barcodes have
benefits of nil autofluorescence (for down-converting fluorescent
particles), little spectral overlap and absence of photobleaching.
Encoded nanoclusters with magnetite nanoparticles and a thin
shell of gold nanoparticles utilize the benefits of magnetic and
plasmonic properties for imaging and sensing. The uptake of
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barcodes by human umbilical vein endothelial cells showed
their imaging ability at the single cell level with the potential to
be used for real-time monitoring of cellular events.252 SERS
encoded hollow nanospheres conjugated with antibodies on
the surface were used for multiplex imaging of the epidermal
growth factor (EGF), ErbB2, and insulin-like growth factor-1
(IGF-1) for three human breast cancer cell lines MDA-MB-468,
KPL4 and SK-BR-3.253 Multiple codes generated by encoding
different SERS reporter molecules to gold nanostars have also
demonstrated the multiplex imaging of five different types of
breast cancer cells present in a cell coculture.128 Earlier, multi-
plexed in vivo imaging in the liver of living mice was performed
by using SERS nano-barcodes as can be seen in Fig. 20b.
However, SERS mapping was inefficient in deeper tissues as
observed by the low signal-to-noise ratio.132 For deeper tissue
imaging, lanthanide-doped upconversion nanocrystals are
better alternatives.254,255 Phase angle encoding with upconver-
sion nanocrystals has been used for multiple sites in in vivo
deep tissue labelling as can be seen in Fig. 20c.132

Despite the advances made, the nano-barcodes’ potential for
biomolecule tracking needs to be further understood in terms
of their interactions with cells at the single-cell level, toxicity,
and stability for maximum utilisation of the plethora of nano-
barcodes.256

4.2.2 Contrast agents. Biomedical imaging for diagnostics
of diseased organs and tissues in vivo requires the usage of
Computed Tomography (CT) scan or MRI. These imaging
modalities rely on contrast agents to distinguish the diseased
tissue (area of interest) from normal tissue (background). For

CT scan, the conventional contrast agents used are small
iodinated agents or barium media. In MRI, there are two types
of contrast agents based on their functions. First are agents
that have affinities for biomolecular markers and the second
are the agents that are responsive towards certain biological
signals. Current MRI based imaging uses the agent’s suscepti-
bility and relaxometric properties for imaging and mainly uses
gadolinium (Gd) complexes or super paramagnetic iron oxide
(SPIO) particles. Unfortunately, these conventional contrast
agents have some shortcomings such as toxic side-effects due
to slow removal of the small agents from the body, and signal
ambiguity in a complex background, as well as non-quantitative
feature due to non-linearity of signals. Additionally, it is diffi-
cult to use multiple contrast agents simultaneously for imaging
multiple targets.

In this regard, encoded nanostructures, such as nanobeads,
nanogels, nanorods and NMOFs, have been developed as better
alternatives with the potential to tackle these issues. For instance,
cleavable Gd(III) chelates were embedded in mesoporous silica
nanospheres via labile disulfide bonds. Following the disulfide–
thiol exchange, in the presence of endogenous reducing thiols,
the contrast agent gets degraded from the nanosphere and
cleared away from the renal pathway.257 The encoded nano-
structure was imparted biocompatibility by surface coating
with polyethylene glycol and exhibited target specificity
by conjugating anisamide ligands onto it. In another effort,
Gd-chelates embedded in biocompatible nanogels have been
developed with improved contrast.249,258 It is noteworthy that
the improvement of contrast was due to the crosslinking of gels

Fig. 20 Nano-barcodes for imaging applications. (a) QDs encoded nanobeads based barcodes for imaging; (i) multi-colour QD loading to the
mesoporous silica matrix of nanobeads of (ii) in vitro MCF-7 breast cancer cells (blue colour is nucleus stained with DAPI) and (iii) mouse in vivo imaging
with red and green QD encoded nanobeads.167 (b) Raman nano-barcodes. (i) Design of the Raman nano-barcodes with 10 different Raman reporters;
(ii) in vivo imaging using the Raman nano-barcodes.132 (c) Phase angle encoded upconversion nanoparticles. In vivo deep tissue imaging using three
different upconversion nanoparticles that have (i) the same emission wavelength but (ii) different phase angles.17 Figure panels reproduced from ref. 167
with permission from the Royal Society of Chemistry, copyright 2012; ref. 132 with permission from National Academy of Science, copyright 2009; ref. 17
with permission from the Royal Society of Chemistry, copyright 2017.
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that increased the relaxivity of contrast agents.249,258,259 Even
when the nanogels were taken up by the liver or spleen, Gd3+

ions were retained inside the gel, thereby not causing any toxicity
or organ impairments.249 Furthermore, the signal enhancement
was reported to last for 7 days, thus allowing imaging to be done
for longer time scales.249 Recently, Zhang et al. (2017) fabricated
iodine-boron-dipyrromethene (BODIPY)-containing NMOF
barcodes as contrast agents for CT scanning.260 The construct
was well studied for in vitro and in vivo systems and was shown to
impart minimal toxicity even at higher concentrations. Feridex-
labeled neurospheres (nanoclusters made of neural cells) have
been used as contrast agents to track the fate of stem cells using
MRI. Stem cells are used for therapy in the treatment of diseased
pathological conditions. Upon their transplantation at the dis-
eased sites, it is critical to evaluate the functions and migration
of stem cells to ensure a successful therapy.261

To establish multimodal and multiplex imaging using con-
trast agents, NMOFs with Gd3+ in the center of nanorods and
nanoplates have been fabricated as contrast agents for MRI.
The NMOFs contain tens of millions of GD3+ centers and hence
are able to have a large relaxivity value and higher contrast.115

They can be made fluorescent by doping with lanthanide ions,
Eu3+ and Tb3+ to realize the multimodal imaging. Core/shell
nano-barcodes with QDs and magnetite nanoparticles were
developed, that served as both probes and contrast agents.68 The
antibody conjugation on the surface of these barcodes provided
specificity for cancer biomarkers.68 Very recently, magnetic
barcode imaging has been developed by identifying the particle
relaxivities and molar susceptibility of various concentrations
of SPIO (5 nm), Feridex (15 nm clusters of 5 nm particles), and
micron-sized superparamagnetic iron oxide particles (MPIO),
as shown in Fig. 21.9 The approach was quantitative in nature
with specific targeting.9

4.2.3 Super-resolution imaging. In simple terms, super-
resolution imaging refers to an imaging modality with
enhanced resolution, which can go beyond the microscope’s
diffraction limit of B250 nm. This technique based on single-
molecule recognition is particularly advantageous for applications

where every molecule needs to be assessed and has been
employed for imaging of cell structures and functions. There
are several different methods to achieve super resolution
imaging, mainly stimulated emission depletion microscopy
(STED), reversible saturable optically linear fluorescence transi-
tion (RESOLFT), saturated structure illumination microscopy
(SSIM), stochastic optical reconstruction microscopy (STORM),
photoactivated localization microscopy (PALM), and super-
resolution optical fluctuation imaging (SOFI). To be able to
perform the methods, fluorescent barcodes with unambiguous
imaging capability have been explored.224,226,262,263

Importantly, one of the major challenges in super-resolution
imaging is to determine the optical magnification and resolu-
tion of the image based on the fluorescence probes. To solve
this problem, nanoscopic ruler based on self-assembled DNA
has been proposed. The self-assembled DNA can be generated
to have specific 3D structure, shape, and tagged with different
fluorescence dyes allowing it to be utilised as versatile nano-
barcodes suitable for the application of super-resolution
imaging. More importantly, the length of the structure and
the position of the fluorescent tag can be precisely controlled,
even lower than the diffraction limit distance (Fig. 22a).224,263

The barcode multiplicity can be regulated by the number of
fluorophores permitted per zone.262 Self-assembled DNA
nanorods with different fluorophore locations and emissions
have been produced, which are able to produce 216 different
barcodes that can be used in the super-resolution imaging as
can be seen in Fig. 22b.226 In a latest work, localization
precision was achieved for super resolution microscopy using
DNA nano-barcodes.262

Multi-color barcodes with 20–30 nm resolution STORM
imaging based on photo-switchable multicolour codes have been
reported. Each colour code consisted of a pair of organic dyes with
one acting as an activator and the other one as a reporter. The
activator assists in light-based activation of the reporter, and the
latter responds in shuttling between its fluorescent and dark
states. Based on the combinatorial pairing, multiple unique codes
can be generated. These photo-switchable probes enable control
over changing the emission of the fluorophore at a given time,
thus resulting in the accurate localization of fluorescence.264 For
instance, the dye pairs of Alexa 405 (reporter) and Cy5 (activator)
required violet laser for their activation, and were switched to
the dark state after exposure to a red laser, whereas different
pairs of Cy2–Cy5 and Cy3–Cy5 required blue and green lasers to
be activated respectively, resulting in multicolour codes for
imaging (Fig. 22c). Based on these findings, secondary anti-
bodies labelled with Cy2-Alexa fluor 647 and Cy3-Alexa fluor 647
were demonstrated for imaging of microtubules and clathrin
protein, respectively.265

Encoded nanowires have also been explored for their
promising application of super-resolution imaging. These
encoded nanowires were composed of alternating non-
fluorescent GaP and fluorescent GaInP, as shown in Fig. 22d.
To achieve super-resolution imaging, this barcode can be
controlled in the ‘‘on–off’’ state by the ground state depletion
process. Upon excitation, the electrons get transferred from the

Fig. 21 Nano-barcodes as contrast agents. (a) Magnetic barcode imaging
using SPIO, Feridex and micron-sized superparamagnetic iron oxide particles
(MPIO), which vary in size, relaxivities, and molar susceptibility. (b) The
pseudocolour of MRI imaging for different concentrations of particles.9

Reproduced with from ref. 9 with permission from Wiley, copyright 2016.
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valence band to the conduction band, which was designated as
the on (signalling) state and the transfer of the electrons out of
the valence band was named the off (non-signalling) state.266

Super-resolution imaging was also developed using the pattern-
matching technique that was based on the fluorescence decay and
spectra and patterns of fluorescent dyes. Here, ATTO 488, Alexa
Fluor 488 dyes, and ATTO 490LS with lifetimes of 4.07 ns, 4.16 ns,
and 2.63 ns, respectively were chosen for the multiplexed super-
resolution imaging. Upon excitation by alternating three different
pulsed lasers at 485 nm, 532 nm and 640 nm, the fluorophores
exhibited difference in emission spectra and decay patterns.
Additionally, to introduce multi-exponential fluorescence decays,
these dyes were conjugated to antibodies or tryptophan-containing
peptide phalloidin. After labelling the cell components, the spectral
and decay patterns obtained were analyzed using a pattern-matching
algorithm. The imaging sensitivity via this approach was found to be
very high with signals being identified even for small spectroscopic
changes. Using this approach, multiplexed imaging of up to nine
different targets in mouse myoblastoma cells and three different
targets in human osteosarcoma cells was achieved.267

This technology is still in its nascent phase and
would require more exploration to use them in in situ
systems with the dynamic cell membrane. Furthermore, for
analysing the sub-cellular moieties these structures are rather
bulky that necessitates the utility of compact and stiff nano-
barcodes.226

4.3 Security

Nano-barcodes use for security applications can be segmented
into three areas which are anti-counterfeiting, tracking and
monitoring. In anti-counterfeiting, the nano-barcodes are
placed on the items to ensure the authenticity of the product.
The nano-barcodes are also capable of being used for tracking
of hazardous products that may be misused such as explosives
and narcotics, in which the origin and distribution can be
traced by analysing the barcodes. Monitoring application,
on the other hand, uses unique nano-barcodes that can be
transferred from items of value to the offender upon contact to
provide physical evidence of criminal activities involving the
items for forensic investigations.

Fig. 22 Nano-barcodes for super-resolution microscopy applications. (a) Dye-tagged DNA structures. (i) Self-assembled rectangular DNA with Alexa
flour dyes located at a distance for nanoscopic ruler in super-resolution microscopy. The precise distance of dye position is demonstrated at (ii and iii)
98 nm (iv and v) 49 nm, and (vi and vii) 33 nm.224 (b) Submicrometer DNA nanorod barcodes. (i) illustration of the DNA nano-rod barcode; (ii) five multi-
colour designs and (iii) their corresponding images in super resolution imaging; and (iv) the image of mixture of all five barcodes.226 (c) Pairs of
photoswitchable probes for DNA imaging.265 (d) GaP/GaInP semiconductor nanowires for super resolution imaging.266 Figure panels reproduced from
ref. 224, with permission from Nature Publishing Group, copyright 2014; ref. 226 with permission from the Nature Publishing Group, copyright 2012;
ref. 265 with permission from AAAS, copyright 2007; ref. 266 with permission from American Chemical Society, copyright 2017.

Chem Soc Rev Review Article

O
pe

n 
A

cc
es

s 
A

rt
ic

le
. P

ub
lis

he
d 

on
 1

2 
O

ct
ob

er
 2

01
7.

 D
ow

nl
oa

de
d 

on
 8

/3
/2

02
5 

2:
07

:4
0 

PM
. 

 T
hi

s 
ar

tic
le

 is
 li

ce
ns

ed
 u

nd
er

 a
 C

re
at

iv
e 

C
om

m
on

s 
A

ttr
ib

ut
io

n-
N

on
C

om
m

er
ci

al
 3

.0
 U

np
or

te
d 

L
ic

en
ce

.
View Article Online

http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/licenses/by-nc/3.0/
https://doi.org/10.1039/c7cs00271h


This journal is©The Royal Society of Chemistry 2017 Chem. Soc. Rev., 2017, 46, 7054--7093 | 7083

4.3.1 Anti-counterfeiting. Security threat to products of
private, public and industrial interest in terms of forgery and
counterfeiting of currency notes, identity cards, and pharma-
ceutical products is a global concern. The security barcodes
used currently are prepared with the intention to be difficult to
decode, which however, has become rather obsolete as the
advancing technologies have made them susceptible to be read
and imitated by offenders, especially for the fluorescent-based
nano-barcodes with obvious visible emission.268 Furthermore,
they are vulnerable to damage under extreme conditions. To
overcome this, different nano-barcodes that are covert and
difficult to be visually seen have been developed. These nano-
barcodes have unique signatures, difficult to clone or unclonable
codes with multi-layer security, along with easy incorporation
into the products that are needed to be protected.

The most popular strategy for preparing anti-counterfeiting
tags is to combine optical and graphical barcoding methods.

Different nanoparticles or encoded nanostructures can be dis-
persed in the ink to be printed on substrates in desired
patterns. The factors such as choice of ink medium, type of
nanoparticles, dispersion of nanoparticles in the ink medium,
ease and cost of printing should be well-thought-out for
developing the taggants. Besides, the surface properties of the
substrate for printing such as drug capsules, paper, and plastic
foils are critical for efficient printing. Ink medium should be
viscous to have sticky behaviour for printing with high boiling
point to sustain the boiling step during mixing of barcodes. The
nanoparticles chosen can be fluorescent, SERS-based, magnetic,
or in combinations to achieve the desired level of security. The
printing of patterns can be done by different modes like screen-,
aerosol jet-, and inkjet printing as can be seen in Fig. 23a.111

Barcodes based on photonic crystal have also been incorporated
into bank notes for anti-counterfeiting.124 Different fluorescent
and non-fluorescent nanoparticle based security inks have been

Fig. 23 Nano-barcodes for security applications. (a) Submicrometer DNA nanorod barcodes. (i) Illustration of the DNA nano-rod barcode; (ii) five multi-
colour designs and (iii) their corresponding images in super resolution imaging; and (iv) the image of mixture of all five barcodes.111 (b) Photonic crystal-based
nano-barcodes for bank note anti-counterfeiting.124 (c) Thermal barcode for drug anti-counterfeiting by (i) mixing it with drug powder and (ii) encoding in
printed letters.160 (d) (i) 2D SERS barcode in combination with an optical barcode for anti-counterfeiting (i) based on Ag superlattice (ii) that can be pasted to
paper, skin, glass and plastic.144 (e) Fluorophore combined with unqiue peptide codes for monitoring criminal activity; (i) the fluorescence trace on the palm
contacted with the nano-barcodes; (ii) mass spectrometry analysis of the peptide codes.152 Figure panels reproduced from ref. 111 with permission from the
Royal Society of Chemistry, copyright 2015; ref. 124 from Nature Publishing Group (CC BY); ref. 160 from Nature Publishing Group (CC BY); ref. 144 with
permission from Wiley, copyright 2016; ref. 152 with permission from American Chemical Society, copyright 2016.
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developed for preparing the barcodes for anti-counterfeiting
purposes. For instance, Gupta and co-workers prepared security
inks using Eu3+-doped Y2O3 and Eu3+-doped LaPO4 nanorods,
in separate works.269,270 Later, full coloured images using
downconversion lanthanide-based security inks emitting green
and red colours were printed on paper. Recently, multicolour
lanthanide-doped Y2O3 nanorod based inks have been used for
generating printed logo and QR codes for anti-counterfeiting
applications.137 These images were invisible to the naked eye
and can be visualised by excitation under UV.271 Lanthanide
ion encoded NMOFs in inks printed on flexible substrates like
paper and plastic foils have been developed for preventing the
counterfeiting of confidential official documents.272 In another
study, branched polyethyleneimine (BPEI)–CdTe QD-based bar-
codes were prepared to develop multicolour rewritable systems.
BPEI acts as the writer and eraser based on the adsorption and
degradation of fluorescent patterns to provide multistate and
high capacity data storage for highly secured memory chips for
anti-counterfeiting.273 For fluorescent barcodes, lanthanide-
doped upconversion nanocrystals are favoured over down-
converting fluorophores since the latter suffer from shortcomings
such as easy imitation, background noise, and photobleaching
(for organic dyes).274 Lanthanide-doped upconversion nanocrystal
based barcodes that can be excited by using NIR laser and emit
different emission wavelengths are usually used for low level
security applications. By coupling this with graphical encoding,
the security level of fluorescent barcode based taggants can be
enhanced.7,15 Bluementhal et al. (2012) dispersed NaYF4:Yb,Er in
toluene based ink containing methyl benzoate (boiling point
�199 1C) followed by direct-write printing on paper to generate
quick response (QR) codes.275 You et al. (2016) fabricated QR
codes based on both hydrophobic and hydrophilic lanthanide-
doped upconversion nanocrystal printing inks using cyclohexane/
glycerol trioleate and ethanol/glycerol dispersants, respectively, for
investigating drug counterfeiting.15 Three different colours were
created, viz. NaYF4:2% Er,18% Yb (green), NaYF4:10% Er,2% Tm
(red) and NaYF4:25% Yb,0.3% Tm (blue), and were surface
modified and incorporated into inks separately. Next, using an
inkjet printer, these different colours were printed as a series of
RGB colours by overlapping the three primary colours to generate
a three-dimensional (3D) RGB code. These codes were printed
directly on the surface of the drug capsule, thereby assigning a
taggant to the drug with information at each layer. To assist the
decoding of the drug information, a smartphone app was custom-
made that can be directly printed on the drug capsule.15 Recently,
Sun et al. (2017) prepared three different types of lanthanide-
doped nanocrystals that can be excited at different wavelengths
and printed a four-leaf clover pattern on a paper.7 For decoding,
the pattern can be read following the sequential exposure at
different wavelengths. Further information can be obtained as
multi-peak spectra owing to the characteristic emission of each
upconversion nanocrystal used.7 NIR-to-NIR upconversion
security inks were also prepared to print the QR codes visible
only upon excitation under NIR excitation (800 nm).112

Additionally, security inks with dual mode emission (both
down- and upconversion) using Y2O3:Yb3+/Er3+ nanorods have

been prepared using polyvinyl chloride (PVC) gold medium for
currency and confidential documents.143 These security inks
were transparent in nature and were printed on black paper
using standard screen printing and provided multi-stage
excitation features.143 Furthermore, three sets of upconversion
nanoparticles with different luminescence lifetimes have been
printed to create three different generated patterns when time-
resolved scanning is used.118

Although advances have been made to provide high level
securities using fluorescent barcodes, they are easily visualized
based on their fluorescent properties, thereby alerting the
offenders. Thus, non-fluorescent optical barcodes such as
Raman barcodes with advantages over fluorescent barcodes
are chosen as an alternative for preparing barcodes with high
security properties. Cui et al. prepared security labels based on
Ag nanowire barcodes encrypted with a single probe (4-methyl-
benzenethiol, 4-MBT) as molecular information was used for
anti-counterfeiting applications and can only be read out by
x- (y = 01, 2) and y-polarizations (y = 901, z) of light to get the full
image.276 The same group further increased the multiplexing of
the security label and added two probes (4-MBT and rhodamine B
isothiocyanate).277 Fluorescent gold nanocluster based inks were
used as security labels, visible under UV excitation. The fluores-
cence emission was tunable based on the reaction time in
microwave-based synthesis; emitting blue-shifts with increase in
reaction time.278 The non-fluorescent nano-barcodes based on the
phase change of organic-solid nanoparticles have been used for
drug anti-counterfeiting by mixing the nanoparticles with the
drug powder as can be seen in Fig. 23c. The anti-counterfeiting
for liquid substrates has been reported with sequence encoding.
Using DNA on a Fe2O3 nanoparticle encapsulated with a silica
shell, the sequence of the DNA is stable and preserved inside
the oil even at high temperature for oil tracing. The retrieval of
the nanoparticle is performed using a magnetic field and the
DNA code is decoded using DNA sequencing.151

To confer multi-layer security, the plasmonic nanoparticles
are used in combination with other barcoding methods. Dye
encapsulated SERS nanopillars were used to prepare covert
nanoscale patterns for anti-counterfeiting and the decoding
was based on fluorescence and SERS spectra.19 Furthermore,
Campos-Cuerva et al. (2016) prepared security prints based on
Au, Ag and magnetic nanoparticles.279 The labels were printed
on papers using screen-printing and it was demonstrated that
they can be read independently based on their characteristic
regardless of their location in the same spot on the paper
substrate.279 The multidimensional SERS barcode based on the
combination of optical and SERS code with Ag nanocube
superlattices has been fabricated to be compatible to be put
on many substrates including paper, plastics, skin and glass as
can be seen Fig. 23d.144 The combination of fluorescence and
phase angle encoding has been reported to generate double
layer security for anti-counterfeiting.17

4.3.2 Tracking and monitoring. Hazardous materials such
as explosives and narcotics require information tracking for the
types of explosives or drugs and the origin of the manufacturer
that are often enforced by the law for its restricted distribution.
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Nano-barcodes have the potential to be used to tag these
products for forensic investigations and curbing their illegal
usage.268 Explosive tracking is special as the nano-barcode
taggant is required to be covert and extremely stable at high
temperature as well retrievable after the explosion. With
regards to these criteria, the phase encoding based barcode is
the most suitable tracker for explosives. In a work done by
Duong et al. (2014), a barcode library was formed by four different
metals (bismuth, indium, tin and lead) and their alloys to tag
dinitrotoluene (DNT) for explosive tracking purposes.160 The
presence of these barcodes in the material is tracked by their
unique melting peaks over a large temperature range using a DSC
instrument.160 Meanwhile, nano-barcodes for monitoring com-
mercial objects or items of value require a stable material that is
capable of transferring through contact and difficult to be cleared
completely upon washing, which can help the forensic investiga-
tion to identify the offenders who get in contact with the objects
in criminal activities. Synthetic peptides, with the potential to
create a large number of unique codes and improved resistance
towards biological enzymes in comparison to naturally occurring
peptides, have been demonstrated to be used as molecular tags to
monitor different items.147,152 The peptide barcodes are prepared
by mixing unique peptide sequences with fluorophores. Unlike
the anti-counterfeiting barcode, the peptide-fluorophore
barcode for monitoring purposes is dispersed in the oil-
based medium so that it can be transferred through contact.
The as-prepared barcodes are then incorporated into the object
of interest. The contact-based transfer of barcodes could be
from the object to the person (offender) or from object-to-
person-to-object. The detection is done based on the fluores-
cent properties of the barcodes with subsequent recovery of
peptides by swabbing and analysis by electrospray ionization-
mass spectrometry, as can be seen in Fig. 23e.152 The peptide-
based barcodes, however, could undergo enzymatic degradation.
This can be prevented by modifying the peptide chains with
N-terminal acetylation and C-terminal amidation. Furthermore,
the peptide hydrophilicity needs to be considered for
recovering the peptide from the dispersant by liquid–liquid
extraction.

5. Challenges and potential solution

Nano-barcodes have been developed intensively in the last two
decades to improve the encoding capacity, create new types
of nano-barcodes and improve their synthesis processes.
However, very few have been established and used for com-
mercialization and real applications. The existing problems
and their potential solutions will be discussed in this section,
focusing on increasing the encoding capacity, development of
portable decoders, improvement of synthesis methods, safety
and regulation for the usage of nano-barcodes.

5.1 Encoding capacity

Several encoding techniques often pose limitations in obtain-
ing multiple number of barcodes for a specific application.

For instance, the fluorescence based nano-barcodes are the
most widely used encoding method with well-established
synthesis and decoding techniques. However, fluorescent
nano-barcodes suffer from limitations of spectral overlap,
which results in limited number of codes and requires complex
processing to resolve the overlapped spectra especially for
multiplexing applications. For instance, organic dyes have
spectral overlap due to their small Stokes shift. With regards
to this, lanthanide-doped upconversion nanoparticles are pre-
ferred due to their large anti-Stokes shift. However, lanthanide-
doped upconversion have multiple emission peaks and their
use for multiplexed applications leads to spectral overlap
posing difficulty in resolving the signal. To solve this, fluoro-
phores with narrow spectra and single wavelength emissions are
needed to be developed. Attempts to develop such lanthanide-
doped upconversion nanocrystals have been made,280–283 which,
however, needs to be further improved in terms of its intensity to
be used in multiplexing application. Having lanthanide-doped
upconversion nanoparticles with a single emission band will
also allow their use as a label for reporter molecules and
contribute in developing simple, cost-effective and efficient
assay platforms. Another limitation in using the fluorescent
nano-barcodes arises in applications like multiplexed detection
that requires additional labelling for the reporter molecules to
accomplish the detection, which is also typically fluorescence
based. When upconversion nanoparticles are used in combi-
nation with organic dyes, multiple excitation lasers are required,
thereby increasing the detection cost and complexity. For
instance, Zhang et al. (2011) used upconversion nanoparticle
encoded nanospheres for bio-detection in conjunction with
cascade blue-labelled reporter antibody. In this work, for upcon-
version nanoparticles, a 980 nm laser was used for excitation,
whereas for a cascade blue label, a 400 nm laser was used.13

However, this can be circumvented by utilizing the FRET process
between upconversion nanoparticles as donors and organic dyes
as acceptors. In order to achieve this, selection of dye should be
done based on the overlap between the emission spectra of
upconversion nanoparticles and the excitation spectra of the
organic dye, which in turn limits the available labels to be used
in combination with upconversion nanoparticles. Additionally,
the distance between the organic dye and upconversion nano-
particles must be optimum for FRET to occur (B10 nm). This
can be addressed by tuning the size of the particles.284,285

The photonic crystal-based structure colour encoding tech-
nique gets limited by the availability of distinct reflectance
peaks of the particles. The morphological encoding technique
also suffers from incapability to generate a large number of
codes due to limitations of multiple discrete shapes and sizes.
Likewise, lack of unique composition-based magnetic nano-
particles limits the encoding capacity of the magnetic-
based encoding technique. To address this challenge, different
encoding methods can be combined to prepare hybrid nano-
barcodes, as discussed earlier. The challenge here is integrating
the encoding elements together in a barcode and employing the
decoding instruments for each type of encoding technique
as this can increase the overall operation cost and complexity.
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At this front, miniaturized, cost-effective and customized simple
decoders need to be developed.

5.2 Portable decoders

As nano-barcodes are used for various applications ranging
from multiplexing and anti-counterfeiting, portable read out
systems are required for enabling outside-of-the-laboratory
testing which can be used for point-of-care testing to reach
the mass market. A portable handheld Raman spectrometer
has been developed and used for anti-counterfeiting of bank
notes using SERS nanosheets by comparing the signal from the
standard code of molecules, as can be seen in Fig. 24a.134

Furthermore, the portable Raman spectrometer has been
proposed to decode the SERS code from dual-coded nanosheets
for anti-counterfeiting purposes.286 Another emerging portable
decoder is smartphones which have high resolution camera
and computing power, allowing for detection of optical based
barcodes, including colour and graphics. Several smartphone
based decoders have been developed, such as for scanning
the Raman codes, upconversion nanoparticle ink-based 2D
barcodes, photonic crystal barcodes and also detecting the
optical density of lateral immuno-assay based SERS barcodes,

as shown in Fig. 24b and c.123,144,287 Some of these require the
design of smartphone dongle to add more components for
enhanced functioning such as sample holders, lenses or filters.
Customized smartphone application is also required for pro-
cessing the captured signal, such as colour deconvolution and
examining the similarity of Raman codes. A handheld test strip
reader has also been used for simultaneous detection of neuron
specific antigens using QD-encoded nanobeads.234 However,
the application of the portable decoder of nano-barcode is
mostly limited to anti-counterfeiting. The need for a portable
device is the most important requirement for point-of-care
diagnostics and imaging in resource-poor settings. Further-
more, the processing algorithms need to be developed and
incorporated in conjunction with the portable decoders to
analyze the signals from multiple nano-barcodes for real-time
applications.

5.3 Synthesis methods for commercialization

Most of the nano-barcode synthesis methods have been well-
established. However, improvement in synthesis speed, volume
and reproducibility is required to allow for mass production of
the nano-barcode. This can be done through an automation

Fig. 24 Portable decoders for nano-barcodes. (a) Portable handheld Raman spectrophotometer (i) for authenticating the bank notes with Raman nano-
barcodes; (ii) the Raman spectra of the dollar A1893 before and after background subtraction; (iii) the obtained Raman spectra are checked to determine
the percentage of the match as compared to the standard.134 (b) Smartphone decoding system for drug anti-counterfeiting based on inkjet printing of
upconversion QR code.15 (c) Covert photonic crystal-based barcodes that become overt under smartphone flashlight for image capturing by the
smartphone camera.123 Figure panels reproduced from ref. 134 with permission from Wiley, copyright 2012; ref. 15 with permission from the Royal
Society of Chemistry, copyright 2016; ref. 123 from Nature Publishing Group (CC BY).
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process with the aid of computers. For example, the electro-
deposition process of multi-metals can be done by changing
the input voltage, which can be automated to create precise and
controlled length.139 Chemical methods including swelling,
ion-exchange method, and co-precipitation have possibilities
of leakage of the encoding elements. For this, an additional
step to coat the surface of nano-barcodes, such as a silica
shell coating, can be done to prevent the leakage. The non-
uniformity in size during synthesis occurs in emulsion-based
and epitaxial growth methods, and this can be solved by
implementing the additional step of nanoparticle purification
such as by size based separation of nanoparticles using
microfluidics.288 Furthermore, some preparation strategies
are prone to aggregation of the nanoparticles, which will reduce
the quality of the nano-barcode for specific applications.
This can be prevented by using polymeric groups on the
nanoparticles, choosing a compatible solvent to be used in
the reaction mixture where the nanoparticles are being used to
prepare the barcodes, and tailoring the reaction conditions to
provide stability.12,189,197,199

5.4 Safety and regulation on the usage of nanobarcode

Many types of nano-barcodes have been reported to be a robust
platform for security strategies. This application is used for
commercial products that reaches the mass market, therefore,
the safety of the nano-barcodes used for the purpose requires
attention as some of the nanoparticles such as QDs are found
to be toxic. The dependence of nano-barcodes for anti-
counterfeiting of edible products including food and drugs
requires even more careful consideration as they are ingested
by the end users. For example, the organic solid phase change
nanoparticles such as stearic acid, palmitic acid, paraffin wax
and polyethylene have been demonstrated to be mixed with
drug powder such as acetaminophen.160 Although the mixture
was found to be not cytotoxic on HeLa cells upon exposure for
10 hours based on cell viability assay, clinical study proving
the same was lacking. Similarly, nanoparticles being used as
contrast agents can be toxic to organs and tissues with serious
health side effects. They can be encapsulated in biocompatible
materials to minimize their interaction with bodily fluids. For
example, in a recent study, Zhang et al. (2017) prepared nano-
barcodes of biodegradable NMOF loaded with BODIPY as
contrast agents and were reported to exhibit minimal toxicity
in vitro and in vivo. But the apprehension of toxicity from the
degradation of NMOF is still persistent as there is little
evidence on the safety of these materials. You et al. (2016)
reported a three dimensional QR code based on lanthanide-
doped upconversion nanocrystals printed on capsules for
anti-counterfeiting purposes. They suggested that the concen-
trations of lanthanide-doped upconversion nanocrystals were
very low and do not confer toxicity as the concentration is
far below that in the previous in vivo mice study.15 On the
other hand, applying these nano-barcodes on the packaging
materials covering the product e.g. plastic cover is a safer and
easier option, instead of directly putting them on/inside the
food or drug product.

To fully rely on these in vitro and in vivo findings is not
advisable and an extra step of extensive clinical trials must be
done before these nano-barcodes can be deemed safe for the
market and individuals. Therefore, it is necessary that the
involvement of these nano-barcodes for contrast agent imaging
and anti-counterfeiting of edible products be monitored by the
authorities regulating the safety of food and drug products.

6. Conclusion

Encoded nanoparticles have been in great demand for barcoding
based applications due to their nanoscale dimension with
multiple choices of materials and shapes. The versatility of
nano-barcodes has been demonstrated by their robust applica-
tions for multiplexed bioassay and excellence for imaging
and security applications as compared to micrometre-sized
barcodes and beyond. Therefore, it is pertinent to consider
the type of encoding technique, synthesis methods and the
decoding mechanism for designing the barcode for the desired
applications. Various encoding strategies have been employed
on nanostructures/particles to achieve unique and high capa-
city codes and the nano-barcoding field is still growing with the
recent development of several new barcoding strategies includ-
ing luminescence lifetime, phase angle, and thermal code
using phase change nanoparticles. Most of the nano-barcode
synthesis methods have been well-established; however, several
improvements such as shortening the time-consuming synth-
esis process, increasing the uniformity of synthesized nano-
barcodes and automation to streamline the synthesis process
are needed for mass production and commercialization of
these nano-barcodes. Multiplexed and multimodal imaging
can be developed using these nano-barcodes and need
more attention to exploit the benefits of these nano-barcodes.
Moreover, underexplored applications such as super-resolution
imaging based on nano-barcodes should be exhausted as they
offer great potential for enhancement in imaging modalities.
The miniaturization of the decoding system is yet another
requirement to be met using nano-barcodes to achieve the
point of care applications for mass market implementation.
Finally, the implementation of nano-barcodes for mass market
requires to be regulated by the authorities to ensure the safe
usage of these barcodes. With improvement of these challenges,
immense potential of nano-barcodes can surely be unleased for a
large variety of applications.
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235 A. Gómez-Hens, J. Fernández-Romero and M. Aguilar-Caballos,
TrAC, Trends Anal. Chem., 2008, 27, 394–406.

236 A. A. Ellington, I. J. Kullo, K. R. Bailey and G. G. Klee, Clin.
Chem., 2010, 56, 186–193.

237 J. M. Levsky, S. M. Shenoy, R. C. Pezo and R. H. Singer,
Science, 2002, 297, 836–840.

238 Y. Liu and P. Wu, ACS Appl. Mater. Interfaces, 2013, 5,
5832–5844.

239 L. Ma, Y. Hong, Z. Ma, C. Kaittanis, J. M. Perez and M. Su,
Appl. Phys. Lett., 2009, 95, 043701.

240 X. Liu, F. Wang, R. Aizen, O. Yehezkeli and I. Willner,
J. Am. Chem. Soc., 2013, 135, 11832–11839.

241 W.-J. Zhou, Y. Chen and R. M. Corn, Anal. Chem., 2011, 83,
3897–3902.

242 H. Dong, J. Zhang, H. Ju, H. Lu, S. Wang, S. Jin, K. Hao,
H. Du and X. Zhang, Anal. Chem., 2012, 84, 4587–4593.

243 Y.-Q. Liu, M. Zhang, B.-C. Yin and B.-C. Ye, Anal. Chem.,
2012, 84, 5165–5169.

244 H. N. Wang and T. Vo-Dinh, Small, 2011, 7, 3067–3074.
245 E. Arefian, J. Kiani, M. Soleimani, S. A. M. Shariati, S. H.

Aghaee-Bakhtiari, A. Atashi, Y. Gheisari, N. Ahmadbeigi,
A. M. Banaei-Moghaddam and M. Naderi, Nucleic Acids
Res., 2011, 39, e80–e80.

246 S. J. Son and S. B. Lee, Nanomedicine, 2007, 2, 79–82.
247 L. Ma, C. Wang, Y. Hong, M. Zhang and M. Su, Anal.

Chem., 2010, 82, 1186–1190.
248 B. He, S. J. Son and S. B. Lee, Anal. Chem., 2007, 79,

5257–5263.
249 M. Chan, J. Lux, T. Nishimura, K. Akiyoshi and A. Almutairi,

Biomacromolecules, 2015, 16, 2964–2971.
250 A. Malugin and H. Ghandehari, J. Appl. Toxicol., 2010, 30,

212–217.
251 T. Chen, Y. Hu, Y. Cen, X. Chu and Y. Lu, J. Am. Chem. Soc.,

2013, 135, 11595–11602.
252 X. Jin, H. Li, S. Wang, N. Kong, H. Xu, Q. Fu, H. Gu and

J. Ye, Nanoscale, 2014, 6, 14360–14370.
253 S. Lee, H. Chon, J. Lee, J. Ko, B. H. Chung, D. W. Lim and

J. Choo, Biosens. Bioelectron., 2014, 51, 238–243.
254 H. Liu, C. T. Xu, G. Dumlupinar, O. B. Jensen, P. E.

Andersen and S. Andersson-Engels, Nanoscale, 2013, 5,
10034–10040.

255 H. H. Gorris and O. S. Wolfbeis, Angew. Chem., Int. Ed.,
2013, 52, 3584–3600.

256 T. Eustaquio and J. F. Leary, Cytometry, Part A, 2016, 89,
207–216.

257 J. L. Vivero-Escoto, K. M. Taylor-Pashow, R. C. Huxford,
J. Della Rocca, C. Okoruwa, H. An, W. Lin and W. Lin,
Small, 2011, 7, 3519.

258 T. Courant, V. G. Roullin, C. Cadiou, M. Callewaert,
M. C. Andry, C. Portefaix, C. Hoeffel, M. C. de Goltstein,
M. Port and S. Laurent, Angew. Chem., Int. Ed., 2012, 51,
9119–9122.

259 A. Soleimani, F. Martı́nez, V. Economopoulos, P. J. Foster,
T. J. Scholl and E. R. Gillies, J. Mater. Chem. B, 2013, 1,
1027–1034.

260 T. Zhang, L. Wang, C. Ma, W. Wang, J. Ding, S. Liu,
X. Zhang and Z. Xie, J. Mater. Chem. B, 2017, 5, 2330–2336.

261 S. M. Cromer Berman, P. Walczak and J. W. Bulte,
Wiley Interdiscip. Rev.: Nanomed. Nanobiotechnol., 2011, 3,
343–355.
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