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Recent advancement in nanomaterial-
encapsulated drug delivery vehicles for combating
cancer, COVID-19, and HIV-like chronic diseases

Suparna Paul, abc Subhajit Mukherjeeb and Priyabrata Banerjee *ac

Nanotechnology has gained immense attention owing to its multidimensional advantages in the

scientific world. Recent progress has confirmed that nanostructured architectures possess promising

medicinal applications and have triggered investigation as nanodrug delivery vehicles. These engineered

vehicles offer an unprecedented platform for the controlled release of encapsulated drug to targeted

site with higher effectuality and reduced toxicity by overcoming the loopholes allied with conventional

drug delivery systems. This review provides a systematic overview of specific properties of nano-

structured materials, viz., inorganic nanoparticles, polymeric micelles, chitosan, liposomes, dendrimers,

carbon nanotubes, quantum dots, and niosomes, and consolidates their therapeutic approaches in the

diagnosis and treatment of chronic diseases such as cancer, COVID-19, and HIV/AIDS. Factors including

interactions of nanomaterials with physiological environment, mode of drug administration, stability of

therapeutic agents, and mechanism of action have been summarized for attaining efficacious drug

delivery. In addition to opportunities, the challenges of nanomedicines in drug delivery have also been

discussed. In the futuristic perspective, further advancement is necessitated in the domain of

nanotechnology mediated advanced drug delivery system by combining newer treatment approaches

such as gene therapy and immunotherapy with the existing nanotechnology to improve the

performance of drugs and maximize the efficiency of targeted drug distribution.

1. Introduction

In recent days, nanotechnology has played a tremendous role in
the successful design and delivery of a drug to its target and has
unveiled a new dimension in the field of medicine. Majority of
drugs utilized for therapeutic applications including cancer,
diabetes, cardiovascular disease treatment, and antiviral
medication to combat HIV and COVID-19 lose their efficacy
owing to lack of specificity. On the other hand, nanoparticle-
encapsulated drugs lead to better target specificity and drug
efficacy.1–3 Most of these drugs no longer remain active at their
target sites due to various factors including lack of target
specificity, aiming at other biological sites concomitantly with
the actual site of their action, instability of the drug molecules

inside the target cells or drug degradation before reaching the
target, modification in the genetic environment of cell-surface
receptors, and alteration in signalling allied with the evolution
of diseases.4–6 For instance, many anticancer drugs such as
cisplatin, carboplatin, oxaliplatin, or doxorubicin demonstrate
reduced efficacy owing to these shortcomings.7 Nanoencapsu-
lation provides protection to these drugs and makes them more
specific toward their targeted site of application.

Nanoparticles with o100 nm diameter in at least one
dimension containing metals, various biomaterials such as protein,
lipids, or different biodegradable polymers can be dynamically
utilized as a drug delivery vehicle. Cells tend to accept nano-
materials more efficiently than a macromolecule, and this is
the primary reason underlying the medicinal activity of nano-
particles as drug carriers. An effective way to develop a nano-
vehicle for a particular drug is reliant on the nature of its
interaction with the target, cell receptors present in the target
cell surface, target cell population, drug action mechanism, and
the pathology of the disease.8 In addition, an understanding of
the mechanistic pathway of the cellular uptake of drug and the
nanoencapsulated form, intracellular trafficking, drug retention,
and the technique of protection against drug degradation
is significant for enhancing drug activity post nanoparticle
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encapsulation. For adjuvating the drug with a nanoparticle,
either the drug molecule is to be completely encapsulated within

the inner matrix of the particle or the nanoparticle must adhere
to the drug on its surface.

In previous literature, there are plentiful reports on nano-
particle-based materials as effective drug delivery vehicles for
targeted therapeutic applications (chronic diseases).9,10 Ding
et al. have unveiled self-adaptive nanomaterials toward rational
drug delivery in cancer treatment. In comparison to trivial ones,
self-adaptive nanomaterials exhibit promising reduction in
drug release doses within the normal tissues and thereby
maintain the concentration of the drug within the infected
(tumor) cells for a prolonged time.11 In another work Sayyad
et al., demonstrated and provided a deep insight regarding
the application of nanomaterial-functionalized drug delivery
systems for increasing the bioavailability of recently used drugs
with reduced toxicity and increasing efficacy for COVID-19
treatment.12 Likewise, Kang et al., have reported the recent
nanotechnological advancements including the stabilization of
surface and stimuli-responsive functionalization, which appreci-
ably improved the capacity of targeting along with therapeutic
efficiency of the nanocarrier-modified drug delivery system.13 Das
et al., reported an unprecedented and promising new class of
G-quadruplex materials derived from imino-boronate, boronate
esters, peptides, etc. These self-assembled nanostructured archi-
tectures display manifold bio-applications including drug delivery
(doxorubicin), sustained release of vitamins, antimicrobial, anti-
inflammatory, wound healing, anticancer, bioimaging, and 3D
bioprinting applications.14–16

In this consequence, this review systematically focuses on
the progress of nanotechnology-based drug delivery systems for
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therapeutic applications along with their bottlenecks and the
rationale for the codelivery of drugs to overcome these confine-
ments. As a step ahead, the role of multifunctional nanocarriers
(MNCs) for real-time combination therapy and targeting has
been considered. The current findings of nanocarriers-assisted
drug distribution in clinical trials and commercialized nano-
formulations is highlighted herein. In particular, the authors
have focused on highlighting the recent advancement in nano-
medicine primarily for the treatment of COVID-19, cancer, and
HIV-like life-threatening ailments, which are amongst the most
important threats to mankind in the present era.

2. Advantages of nanoparticles-
encapsulated drug delivery system

The conventional systems of drug delivery that includes tablets,
capsules, syrups, and ointments often suffer from reduced
biological availability along with undulations in the plasma
drug level and are incompetent of achieving sustained drug
release. In addition, the drug is required to be delivered at a
definite controlled rate at the target site with acute precision
to attain maximum efficiency and protection. With this con-
sideration, there arises an exigency for developing controlled
drug delivery systems for combating the difficulties related to
conventional drug delivery systems.17 The controlled release
of drug is required to maintain the plasma drug levels at a
persistent rate within the therapeutic window and offer the
anticipated therapeutic effect for a prolonged period. Without
an efficient delivery mechanism, the whole therapeutic process
can be rendered useless. The advantage of using a nanovehicle
for an active drug delivery mostly arises from their controlled
drug releasing activity in its specific delivery site, causing
reduced drug toxicity, increased solubility of a poorly soluble
drug, and improved bioavailability and pharmacokinetics of a
medicine.18,19 Sometimes, nanoparticle encapsulation causes
release of a drug in a controlled way and lowers the toxicity.
A comparative investigation between a targeted and untargeted
drug delivery system is schematically represented in Scheme 1.
Considering the targeted drug delivery, the targeting strategies
of the nanodrug plays a pivotal role in overcoming the com-
monly encountered challenges, drug instability, low absorption
and specificity, reduced half-life, large volume of distribution
along with low therapeutic index. Some frequently adopted
approaches for attaining targeted drug delivery include con-
trolling the distribution of drug by incorporating it within a
carrier system. At times molecular level alteration in the drug
structure is performed along with control of the drug input into
the bioenvironment for ensuring a desirable drug distribution
at the targeted site.

Panyam et al., unveiled the efficiency of biodegradable NPs
for sustained intracellular (cytoplasmic) delivery of dexametha-
sone, whose site of action is intracellular. The chemotherapeutic
agent dexamethasone is found to have some antiproliferative and
antiinflammatory action. Dexamethasone interacts with cytoplas-
mic receptors to form a complex, and then this whole complex is

transported to the inner core of the nucleus of the cell. This
triggers the activation of some specific genes, which is behind cell
proliferation. When it is loaded into polymeric NPs, polylactic/
glycolic acid (PLGA), and polylactic acid (PLA), its antiproliferative
activity for vascular smooth muscle cells is improved due to the
controlled release of the drug with extended time period in a
higher dose.20 The delivery vehicle for other anticancer drugs such
as paclitaxel, which has been intended to be intravenously
administered, doxorubicin, and 5-fluorouracil has also been for-
mulated with this nanoparticle to achieve better efficacy of these
drugs.21–24

In some cases of cancer, chemotherapeutics lose their
activity due the development of resistance against multiple
anticancer drugs. These drug resistances are mainly caused
owing to the activation of a protein called p-glycoprotein.
When an anticancer drug enters the cell after penetrating the
cell membrane, the protein becomes activated and pumps out
the drug from the cell as quickly it enters.22 To overcome
this problem, nanotechnology has been used where no trigger-
ing of such protein such as p-glycoprotein has still been
encountered.25 Paclitaxel has resistance over human colorectal
tumors. However, the delivery of paclitaxel encapsulated in
emulsifying wax nanoparticles is found to be efficient on
human colon adenocarcinoma cell line (HCT-15). Again, the
poor solubility of some drugs in biological fluids sometimes
creates hindrance in their use in specific medications.
NP-functionalized drug delivery vehicles takes advantage of
enhanced permeability and retention (EPR) effect toward pas-
sive tumor targeting and are promising contenders for improv-
ing the therapeutic index and thereby reduce the side effects of
drugs. As an example, the activity of paclitaxel (natural source
of cancer drug) was increased after increasing its solubility via
albumin conjugation. This albumin-paclitaxel composite in
the injectable nanosuspension form was approved for breast
cancer treatment. Interestingly, the above formulation had
showcased lesser lethality in comparison to the chemotherapy
drug Taxol.26

Scheme 1 Schematic representation of untargeted and targeted drug
delivery systems.
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Drug intake, its circulations, metabolism, and removal from
the body of an antiHIV or antiCOVID-19 drug can be enhanced
by nanoparticle encapsulation or conjugation.27,28 The nano-
composite modifies the physical and chemical properties,
which modifies the tissue distribution of the HIV affected
organs in the human body. Targeted tissues achieve the ther-
apeutic level of the dose by repetitive drug administration.
However, this repetitive drug administration leads to serious
toxicity in the patient’s body. Nanotechnology-based therapy
against HIV-AIDS opens a new way of medication to eliminate
HIV, mostly by the enhancement of drug permeability through
biological barriers such as blood brain barrier, reducing dose
amount, and frequency; thus, the side effect of the HIV drugs is
reduced. Deutsc et al., (1993) studied the effect of an antire-
troviral medicine azidothymidine (AZT) over seven male HIV
patient of the same age group. The study revealed that the
liposomal-AZT showed better efficacy with almost zero side
effect in comparison with AZT alone at the same level of
dosage.29

In case of COVID-19 prevention, nanotechnology plays an
important role and is an important topic of research nowadays.
It can be used to build personal protective equipment or
disinfectants30 or in designing nanomaterial-based vaccines
to prevent the attack of SARS-CoV-2.31 In case of detection of
the virus, the nanomaterial can also be used to develop simple,
rapid, and cost-effective equipment or kit.

3. Classification of nanomaterials-based
drug delivery systems

Depending upon the composition of smart nanostructured
materials, these are broadly classified into two categories—
organic (& polymer) and inorganic (& metallic) nanocarriers.
The primary organic nanocarriers includes polymer-functionalized
micelles, liposomes, vesicles, and dendrimers whilst the inorganic
nanocarriers comprises of carbon nanotubes (CNYs), gold nano-
particles (AuNPs), silver nanoparticles (AgNPs), and quantum dots
(Fig. 1).32 These nanocarriers have been clinically accepted for the
treatment of various life-threatening ailments in association with
varying stages of medical investigations.33,34 The main properties
of a few commonly explored nanomaterials have been reviewed
herein.

3.1. Organic and polymer-based nanocarriers

Carbon-functionalized nanomaterials form the basis of organic
nanocarriers, which are primarily characterized by extensive
biocompatibility and enhanced drug loading ability. These
permit a versatile regulation of surface morphology as well as
chemical constituency. Most significantly, the colloidal stability
and fairly large size facilitates the loading and delivery of a
broad range of hydrophilic/hydrophobic drugs.35,36

Polymer-based nanocarriers represent another class of ther-
apeutic nanocarriers that can be further classified into bio-
degradable and nonbiodegradable materials.37,38 A majority of
biodegradable polymeric nanocarriers demonstrate excellent

drug delivery applications since these provide extensive control
in comparison to the complicated relationship amongst
structure-function39–42 with a controlled drug release by over-
coming physiological and pathological hurdles of living systems.
Owing to the stable polymeric structure, these nanocarriers offer
uniformity of particle size along with controlled drug delivery,
which efficaciously reduces the effect of gastrointestinal environ-
ment subjected to oral administration. Some of the naturally-
occurring polymeric substances, such as chitosan, dextran,
heparin, and hyaluronan, have been widely explored as drug
carriers for therapeutic applications.43,44 However, recently,
the rational engineering of synthetic polymers including
polyesters, polycarbonates, polycaprolactones (PCL), poly(lactic-
co-glycolic acid) (PLGA), polyamides, polyvinyl imine (PEI),
polyvinyl alcohol (PVA), and polypeptides have lured increasing
magnetism in the nanomedicine-assisted functional world owing
to their biocompatibility, nonteratogenicity, nontoxicity, and tun-
able biodegradation kinetics in vivo.45,46 For, instance, the PLGA’s
biodegradation is reliant on the hydrolysis prompted by the de-
esterification of polymeric backbone, thereby generating mono-
meric lactic and glycolic acid, which are thereafter metabolically
stabilized and finally eliminated by the body via Kreb’s cycle-like
natural pathway (Fig. 2). Owing to the excellent properties of these
polymers, the US Food and Drug Administration (FDA) and
European Medicines Agency (EMA) have clinically approved these
polymeric substances as promising drug delivery vehicles in
humans.

Several commonly studied organic and polymeric nano-
carriers have been systematically discussed herein.

3.1.1. Micelle and vesicle-based nanocarriers. Micelle-like
nanocarriers is synthesized via the self-assembly of amphipathic

Fig. 1 The most employed organic and inorganic nanocarriers for tar-
geted drug delivery application.

Fig. 2 Biodegradation of PLGA polymer based on the hydrolytic cleavage
of the copolymer and its subsequent metabolization by the body.
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polymers, which have gained increasing importance for utilization
in drug delivery.47 The ‘‘water repelling’’ interior of the micelles
produces a microenvironment toward the successful loading
of lipophilic compounds and drugs. This causes a substantial
improvement in the solubility of the hydrophobic drugs for
attaining enhanced bioavailability. Likewise, the deliquescent core
creates a stable interface amidst the hydrophobic core and water
medium to improve the stability of colloid, thereby inhibiting
aggregation and other undesirable connections with other compo-
nents (Fig. 3).

Vesicles, on the other hand, are derived from amphiphilic
polymers (also known as polymerosomes), which exhibit a
unique bilayer structure possessing a hydrophilic central core.
Most significantly, the ‘‘water-repelling’’ drug molecules are
encapsulated within the hydrophilic core existing in the inter-
ior region of the double-layered membrane. In a recent report
by Han and Wang et al., tumor and intracellular microenviron-
ment receptive amphiphilic polymers bearing structural, func-
tional diversity, as well as self-assembling surface morphology
have been briefly highlighted.48,49 Owing to the unique struc-
tural characteristics, micelles and liposomes (vehicles) provide
unusual safety to combat against degradation and diverse
possibilities for targeted functionalization allied with com-
bined therapeutic approaches.50–52

3.1.2. Liposomes. Liposomes are usually lipid vesicles
generated by an ordered arrangement of double layered phos-
pholipid bearing cell-like structural properties.53 Despite the
fact that polymer-functionalized nanocarriers possess many
interesting characteristics toward in vitro/in vivo applicability,
this type of lipid-derived drug release vesicles till date is
consistent in maintaining its superiority in medicinal applications.
In particular, the vesicles comprising of naturally-obtained or
synthetically-derived lipids (liposomes) showcase an absolute
nanomaterial-functionalized platform toward the rational engi-
neering of advanced drug delivery vehicles in the biotechnology
and nanomedicine-based multidimensional world.54,55 As a
type of drug carrier, liposomes offer many advantages including
nonimmunogenicity, nontoxicity, controlled drug release,
extended time for drug activity, varying distribution of drug
in vivo, enhancement in index of drug treatment, and reduced
drug induced side effects.56 All these properties are asso-
ciated with the ability of liposomes for undergoing versatile
self-assembly,57–59 which is controlled by particular weak

interactions that ultimately govern the colloidal constancy of
these therapeutic drugs under extreme bioenvironmental con-
ditions of ailing tissues.60–63 Considering the different types of
liposomes, the cationic liposomes are positively charged, which
clearly indicates that they might plausibly induce dose reliant
cytotoxicity along with an inflammatory outcome. As complexes,
these might undergo nonspecific interaction with negatively-
charged serum proteins. In this consideration, neutral lipids64 as
well as pH-responsive liposomes65 provide absolute ways for
resolving the aforementioned issues.

Liposomes can be explored toward active drug molecules
released at their targeted sites within the physiological systems,
in particular ailing tissues or tumors. The inclusion of varying
ligands, namely, peptides, monoclonal antibodies, aptamers,
and growth factors, substantially advances the specific inter-
action of liposome during the process of drug release.66,67

3.1.3. Dendritic nanocarriers. Dendrimers are usually 3D,
intensely bifurcated nanomaterials that comprises of polymeric
branched units that are covalently linked to the interior core
and thereafter rearranged in concentric layers (namely, genera-
tions), which ultimately ends up in numerous external surface
functionalities (Fig. 4(a)).68,69 Dendritic macromolecules can be
organized in monodispersed space, which accounts for the
facile administration and dissolution of insoluble drug compo-
nents. Most importantly, these possess the propensity to
enhance the soluble and bioavailable nature of hydrophobic
drugs, which can be encapsulated within the intramolecular
cavity or coupled to their surface-functionalized entities
(Fig. 4(b) and (c)). As a step ahead, the prevailing numerous
convenient surface functionalization along with nonaqueous
environment within the packaging makes dendrimers effica-
cious drug delivery vehicles.70

The most significant application of dendritic nanostructures
involves the binding of appropriate chemical species into the
surface. This phenomenon induces the growth of novel unpre-
cedented prototypes that function as discrete sensing ligands
and target specific components or imaging agents, while the
targeted drug release application of dendrimers implicates a

Fig. 3 Structural representation of (a) Micellar self-assembly; (b) charac-
teristics of encapsulated hydrophilic/hydrophobic drug.

Fig. 4 (a) Primary structural properties of dendrimers (b) dendrimer
nanocarriers wherein the active components (including drug molecules)
are entrapped within the internal cavity of dendrimers; (c) or conjugation
to their surface-functionalized groups.
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proficient exploration of dendritic nanocarriers toward the
in vitro circulation of genetic material into the cells.71–73 The
overall dendritic structure in solution is governed by a number of
factors, including generation, length of spacer, surface functiona-
lization, ionic strength, solution, as well as temperature.74,75

Although, the outstanding biological properties of the dendri-
mer-functionalized macromolecules make it extensively
explored in biomedical and pharmaceutical domains, never-
theless, the presence of surface positive charges along with
noncovalent interactions (electrostatic forces) exhibit a govern-
ing role in the targeted drug release process.

3.2. Inorganic nanocarriers

Recently, inorganic nanomaterials are extensively exploited for
developing efficacious nanostructured systems toward applica-
tion in drug delivery.76 These nanostructures usually comprise
of two regions—an inner core comprising of the inorganic
element, namely, gold, silver, quantum dots, silica, or Fe2O3

and an outer shell mostly consisting of an organic polymeric
scaffold (or metals), which offer an appropriate substrate for
conjugating biomacromolecules or safeguarding the inner core
from undesirable physiochemical connections with the external
biotic microenvironment.77 Amongst the various types of metal-
functionalized nanocarriers, gold and silver are the most fre-
quently used, which appear in varying structures that can be
further classified into nanoparticles, nanorods, nanocapsules,
nanocuboid, and nanowire.78 Silver and gold nanoparticles
possess distinct properties such as SPR (surface plasmon
resonance) and can be further explored for photothermal-
assisted treatment of tumors and rheumatoid arthritis. The
unprecedented magnetic along with plasmonic properties pos-
sessed by inorganic nanomaterials makes them ideal candi-
dates for the indicative imaging of the ailing area in magnetic
resonance (MR), computed tomography (CT), or positron emis-
sion tomography. Despite several advantages of inorganic
nanomaterials including excellent biocompatibility and
diversity, these display restricted achievement while treating
chronic tissues owing to limited drug loading capacity and
acute toxicity induced in vivo by gold and silver nanoparticles
(in particular).79

Several commonly studied inorganic and metallic nano-
carriers have been systematically discussed herein.

3.2.1. Carbon nanotubes. Considering the varying allo-
tropes of carbon, carbon nanotubes (CNTs) belong to the full-
erene family that consists of either single or multiple sheets of
graphene assembled into a cylinder-like tubular structure to
give rise to single-walled carbon nanotubes (SWCNT) or multi-
walled assembly, namely, multiwalled carbon nanotubes
(MWCNT)80–82 (Fig. 5). CNTs are endowed with distinct physio-
chemical and biological properties along with their extensive
ability of surface functionalization, which makes them a profi-
cient contender as drug delivery vehicles. The SWNTs and
MWNTs penetrate the cell via endocytosis or by direct insertion
through the cell membrane. In addition to cell permeability,
their inherent stability, tunable structure, and extensive drug
loading ability, these are an extensively investigated class of

nanocarriers toward the treatment of cancer-like life threaten-
ing ailments.83,84

Anticancer drugs are either encapsulated within the central
cavity or adhered to the CNT surface via covalent or noncova-
lent functionalization. In a literature report, it was perceived
that the anticancer drugs are entrapped in the inner hollow
core of the MWCNT based on an unreactive and nonaqueous
platinum(IV) complex via hydrophobic–hydrophobic interac-
tions. When subjected to chemical reduction, the anticancer
drug was transformed into its cytotoxic and hydrophilic
arrangement and thereafter detached from its respective trans-
porter (Fig. 6).85

3.2.2. Metallic nanoparticles. Metallic nanoparticles (NPs)
having dimension 1–100 nm are extensively explored in med-
icinal applications and are comprised of cobalt, nickel, iron,
gold, along with their oxides, namely, magnetite, maghemite,
cobalt ferrite, and chromium dioxide. These are primarily
synthesized and chemically tuned with diverse functionalities,
which permit them to be adorned with different molecular
entities, namely, therapeutic agents and biological molecules.
The unprecedented magnetic properties, stability, and bio-
adaptability of magnetic NPs enable them to undergo targeted
drug delivery within the body, utilizing an externally applied
magnetic field.87 For instance, superparamagnetic properties
cause therapeutic agents to be stably delivered to the specific
cell, thus facilitating the appropriate accumulation at the
targeted tissue for delivering a safe treatment approach.88,89

Likewise, when metallic NPs are exposed to a varying mag-
netic field, these generate heat and magnetic hyperthermia,
which makes it effective for tumor removal and treatment of
cancer.90,91

Fig. 5 Structural representation of (a) MWCNTs, (b) SWCNTs (adopted
with permission from ref. 73).

Fig. 6 Entrapment of hydrophobic platinum(IV) prodrug within the cavities
of multiwalled carbon nanotubes. Release from the CNT carrier of hydro-
philic anticancer drugs (cisplatin) upon chemical reduction and hydro-
phobicity reversal. Adapted from ref. 86.
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Amongst the various types of metallic NPs, gold nano-
particles (AuNPs) have been extensively tailored for varying
applications, including imaging agents (preliminary diagnostics),
chronic diseases treatment (tumor therapy), as well as targeted
drug delivery owing to their unusual electronic, optical, recogni-
tion, and biochemical functionalities.92 AuNPs comprise of an
interior gold atom, which is enclosed by negatively charged
reactive groups present on the surface, which can be readily
functionalized by the addition of monolayered surface-active
targeting ligands. The existence of negative charge makes them
readily biofunctionalized via ionic, covalent, or physisorption.
The AuNPs particularly used for therapeutic applications are
prepared by the colloidal synthesis process route that involves a
metal precursor, a reducing and stabilizing agent. Upon the
specific tuning of electrical and optical properties, varying gold
nanostructured particles can be generated with different
shapes (nanosphere, nanorod, nanocage, and nanoshell) and
sizes (1–100 nm) (Fig. 7). These are predominantly lucrative
owing to the existence of surface plasmon resonance (SPR)
bands,93,94 which assists them in converting light to heat and
thereby scattering the as-generated heat for destroying the
cancerous cells.

3.2.3. Quantum dots. Quantum dots (QDs) are a class of
semiconductor-based nanocrystals that are specifically aimed
at fluorescence imaging owing to their unique luminous pro-
perties. Their fluorescent nature makes them ideal for innu-
merable biomedical applications, including drug delivery and
cellular imaging.95 These consist of Group II and Group VI
atoms, namely, CdS, CdTe, and ZnS. The synthesis of QDs
involve either top-down methodology (mediated by X-ray litho-
graphy, ion-implantation, e-beam) or bottom-up process route
(involving solution state self-assembly, followed by chemical
reduction).96 Structurally, QDs comprises of three parts, an
immensely small interior core of semiconducting compound
(CdSe) having 2–10 nm diameter, encapsulated by a second
semiconducting material, ZnS. Ultimately, this dual-layered
structure is surrounded by a lid comprising of different materials
(Fig. 8). Owing to the small size along with quantum effects, QDs
exhibit unprecedented photophysical properties that permit the
visualization of tumor during real-day assessment, drug loading,

and finally its release at the specific location within the body.
A majority of the traditionally used organic labelled dyes are
unable to exhibit emission in the near-IR region (4650 nm), while
QDs with their tunable emission characteristics are substantially
superior in comparison to organic fluorophores and therefore
particularly explored as biomarkers for the diagnostic imaging of
cancer cells. The literature is replete with several reports wherein
QDs are encapsulated in phospholipid micelles for passivating
QDs toward biological applications.97 Interestingly, different types
of ligands including peptides, vitamin B9 (folate), and macro
proteins such as mAbs (monoclonal antibodies) can be readily
implanted on the surface of QD, which triggers the growing
interest in the rational engineering of nanotheranostic plat-
forms toward concomitant detection, imaging, and therapeutic
applications.98

3.2.4. Mesoporous silica-functionalized nanoparticles. Silica
(SiO2)-based nanoparticles deliver substantial advantages toward
the designing of cost-effective complex systems via straight-
forward synthetic process route. In particular, their definite
surface properties, porous architecture, and effective functionaliza-
tion makes them potential candidates for increasing application in
nanomedicine-based therapeutic delivery.99 SiO2 NPs possess
extensive surface area, which are concealed with polar silanol
moieties that promote a large amount of drug loading, impro-
ving the stability and biodistribution ability of the therapeutic
drugs.100,101 In addition, these mesoporous silica-based nano-
carriers (MSNs) undergo interaction with biomolecules such as
nucleic acids, which permits it to be utilized as specific drug-
releasing vehicles.102 Interestingly, their nanoporous dimension
along with density can be readily tuned for attaining a persistent
rate of drug delivery, making them potential nanoscale level drug
carriers. Furthermore, the appropriate functionalization of MSN
surface via chemical transformation of the surface active silanol
moieties with varying location specific targeted agents facilitates
the treatment of diseased tissues (such as tumor) mediated by the
mechanism of active targeting.103,104 In this deliberation, various
kinds of anticancer drugs, namely, paclitaxel, doxorubicin, and
methotrexate, have been efficaciously transported to their tar-
geted site by MSNs. Interestingly, different stimuli receptive
molecular entities are capped within MSNs pores for inducing

Fig. 7 Examples of varying morphologies of AuNPs synthesized nanos-
tructured architectures.

Fig. 8 Designing approaches of QD-functionalized nanocarriers for
effectual therapeutic applications.
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controlled and targeted drug release. For example, for delivering
an encapsulated drug at the acidic tumor location, MSNs surface
were known to be covered with B-cyclodextrin.105 Upon the
further combination of these nanocarriers with contrasting
agents such as gold, silver, metallic oxides (ferric oxide), organic
coloring pigments, as well as quantum dots, its in vivo tracking is
facilitated in living systems.106 Thus, MSNs are predominantly
appropriate for a diagnostic purpose, specific drug release,
biosensing, and cellular level uptake, in the therapeutic domain
of application.

3.2.5. Stimuli-responsive nanoparticles (srNPs). The stimuli-
responsive nanoparticles (srNPs) are primarily functionalized
for delivery, release, and activating the cargos in definite regions
(for instance tumor microenvironments or intracellular regions
of cancerous cells) by responding to internal/external stimuli,
e.g., pH and enzymes.107,108 These have been rationally engi-
neered by considering various pathological profiles in the normal
tissues, intracellular compartment, and disease microenviron-
ment to enhance the specificity, efficacy of drug delivery, as well
as other biological activities. The appropriate design of nanocar-
rier and its structural optimization are amongst the few critical
challenges to stimuli-responsive nanodrug delivery systems.
There are several stimuli-responsive entities, including amide
bond, diselenium bond, and ester bond, that have been purpose-
fully introduced to varying materials for assembling the srNPs,
which demonstrated an exceptional advancement on the syner-
gistic therapy by controlling drug release.109 In addition, some
inorganic materials of MnO2, Au, Ag, and Fe3O4 have also been
extensively utilized as stimuli-responsive nanocarriers.110,111

Likewise, Banerjee et al., have unleased smart antiretroviral
nanoparticles, which is strategically optimized for undergoing
active and passive targeting in cancer chemotherapy. These
nanocarriers are responsive to various triggers (internal and
external). In case of antiretroviral therapy, the appropriate
triggers for stimuli responsive drugs release include semen,
enzymes, endosomal escape, temperature, and magnetic field.
On the other hand, for chemotherapeutic application, further
probable triggers include light and ultrasound, which are
hitherto unexplored in HIV therapy.112

4. Therapeutic applications of
nanoparticles in targeted delivery

The primary role of a therapeutic agent is related to ‘‘successful
and targeted delivery’’ and its subsequent accumulation within
the specific diseased site. to undergo an effective drug release,
the therapeutic agent loaded vehicle must be reserved
within the biological system for an appreciable duration, avoid
the immunological system, target the specific diseased cell or
tissue, and finally release the drug-loaded therapeutic agent.113

Nanoparticles with targeted delivery have been extensively
explored for therapeutic application in the treatment of carci-
nogenic diseases. However, nowadays, in addition to cancer
treatment, therapeutic applications of nanoparticles for curing
other chronic ailments including Covid, cardiovascular disease,

and neurodegenerative diseases, diabetes, HIV, etc., have attained
great research efficacy. In this section, the therapeutic applica-
tions of nanoparticles in targeted delivery have been briefly
outlined.

4.1. Insights of nanotechnology in therapeutic application
against COVID-19

Coronavirus disease, more popularly, COVID-19 or SARS-CoV-2
infection, is an enduring worldwide pandemic, which is trig-
gered by a virus belonging to the Coronaviridae family.114 The
preliminary symptoms of this disease include fever, dry cough,
body ache, mild to acute respiratory distress, loss of smell and
taste, trauma, or failure of vital organs. Older people and
the people already suffering from chronic diseases have a
predominantly higher chance of evolving life-threatening
complexities.115 The virus spreads implacably and severely,
causing widespread socio-economic and health disruptions,
which ultimately affects the overall safety and well-being of
people and society. In this consideration, substantial efforts
have been dedicated toward the development of preventive
measures, diagnosis, and treatment methods for combating
the distressing COVID-19. Unfortunately, at present, there is
no medically approved technique for fighting this disease;
however, the therapeutic approaches existing currently are
handling the related symptoms.

In this consideration, nanotechnology-based treatment is a
powerful diagnostic tool bearing important advantages in
association with preventing, diagnosing, and delivering
therapeutic approaches for managing viral diseases such as
COVID-19.116,117 In the development of nanotechnology-based
promising analysis, nanosensor-functionalized diagnostic
approaches with improved drug delivery along with prolonged
span of drug circulation for ensuring targeted outcome are of
current research interest. Herein, the overall efficacy and
performance of utilizing nanomaterials for preventing the
spread of this global pandemic, speedy diagnosis of the dis-
ease, and related therapeutic methodologies have been system-
atically consolidated.

4.1.1. Use of nanotechnology toward the prevention of
COVID-19. The outbreak of this global pandemic has been
increasing at an alarming rate, which necessitated proper
preventive measures to be adopted. In this regard, nanotech-
nology have been extensively used as it delivers unprecedented
new approaches for combating the spread of COVID-19. There-
fore, the use of nanomaterials in disinfecting agents, gloves,
masks, personal protective equipment (PPEs), and therapeutic
agents is widely acclaimed.

(i) Nanomaterials in disinfectants. Amongst the nanomaterials,
metallic NPs, primarily TiO2 and AgNPs, along with rationally
engineered hydrophilic nanocarriers, possess antiviral character-
istics that would assist in safeguarding against COVID-19.118

Henceforth, various products utilize nanomaterials possessing
antimicrobial property for disinfecting purposes. CAC-717 is an
example of a product comprising of nanostructured materials that
shows efficacy toward inactivating envelope and unencapsulated
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viruses.119,120 It has also been observed that the development of
self-cleaning surfaces coated with metallic NPs (Ag, ZnO, Cu),
which upon oxidation releases ions possessing antimicrobial
properties, would be another approach for preventing the outbreak
of this pandemic.121,122 Furthermore, nanodimensional TiO2 is a
major constituent of UV-irradiated photosensitizers, which is
extensively used for disinfecting hospitals and health centers such
as indoor places.123 In addition to the use of disinfecting agents,
practicing appropriate personal and interpersonal health hygiene,
which includes the frequent washing of hands, especially after
sneezing or coughing, would also held reduce its spread. Keeping
this in mind, a few researchers have meticulously developed a
nanometal-derived compound along with an aromatic therapeutic
herb stoichiometrically formulated in an indigenously developed,
environmentally safe, innocuous handwash-possessing disinfect-
ing properties, and suitable for cleansing clothes.124 At present,
carbon nanoparticles-based air and membrane filtration units are
widely used for the removal and destruction of coronavirus carry-
ing pathogens in air and water, respectively, to inhibit the further
spread of COVID-19.

(ii) Nanomaterials in personal protective equipment (PPEs)
such as masks and gloves. Nanofibers and nanofiber-derived
webs are frequently utilized as chief component of masks
for minimizing the dispersion of macrorespiratory particles
and also safeguard against the transmission of droplets by
patients.125 It is well known that during the global pandemic,
N95 respirators were extensively used, which demonstrated
around 85% efficacy of filtering sub-nm particles, preventing
SARS-CoV-2-induced contamination.126 However, the filtering
ability of N95 respirators can be further improved by the
incorporation of disposable tunable nanoporous silicon-
functionalized membranes. In a current investigation, Si et al.
established a bio-benign nanofibrous membrane, which pos-
sessed reusable antibacterial and antiviral properties which
were potent for generating biocidal reactive oxygen species
(ROS) upon exposure to sunlight. These membranes possess
high bactericidal (499.999%) and virucidal (499.999%) activity
and demonstrated immense ability to absorb 499% of fine
particles.127 Interestingly, not only in masks but these nano-
materials have also been exploited for medical/surgical gloves
fabrication to protect against COVID-19. Owing to the virucidal
property, silver NPs are a major component of these gloves. As a
step ahead, it has been investigated that the COVID-19 virus
penetrates into the cells by the angiotensin-converting enzyme 2
(ACE2) receptors. Thus, reducing the levels of ACE2 within the
body may plausibly aid in minimizing the rate of infection.128

This is exactly performed by the gloves indigenously made up of
nanomaterials-encapsulated ACE2 proteins. These gloves could
readily prevent the viruses from passing through the host
cellular membrane by the neutralization of the same.129 These
outcomes reveal that the use of engineered nanoarchitecture
membranes in PPEs could readily stop the rapid outspread of
SARS-CoV-2.

4.1.2. Use of nanotechnology toward the diagnosis of
COVID-19. Diagnostics exhibit the chief function in inhibiting

COVID-19 by restricting the outspread of this virus by recogniz-
ing the infected person, followed by isolation. Although a
handful of diagnostic strategies are practiced, yet the develop-
ment of ultrasensitive and speedy diagnosis of COVID-19 is still
quite tricky and challenging.130,131

At the primary level, chest computerized tomography (CT)
scans along with molecular analysis have been implemented
for the screening and diagnosis of COVID-19.132 Likewise,
serological tests are straightforward and efficacious in diagnos-
ing COVID-19, yet their application is limited owing to the
prolonged time required for adaptive immune activation.133

In this regard, a wide range of nanostructured materials such as
gold and magnetic nanoparticles, CNTs, QDs, and nanozymes
have been widely explored for the diagnosis of this disease.

4.1.2.1. Gold nanoparticles. Amongst the metallic nano-
particles, AuNPs have attained acute research significance
owing to its optoelectronic properties that can be utilized by
varying the types of biosensors for rapid chromogenic, electro-
chemical, and plasmonic sensing.134 An important application
of AuNPs is in Lateral Flow Assays (LFA), wherein the targeted
molecules are labelled and which induces color transition in
the test zone, which can either be qualitatively estimated by
bare eye or quantitatively analyzed via smartphone for asses-
sing the target concentration.135 LFAs are frequently used in
POC devices for the rapid detection (5–30 min) of antibodies
and proteins present in complex biomatrices including
urine, blood, and saliva and could be readily stored at ambient
temperature without depriving biomolecular functions.136

Owing to this, IFA-based biosensors were distributed at kiosks
in healthcare systems for the speedy decentralized diagnosis of
COVID-19. LFAs undergoes the detection of immunoglobulin G
(IgG) and immunoglobulin M (IgM) antibodies for the recogni-
tion of SARS-CoV-2 proteins and thereby identifies the infected
patient.137 These approaches clearly reflect the ability of AuNPs
toward the rapid detection of COVID-19.

4.1.2.2. Magnetic NPs (MNPs). Magnetic NPs (MNPs) are
particularly utilized in biosensors owing to signal intensification,
preconcentration of targeted analytes, and, most significantly,
magnetic separation prior to its recognition of analytes.138–140

In this regard, Somvanshi et al. fabricated a surface-modified
MNPs and its subsequent protocol for extracting viral RNA for
promising application in diagnosis of COVID-19.141 Zn(II)–Fe(III)
NPs were prepared by the combustion process route; thereafter,
the surface of as-generated NPs were chemically functionalized
with SiO2 and –COO�-modified PVA. This NP provides an
absolute platform for the automatic extraction of viral RNA,
the dispersed sample and curtails the overall operational
procedure, which delivers an immense ability toward the
molecular level diagnosis of COVID-19. The traditional meth-
ods of analyte recognition from complex matrices including
blood and urine offers some gaps and challenges, which
includes exceptionally low analyte concentration and co-inter-
ference of other biomolecules in signaling response that appre-
ciably diminishes the precision of analysis. MNP-functionalized
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biomolecular receptors readily overcome these lacuna and
improve the performance of biosensors.142

4.1.2.3. Quantum dots (QDs) or semiconductor materials.
Owing to the excellent photophysical properties of QDs, it is
efficaciously used as a fluorescent taggant in chemosensors and
biosensors.143 Ashiba et al. unveiled an ultrasensitive biosensor
for the detection as well as prevention of spreading of the virus.
A surface plasmon resonance (SPR)-mediated luminescent
immunosensor was developed wherein QD was used as an
emissive dye.144 Background signaling was controlled by opti-
mizing various parameters, including the excitation efficacy of
QDs, extent of electric field improvement by SPR, and optimi-
zation of self-induced fluorescence. Consequently, the as-prepared
sensor could attain a detection threshold of 0.01 ng mL�1 of the
virus, which corresponds to the existence of hundreds of virus
particles. In another investigation, QDs were linked with RNA
aptamer-functionalized chip toward the ultrasensitive and speedy
recognition of SARS-CoV N protein.145 The QD-ligated RNA apta-
mer could explicitly bind with the SARS-CoV N protein immobi-
lized on the chip and thereby induce a visual response. The limit
of detection (LOD) was obtained to be as low as 0.1 pg mL�1.
This clearly reflects the usefulness of QD-functionalized probes for
attaining the ultrasensitive diagnosis of COVID-19.146

4.1.2.4. Carbon-based nanomaterials. Amongst the carbon-
based nanomaterials, carbon nanotubes (CNTs), graphene, and
carbon dots (CDs), broadly considered as zero-(0D), one-(1D),
and two-(2D) nanomaterials, are potential contenders in the
diagnosis of COVID-19.147 The literature reports the utilization
of CNTs for the diagnosis of SARS-CoV-1 and SARS-CoV-2–like
respirational viruses. A nanobiosensor was developed consist-
ing of SWCNTs, which was chemically modified with ACE2 via
noncovalent interaction and demonstrated immense binding
propensity toward SARS-CoV-2-spiked protein. Interestingly,
SWCNT induced two-fold emission enhancement in the exis-
tence of the targeted virus.148 Likewise, Seo et al. developed
sheets of graphene improved with antibodies to fight against
the S protein of SARS-CoV-2 and thereby produce a field-effect
transistors (FET)-derived biosensor for the effective diagnosis
of COVID-19.149 Together, these investigations clearly propose
carbon-functionalized nanomaterials as promising tools for the
decentralized diagnostic analysis of COVID-19.

4.1.2.5. Nanozymes. These are artificially produced enzymes
comprising of nanostructured materials possessing analogous
efficacy as that of naturally-obtained enzymes.150 These are
extensively used for the diagnosis and treatment of diseases
owing to its exceptional catalytic property and rapid response
along with self-assembling ability.151,152 For instance, an unprece-
dented nanozyme-assisted chemiluminescent paper-functionalized
biosensor for the diagnosis of COVID-19. Usually, the conventional
chemiluminescent-based immunodiagnostic approach exploits
naturally-occurring proteases such as horseradish peroxidase
(HRP) or alkaline phosphatase, which are related to low storage
stability, tedious sampling procedure, and is economically
unfeasible, which restricts their practical applicability. On the

contrary, the anticipated biosensor utilized peroxidase imitating
Co–Fe@hemin nanozyme over normal HRP, which substantially
amplified the chemiluminescent response, thereby attaining
a low detection threshold of 0.1 ng mL�1. Impressively, the
synthetically-prepared nanozyme exhibited improved thermal
and pH stability over its natural analogue. Consequently, the
biosensor could be successfully explored for the diagnosis of
COVID-19 in a resource-constrained environment.153

4.1.3. Use of nanotechnology toward the treatment of
COVID-19. The rapid outspread of new viruses along with their
heterogeneity necessitates the development of novel therapeutic
agents.154 The conventional antiviral treatment strategies suffer
from severe challenges including poor selectivity, which results
in the cytotoxicity of the host cells. In this regard, nanotechno-
logy opens a new arena as an antiviral agent in therapeutic
applications. Most importantly, the flexible property of NPs
enables them to tunably undergo drug delivery as well as
inactivate the targeted virus, owing to which it plays an impor-
tant role in combating against SARS-CoV-2 in its different
stages.155 Inhibiting the activity of proteins present on the viral
surface eventually causes the death of the virus; thus, the NP
could successfully reduce the internalization of the virus.156

Amongst the antiviral drugs, lopinavir, chloroquine, remdesivir,
ritonavir, and ribavirim have showcased outstanding therapeutic
action against SARS-CoV-2.157

The advancement of nanotechnology in COVID-19 drug
delivery are owing to these advantages. (i) The surface morphology
and dimension of nanocarriers allow the delivery of drugs to
biologically-unavailable regions incapable of inducing an immune
response,158 (ii) greater relative ratio of surface-to-volume, which
improves the drug loading,159 (iii) the ability of NPs to cross the
cell membrane possessing negative surface charge,160 (iv) metallic
NPs (AgNPs, AuNPs) possess inherent virucidal property.161 In this
regard, various nanostructured materials including metallic,
metal oxide nanoparticles, Exosomes, CNTs, and QDs have been
extensively explored for the treatment of CoVs.

4.1.3.1. Metallic nanoparticles. Amongst the metallic NPs,
AuNPs have attracted immense research interest in the diag-
nostic and therapeutic application of COVID-19. The facile
functionalization of AuNPs utilizing the strong bond amidst
gold and thiol (–SH) ligands is the chief driving force under-
lying its application in diagnosis and treatment of CoVs.162 In a
recent investigation, it has been observed that upon the linking
of AuNPs with the extended chain of sulfonate mercaptoetha-
nesulfonate (MES) and undecanesulfonic acid (MUS) triggered
an irreversible distortion in various viruses, in particular the
respiratory syncytial virus along with in vitro and in vivo analy-
sis. The plausible mechanistic course of interaction demon-
strated that the chemical modification of AuNPs with MUS
exhibited polyvalent binding interaction with the virus that
destroys the protein-coated structure. Henceforth, such a
type of polyvalent binding interaction might be a plausible
unprecedented strategy for the treatment of COVID-19.163

It has been experimentally observed that AgNPs within
2–15 nm diameter displays anti-SARS-CoV-2 activity. Likewise,
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immunofluorescence analysis established that encapsulating
polyvinylpyrrolidone with 10 nm dimension AgNPs causes
complete inhibitory action of SARS-CoV-2, while 100 nm AgNPs
did not induce any promising effect.164,165 A variety of inhala-
tion and ingestion-based formulations comprising of AgNPs are
commercialized as effective therapeutic agents.166

4.1.3.2. Metal oxide nanoparticles. Metal oxide nanoparticles
(MONP) are primarily investigated owing to their antimicrobial
activity,167 which is governed by reactive oxygen species (ROS)
production. For instance, iron oxide nanoparticles (IONPs) are
innocuous and efficacious contenders for the therapeutic appli-
cation in COVID-19 in consideration of its iron dysregulation.
In a current investigation, it was perceived that interaction
between SARS-CoV-2 and other receptors such as hemoglobin
occurred in the RBC precursors, which resulted in the denaturing
of hemoglobin and dysregulation of iron. In addition to IONPs,
Zn ONPs are also explored owing to its biocompatibility, non-
cytotoxicity, and abundant nature. In another study, the antiviral
property of ZnO NPs against H1N1 virus displayed that PEG
(polyethylene glycol)-encapsulated ZnO NPs demonstrated super-
ior antiviral action and reduced cytotoxicity over the unmodified
ZnO surface. Henceforth, ZnO NPs can be effectively used as an
antiviral agent for combating COVID-19.168,169

4.1.3.3. Carbon-functionalized nanomaterials. Carbon-
functionalized nanomaterials, including CNTs and graphene,
exhibit outstanding physicochemical properties, which enable
them for being utilized in scientific and technological inter-
ventions. In terms of COVID-19 treatment, CNTs are related to
certain disadvantages including toxicity and fibrosis.170 In an
in vitro study, it was observed that the intranasal administra-
tion of CNTs caused an increase in the infectivity of influenza
H1N1 virus within the lung epithelial cells.171 In this regard,
the surface modification of CNTs using lactones, carboxylic
acid groups, as well as hydroxyls could plausibly be a promising
strategy for overcoming these challenges and providing sustain-
able strategies for improving the effectiveness of COVID-19-
treating therapeutic agents.172 Similarly, graphene and its
derivatives are excellent nanoplatform for fighting against viral
induced diseases. Reduced graphene is known to inhibit viral
infections by inactivating the virus activity just before its entry
within the host cell. Interestingly, silver-encapsulated graphene
nanostructured composites tend to block the CoV in a concen-
tration reliant way against infections induced by both encap-
sulated and nonencapsulated viruses. Such nanocomposites
exhibit greater inhibition of CoV over graphene oxide (GO).173

4.1.3.4. Quantum dots (QDs). QDs demonstrate an important
function in treating human CoV infections. In a recent study,
the antiviral activity of seven types of functional carbon quan-
tum dots (CQDs) were explored for treating of human CoV
HCoV-229E. The CQDs were generated obeying the hydrothermal
carbonation of the precursory materials (carbon), Vitamin C,
followed by post synthetic modification utilizing boronic acids.
Upon undergoing QD treatment, the concentration-dependant
inactivation of the virus was speculated.174 The entry of

HCoV-229E within the host cell was prevented due to the
plausible interaction of CQDs functionalities with the entry
receptors of HCoV-229E along with the inhibition of virus
replication phase.175 Currently, cationic CDs hydrothermally
derived from natural sources such as curcumin have also been
exhibited for successfully combating against coronavirus.176 The
combined applications of nanotechnology toward prevention,
diagnostics, and treatment of COVID-19 has been demonstrated
in Fig. 9.

4.2. Insights of nanotechnology in therapeutic application
against cancer

Cancer is one of the prime reasons of mortality and chemo-
therapeutic treatment is the most explored approach for deal-
ing with this life-threatening ailment. Nevertheless, there are
several disadvantages related with chemotherapeutic agents
including poor aqueous solubility, dose-reliant toxic effect, and
lack of tumor specificity.177 In addition, resistance to multiple
drugs is another difficulty encountered in chemotherapy, which
primarily occurs owing to enhanced efflux pumps that are
accountable for readily exporting the anticancer drugs across
the cell membrane.178 In this relevance, the advancement of
nanostructured materials could plausibly overcome these chal-
lenges by the precise delivery of the drug at the targeted
cancerous tissue with an optimal rate, promising efficacy, and
minimal side effects.179 Passive and active targeting are the two
major mechanisms adopted by the as-generated nanoparticles
that govern the delivery of anticancer drugs at the targeted
tumor site.180 Passive targeting is governed by the accumula-
tion of the nanoparticle-based therapeutic agent within the
tumor tissue to improve the imaging owing to the permeability
tension effect (EPR) in the diseased tissues.181 On the other
hand, active targeting is based on the principle of coupled
interaction of the nanoparticle with the anticancer drug, viz.,
epidermal growth factor receptor (EGFR) for attaining targeted
drug delivery. Several nanostructured materials including lipo-
somes, AuNPs, CNTs, dendritic structures, micelles, and QDs
have been extensively exploited in the treatment of cancer.

4.2.1. Liposomes. Liposomes are the first nanoscale drug
that have been clinically approved for therapeutic applications.182

These nanospheres comprise of naturally occurring or artificially

Fig. 9 Combined applications of nanotechnology toward prevention,
diagnostics, and treatment of COVID-19.
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generated outer phospholipid membrane and aqueous state
nuclei encapsulating the drugs.183 Hydrophilic, hydrophobic, as
well as neutral drugs can be readily transported in liposomes.
It has been investigated that up to 100 nm-sized liposome can
readily penetrate into the tumor and possess a longer half-life
period while liposomes possessing larger size have shorter half-
life since these are readily identified and removed by the mono-
nuclear phagocyte system.184 In a recent study conducted by
Kelley and Liu et al., it has been unveiled that the liposomal form
of chemotherapeutic drug, Adriamycin, has been widely utilized
for controlling metastatic ovarian cancer, wherein it has demon-
strated substantial therapeutic advantages.185,186 The application
of liposomes in the treatment of breast and prostate cancer have
also gained increasing importance.187,188 Liposome-mediated
nanocarriers have delivered a unique drug combination that
improves the therapeutic applications and, most significantly, it
can reverse the resistance induced by drugs.189

4.2.2. Gold nanoparticles (AuNPs). AuNPs are broadly
explored inorganic NPs wherein mixed single-layer encapsu-
lated clusters are present, which are primarily made of gold
core and a potential contender in drug delivery.190 The gold in
the interior is unreactive and nontoxic in nature. As a conse-
quence, surface-modified AuNPs are confirmed to augment the
accumulation of the drug in tumor cells and thereby reverse the
drug resistance.191 The mechanistic action of AuNPs involves
both active and passive targeting pathways (Fig. 10). AuNPs
have also been actively involved in multimodal ways of treating
cancer, which includes gene therapy and photothermal therapy
along with immunotherapy.192,193

Carbon nanotubes (CNTs). The unique and unprecedented
physicochemical and biological properties of CNTs including

extensive surface area, mechanical strength, electrical and
thermal conductivity have made CNTs a promising contender
in expansive therapeutic applications.194 Impressively, CNTs
can readily absorb light in the near-infrared (NIR) region, which
causes the NTs to be heated up via thermal ablation and
ultimately targets the tumor cells.195,196 The natural forms of
CNTs prompts the biofilms to be noninvasively penetrated and
are considered as extremely capable carriers of varying drug
molecules into the living cells.197 Consequently, CNTs have
been widely used for the targeted delivery of doxorubicin,
paclitaxel, and methotrexate siRNA by assembling with these
drugs and administrating the same for the in vitro as well as
in vivo treatment of various cancers.198

4.2.3. Dendritic structures. Dendrimers are considered
to be nanostructured materials possessing a spherical poly-
meric core with uniformly spaced branches.199 Various types of
molecules, which include polyacrylamide, polyglycerol-succinic
acid, polylysine, and melamine are frequently used for pre-
paring dendritic structures.200 Dendrimers display varying
chemical morphology and characteristics including alkalinity,
hydrogen bond forming ability, and charge that can be monitored
by either the growth of dendrimers or by tuning the surface
functionalization of dendrimers. The dendrimer-functionalized
drugs are prepared by the covalent interaction of anticancer drugs
with the peripheral groups of dendrimers.201 The drug molecules
initially adhere to the individual dendrimer, and the drug is
controllably delivered by virtue of this binding. An additional
advantage of dendritic structures lies in its DNA binding ability, as
observed in DNA-polyamides clustered DNA-poly(amidoamine)
(DNAPAMAM), which makes them immensely proficient in
destroying cancerous cells, which prompt the folate receptor.202

4.2.4. Polymeric micelles. Polymeric Micelles (PNPs) are
defined as solid micelle-possessing particle dimension within
the range of 10–1000 nm.203 Polymer NPs, nanospheres, nano-
capsules, or polymer micelles are unanimously termed as
Polymeric Micelles (PNPs) and these are reported to be the first
polymer-based drug delivery vehicles.204 PNPs are known to
seize hydrophobic drugs via covalent bonding or hydrophobic
interaction with the core. Upon the oral and parenteral adminis-
tration of these drugs, it reaches the diseased cells by varying ways
and possibly offer an alternative platform for reducing the cyto-
toxicity of healthy tissues over the cancerous cells. Nevertheless,
the major setback allied with PNPs in the domain of cancer-
treating nanomedicine lies on the extent of effectivity of delivering
the drugs at the targeted site with minimal side effects. For
instance, Adriamycin (a conjugated nanostructured material)
has been extensively used for treating varying types of cancer,
wherein it attained a decent extent of therapeutic activity.
However, it exhibited numerous side-effects including toxicity
and heart-related problems. Nevertheless, there is still room for
advancement using Doxil, which represents the liposomal form of
doxorubicin and is related to less cardiotoxicity in infected
persons, and henceforth offers a safer nanostructured alternative
for scientists and researchers in the long run.205,206

4.2.5. Quantum dots. Over the years, different types
of QD-functionalized techniques including modifying of QD

Fig. 10 Different types of gold nanoparticles (varying sizes, morpho-
logies, and ligands) accumulate within tumor tissues via osmotic tension
effect (Passive targeting) or localize within definite cancer cells in a ligand–
receptor binding way (Active targeting).
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conjugates and immunostaining of QDs have emerged. With
the advancement of multiplexing ability, the conjugation of
QDs immensely surpasses the monochromatic analysis in
terms of time as well as cost-efficacy.207 Interestingly, the
immunostaining of QD serves as a probable tool in the diag-
nosis of cancer by detecting several biomarkers of tumor, which
includes a cell protein or other parts of an assorted sample
of tumor.208 Most importantly, the potentiality of QDs to be
internalized within a single targeted organ enables it to be a
potent solution in opposition to untargeted drug delivery and
also circumvents the toxic effects of chemotherapeutic treat-
ment. In recent days, the surface functionalization of QDs with
peptides and antibodies such as biomolecules in the in vivo
approach can be explored for targeting tumors and thereby
provide sustainable solutions in cancer imaging and its treat-
ment. Likewise, certain extremely sensitive QD-functionalized
probes have been reported, which exhibits the polychromic
luminescence imaging of cancerous cells in vivo and it recog-
nizes ovarian cancer marker cancer antigen 125 (CA125) in
varying specimens, viz., fixed cells, sections of tissue, and tissue
graft.209 In a report investigated by Chen et al., it was observed
that QD-based probes could readily detect breast cancer and
established that in contrast to conventional immunohisto-
chemistry, QD immunohistochemistry (IHC) could readily
detect Human Epidermal Growth Factor Receptor 2 (HER2) in
extremely low expressions.210,211

4.3. Insights of nanotechnology in therapeutic application
against HIV/AIDS

Human immunodeficiency virus (HIV) is a part of Lentivirus
genus, subcategory of Retroviridae family, which is responsible
for causing acquired immunodeficiency syndrome (AIDS).
It is usually transmitted by the means of sexual intercourse,
exposure to contaminated intravenous drug injection para-
phernalia, and transmission from mother to child.212 HIV is
the worst adversity that not only affects the global health but
also influences financial advancement as well as social con-
stancy. In this consideration, the prevention and treatment of
HIV-induced infection is a challenging task. Unfortunately, to
date, there is a lack of efficacious HIV vaccine for therapeutic
applications. Impressively, owing to the unique properties,
nanomaterials and nanotechnology provide a sustainable
solution for dealing with the bottlenecks related to the conven-
tional HIV vaccines. In particular, the physiological function
of the HIV vaccines is stimulated with the assistance of nano-
structured architectures. Scientific community has spent millions
of rupees for developing the first and foremost nanomaterial-
based anti-HIV drug, which is readily soluble in water, abides by
the appropriate procedure of administration, and is primarily
applicable to newly born babies. Currently, a diverse range of
nanostructured materials, viz., inorganic, polymeric nano-
materials, liposomes, and micelles act as promising contenders
for adjuvating HIV vaccines.213

4.3.1. Inorganic nanomaterials. Inorganic nanomaterials
are a class of nanostructured materials that primarily com-
prises of metallic elements, gold, silver, titanium, and silicon

and their compounds including carbon nanomaterials, and
calcium. These are widely explored owing to the therapeutic
applications, bioimaging, and molecular tagging of biomarkers.
Amongst these, appropriately functionalized gold, silver, and
platinum noble metals exhibit potential activity in the targeted
drug delivery for HIV inflammation treatment.214 The inhibition
of HIV-induced contamination could be improved by the altera-
tion of nanoparticle size, its physical properties along with the
conjugate density on NPs surface. AgNPs can readily bind with the
gp120 protein and stops the entry of the virus, thereby inhibiting
CD4-assisted viral fusion and finally interferes with the HIV life
cycle in its post-invasion phase. Likewise, surface-functionalized
gold nanoparticles (AuNPs) provide an absolute nanostructured
platform as a vaccine neo-adjuvant delivery vehicle for AIDS
treatment.215,216 Furthermore, the conjugation of AuNPs with
TAK-779 and SDC-1721 promotes improved antiHIV property in
comparison to the aqueous AuNP solution. Improving the multi-
valency of the AuNPs by suitable engineering would efficaciously
enhance the interaction of AuNPs with the targeted receptors.217

4.3.2. Polymeric nanomaterials. Polymeric nanoparticles
have acquired immense attention and are potential contenders
as vaccine adjuvants owing to their properties including easy
synthesis, cost-effective nature, biocompatibility, biodegrad-
ability, water solubility, nontoxicity, and most significantly,
the protection of antigen from rapid degradation. These are
generated via the suitable approach for targeted antiretroviral
(ARV) drug-based delivery. Different types of polymers are
explored for constructing antiHIV drugs that includes chitosan,
poly(lactic acid) (PLA), poly(lactic-co-glycolic acid) (PLGA), and
poly(methyl) methacrylate.218 Polymer-based NPs as drug deliv-
ery vehicles are endowed with several advantages that includes
controlled in vivo drug release by the adjustment of solubility,
pH, zeta potential, effective crossing of the blood-brain barrier,
and reticuloendothelial system, which promotes improved absorp-
tion by gastrointestinal mucosa, thereby promoting novel drug-
administrating routes with reduced cytotoxicity and improved
effectivity.219

Chitosan is extensively investigated for the controlled
release and transportation of drugs across the biological
barriers220 on account of its intense immunostimulatory
characteristics and reduced immunogenicity.221 Furthermore,
chitosan can also be utilized for enhancing the penetration of
active compounds by promoting the bioavailability of trans-
mucosa of HIV enveloped glycoprotein vaccine, CN54gp140.
This polymeric nanomaterial encourages the delivery of mucosal
vaccine and enhances the definite antigen IgG and IgA-induced
antibody responses.222

Likewise, PLGA is also clinically exploited owing to its
appreciable biocompatible and biodegradable nature. In this
regard, Zhou and coworkers synthesized microspheres com-
prising of PLGA that entrapped HIV vaccine DNA as well as
polyethyleneimine complexes. The inclusion of PLGA-derived
microspheres enhanced the DNA delivery into APC protein and
subsequently unconfined the complexes of PEI/DNA for over
a couple of weeks (in vitro). Most importantly, embedding
the vaccine within the microspheres protected the drug from
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degrading and substantially increased the responses of serum
antibody and potent CTL.223

4.3.3. Liposomes. The surface of these phospholipid-
containing spherical vesicles are readily functionalized with
various molecules and lipids to promote the uptake capacity
of phagocytic cells. Liposomes, upon getting into a living
organism, embeds itself within the mononuclear phagocytic
cells (macrophages), such that the liposomes become useful
anti-HIV drug transporter toward the targeted cell.224 Conse-
quently, liposomes improve the efficacy of the anti-HIV medi-
cine by reducing its side effects. Literature reports that around
20 years ago, the primary attempts made for delivering HIV
antigens involved in the utilization of liposomes.225 Philips and
coworkers investigated the effect of liposome components on
the immune system response assisted by the subcutaneous
injections (s.c.) route. It was speculated that liposomes com-
prising of dipalmitoylphosphatidylcholine (DPPC)/dimyristoyl-
phosphatidylglycerol (DMPG) prompted substantially higher
HIV gp120 specific levels of IgG over alum.226 It is familiar that
conventional vaccines may plausibly induce cytotoxic T-cell
responses, which is necessitated for protecting against HIV-
induced intracellular infection. In this consideration, Korsholm
and coworkers reported a cationic adjuvant formulation (CAF) 09
that comprised dimethyldioctadecylammonium (DDA)-liposomes
stabilized by monomycoloyl glycerol (MMG)-1 in association with
the Toll-like receptor 3 (TLR3) ligand. Interestingly, CAF09-HIV
Gag p24 tempted a higher number of antigen-specific CD8 + T
cells in comparison to aluminium-containing adjuvants. As a step
ahead, the intraperitoneal injection (i.p.) administration process
route was proven to be better in the comparison of the subcuta-
neous injections (s.c.) administration process route in case of
CD8 + T-cell response priming.227

4.3.4. Dendrimers. Dendritic cells with an appreciable
number of surface-active groups and central cavity acts as
promising adjuvants of chemical drugs, peptides along with
HIV inhibiting genes. Likewise, during gene therapy, dendri-
mers play the role of viruses for transferring the interfering
genes to the targeted cells for suppressing the HIV replication.
Aline and coworkers loaded dendritic cells (DCs) with HIV p24
protein on to the surface of surfactant-free anionic (D,L-lactic
acid, PLA) NPs. The dendrimers efficaciously swallowed the p24
embedded NPs and prompted the enhancement of the surface
expression of MHC-I, MHC-II, CD40, CD80, and CD86 and
secretion of IL-12 (p70) and IL-4. Furthermore, dendrimer-
pulsed p-24 NPs instigated high serum, mucosal antibodies,
and also produced intense Th1/Th2-type and extensive CTL
responses.228 Polyvalent phosphorous-comprising catanionic
dendritic cells engineered with galactosyl ceramide derived
analogues induce the substantial inclination to the V3 loop of
HIV-1 viral envelope protein gp120, which hinders the viral
fusion with the plasma membrane and thereby inhibits its
entry.229 Thus, dendritic architectures can also be measured to
have strong influence toward discerning HIV exclusion. The
first dendrimer-functionalized drug, namely, VivaGels (tropical
microbicides), has been presented to the US FDA for investiga-
ting the novelty of the antiHIV drug. The drug comprises of

dendritic architecture in the nanoscale dimension, which
adheres to the HIV virus and prevents it from infecting the
body cells.

4.3.5. Niosomes. Niosomes are referred to as nonionic
surfactant vesicles, which are synthesized by the self-assembly
of hydrous synthetic nonionic surfactant monomers and are
able to encapsulate a wide range of drugs. These expand the
bioavailability of ineffectively absorbed oral drugs and improve
the penetrating power of drugs via skin. Florence and Bailie
in the year 1989 reported niosomes to be an alternative to
liposomes and are considered to exhibit reduced toxicity over
liposomes.230 Herein, the solubilized drugs exist within the
hydrophilic compartment amidst the bilayer, while the insolu-
ble portion is entrapped within the dual layered matrix.
In 2001, Gopinath and coworkers reported the intravenous
delivery of antiHIV drugs encapsulated in niosomes.231 Herein,
it has been observed that prolonged levels of azidothymidine
AZT within the serum of rabbit soon after niosomal AZT treatment
occur owing to a mutual effect of steady in vivo release and
avoidance of extravascular distribution. Fig. 11 schematically
describes the role of niosomes in targeted anti-HIV drugs. Zidan
et al. in 2011 unveiled a novel paediatric anti-HIV tenofovir
niosomes assisted by high-pressure homogenizer. The perfor-
mance of these high pressure homogenized niosomes were
influenced by innumerable factors including vesicular size, elec-
trical characteristics, data of drug encapsulation, as well as its
targeted delivery.

4.3.5. Membrane-camouflaged nanoparticles. In the recent
past, there has been a plethora of reports wherein a great deal
of attention is devoted toward the exploitation of Inorganic
Nanoparticles (INPs) in therapeutic applications. However,
there are certain lacunas related to conventional INPs that
includes its speedy elimination by the immune system, lower
accumulation in the targeted sites, and acute lethality to the
organism.232 To overcome the distinctive confinements of INPs,
researchers have taken inspiration from nature by exploiting
cell membrane camouflaged INPs by embedding varying cell
membranes onto the surface of INPs. The nanotechnology of
cell membrane-camouflaging associates the strength of cell
membrane with INPs and triggers the integration of targeting
ability, biocompatibility of nanocarriers. M. Pereira-Silva et al.,

Fig. 11 Schematic outline of niosomes and its role as antiHIV drug.
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unleased a promising cell-membrane–coated NPs which is
a potential contender for developing novel therapeutic and
vaccination strategies toward the management of COVID-19.
The unprecedented approach described herein restricts the
entry of SARS-CoV-2 and prevents its replication in the host
cells.233 In another work, Zhang et al., engineered white blood
cell-derived cell membrane vesicles that were coated onto the
surface of magnetic nanoclusters toward the formation of
artificial antigen-presenting cells and uses magnetic control
for achieving targeted delivery. Furthermore, this strategy delivers
promising application in the domain of adoptive T-cell-mediated
cancer immunotherapy and provides insights toward targeting
the inflammation of and corresponding imaging therapeutics.234

In a nutshell, the rational engineering of cell membrane engineer-
ing using physical engineering technique, followed by chemical
modification and biological functionalization approach endows
this biological cell membrane with abundant functionalities,
thereby making it a potential weapon toward chronic diseases-
related therapeutics.

Table 1 gives a detailed description of the composition, size,
and applications of different loaded nanodrugs.

5. Conclusion and future perspectives

To date, several drugs have been widely explored for the
treatment of life-threatening ailments including COVID-19,
cancer, and HIV. Nevertheless, the shortcomings of traditional
dosage systems have provided an added impetus and tremen-
dous opportunities to researchers for the engineered develop-
ment of novel drug delivery vehicles. In this consequence, over
the last few years, nanotechnology has opened a new dimen-
sion for improved drug delivery by overcoming the transport
barriers, intrinsic exclusion, and metabolism-induced problems

related to the conventional drugs delivery system. NP-
functionalized drug releasing vehicles offer enhanced pharma-
cokinetics, biocompatibility, pharmacodynamic properties,
and stability, which have contributed to the improved preven-
tion, diagnosis, and treatment of these diseases. Most signifi-
cantly, nanotechnology promotes the targeted delivery of drugs
in the infected organs with nominal toxicity or side-effects
owing to its acute specificity. Nanostructured architectures
including liposomes, dendrimers, inorganic nanoparticles,
polymeric micelles, quantum dots, and niosomes provide an
absolute platform for scaling up the efficacious therapeutic
application, downgrading of drug resistance profiles, and
thereafter providing an unprecedented formulation toward
catering a wide range of biological applications. Although
nanotechnology is a promising candidate for therapeutic appli-
cations, however, at times, it induces the general toxicity of
organs, reduced stability in biological conditions, and mass
scale production, which may plausibly hinder its medicinal
applications in the long run. Therefore, further advancement is
necessitated in the domain of nanotechnology-mediated
advanced drug delivery system by combining newer treatment
approaches such as gene therapy and immunotherapy with the
existing nanotechnology to maximize the efficiency of targeted
drug distribution while minimizing its bottlenecks. The
improvement of interactions amidst the physicochemical prop-
erties of nanomaterials would provide an inexpensive, safer,
and more effectual multifunctional therapeutic derivatives or
adjuvants for preliminary diagnosis and longstanding thera-
peutic actions.
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Table 1 The composition, size, loaded drug, applications, etc., of different nanodrugs

S. no. Name Composition
Size
(nm) Loaded drug

Therapeutic
applications Ref.

1. AuNPs Gold 5–400 Sulfonate
mercaptoethanesulfonate
(MES) and undecanesulfonic
acid (MUS)

COVID-19 treatment 163

2. AgNPs Silver 10 Polyvinylpyrrolidone Anti-SARS-CoV-2 activity 164 and
165

3. ZnONPs Zinc oxide 16–20 PEG (polyethylene glycol) Influenza H1N1 virus 168 and
169

4. CNTs Carbon — Doxorubicin, paclitaxel Different cancer 235
5. IONPs Fe3O4 150 Doxorubicin Cervical cancer 235
6. Liposome-PEG Polyethylene glycol 100 Doxorubicin Metastatic breast

cancer,
metastatic ovarian
cancer

236

7. Polyamidoamine
dendrimer

Polyamidoamine — Cisplatin and doxorubicin Different cancer 237

8. Zeolitic imidazolate
framework-8 NPs

Zeolite and Imidazole 100 Dihydroartemisinin Liver cancer 238

9. Polymeric NG
(PNIPAAm)

Poly(N-isopropylacrylamide) — Lopinavir HIV 239

10. Polytyrosine
nanoparticles (PTNs)

Poly(ethylene glycol)-
b-poly(L-tyrosine)

97–181 Doxorubicin (DOX) Human colorectal
cancer treatment
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